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3ATBEPDKEHO

Haka3 AaminmicTpauii Jlepxcrnenss’a3Ky
A8~ weacpege 2022 poky Ne P

Ilpodeciiinuii crannapt
«®axiBetb 3 nHTaHb Oe3mexH (indopmaniliHo-komyHikaniiHi TeXHoJOrIT)»

1. 3aranbHi BizoMocTi npodeciiHoro cranaapry

1.1. OcHoBHa mMeTa npodeciiinol AinabHOCTI

Opranizanis Ta 3a0e3nedeHHs KiGepOesneku iHGOpMaliiHUX CHCTEM Ta
indopManiiHO-KOMYHIKaIifHAX TEXHOJOTiH; yNpaBiHHS HACTiJKaMH pealizalii
3arpo3 iHdopmaniiiHoi Ge3neku B MexxaxX Opramsisailii, B TOMy YHCII YIIPaBIiHHA
CHeUialbHAMH NporpamMaMu (po€kTaMy) IHIMMX cdep BiATOBIAAIBHOCTI;
(OopMyBaHHS CTPATEriYHOrO PO3BHUTKY OpraHizalii, nepcoHaiy, iHppacTpyKTypH,
BHAMOT 10 Ge3leKH, a TaKo)X po3poOKa Ta BIPORA/DKEHHS IONITHKH Ta CTparerii
indopmalliiftHoi 6e3ieky IHCTHTYII]; IIaHyBaHHs 3axo/iB Oe3neku iHdopmalii Ta
Kibep3axucTy Ha BUNIaJOK HAA3BUYAHHUX CUTYAIlil abo rpy peaizallil iIHLIUECHTIB;
o0i3HaHicTE mpo Oe3nmeky iHGoOpMaLIHUX pecypciB opraHizauii abo aHKIaBy,
YCTaHOB Ta HNiANPUEMCTB Pi3HUX (POPM BIACHOCTI.

1.2. Ha3Ba BHAY €KOHOMIYHOI JiAILHOCTI, ceKIii, po3aiay, rpyNH Ta Kjacy
€KOHOMIYHOI JisybHOCcTi Ta IxHiH koa (3rigmo 3 HanionaabHEM
kiaacudikaTopom Ykpaian K 009:2010 «Knacudikanis BuIiB eKoOHOMIYHOT
AiiIBHOCTI»)

Cexnin Indopmanis ta |Pozgin | TenekomyHixamii [[pyma JismeHicTs y chepi

J TenekoMyHixauii | 61 (enexTpo3B’130K) | 61.1 HIPOBOZOBOTO
€JIEKTPO3B 43Ky
Knac JlisuteHICTS ¥ cdepi
61.10 MPOBOIOBOTO
€JIEKTPO3B'A3KY
I'pyna JisneHicTh y cdepi
61.2 6e31poBOIOBOTO
€JICKTPO3B’A3KY
Knac HisusHicTS y chepi
61.20 6e31poBOAOBOTO

€IEKTPO3B’ A3KY
I'pyna HisnbHIicTE y cdepi

61.3 CYILyTHHKOBOTO
€IIEKTPO3B’ A3KY

Kiaac HisuteHICTS Y cdepi
61.30 CYIIYTHUKOBOI'O

€EKTPO3B’ A3KY
I'pyna | Inma pisneHICTE Y cdepi
61.9 ENCKTPO3B'A3KY




I'pyna | [nma mismeHicTs y cdepi

| 61.9 EJIEKTPO3B'A3KY
Knace | Inma nisanenicts y cdepi
61.90 €JIEKTPO3B'A3KY
Po3min { Komn'rorepue (I'pyna Komm’rorepre
62 nporpamyBanss, | 62.0 TIpOrpaMyBaHHS,
KOHCY/IbTYBaHHS Ta KOHCYJIETYBAaHHS Ta
[1OB’s13aHa 3 HUIMY JIOB’g3aHA 3 HAMH
NISNBHICTE JIANBHICTD
Knac Kommn’rotepHe
62.01 IIporpamMyBaHHs
Knac KoHcynbryBanHs 3

62.02 | nutans ingopmarusanii
Knac | JlisnpHicTb 13 KepyBaHHSA

62.03 KOMII fOTEPHUM
YCTAaTKyBaHHIM

Kaac | Inma missHicTs y cbepi

62.09 iHpopMaLi HHUX

TEXHOJIOTiH 1
KOMIT'YOTEPHHUX CHCTEM

Cexitist [Ipodeciiina, |Pozaia | Inwa npodeciiina, (I'pyna | Imma npodeciiina,
M HAyKOBa Ta 74 HayKoBa Ta 74.9 HAyKOBa T4 TeXHIYHA
TEeXHIYHA TEXHIYHA JiSI6HICTD, H.B.1.Y.
RiSIBHICTD TIANBLHICTD Knace Inma npodeciiina,
74.90 HayKOBa Ta TEXHIYHA

|  IOISUIBHICTS, H.B.LY.

1.3. Haza Buay mnpodecilinoi missbHOocTi Ta T koA (3riaHo 3
Hanionaneaum xiacugikatopom Ykpaiam K 003:2010 «Knacudikarop
npodeciii»)

Pozaia Kaac Higxnaac
2 I 213 2139
[Ipodecionaym | [lpodecionanyu B ranysi oOIHCICHD [TpodecioBany B iHIIAX ramy3ax
(xomm’toTepu3allii) 0o0YHCICHD (KOMIT FOTEpH3allil)

1.4. Hazpa npodecii (npodeciiinoi vazsn poboru) Ta ii xoa (3riano 3
Hanionaabuum kinacudikaropom Yxkpainn JAK 003:2010 «Knaacudikarop
npodeciii»)

QaxiBeup 3 nuTaHb Oe3neku (1HQOpMALIHHO-KOMYHIKAI[IHHI TEXHOJIOTII)
2139.2.

1.5. Ilpodeciiina kBanidixanis

QaxiBenb 3 NUTaHb Oe3nexy (1HQOpPMALiTHO-KOMYHIKaiHHI TEeXHOJOTii)
(Tpynosi dyskiii A, b, B, I').

IMposiauuit ¢axiBenp 3 nutanb Oesnexku (iHdopManiliHO-KOMYHIKALIHHI
texnonorii) (tpyaosi ¢pyuxuii A, b, B, T, J[).
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1.6. Micue unpodecii (mocagn, upodeciiinoi Razpu poboTH) B
opraHizanifino-supoGHuYiii cTPYKTYpI nignpuemcrsa (YCTAHOBH, OpraHisamii)

Obiiimae nocany (axiBig 3 nutaHbs Oesnekn (iHbopMariiHO-KOMYyHIKalliiHL
TeXHOJIOril), mpoBinHOTO (axiBus 3 THTaHb Oe3nekd (iH(popmaliiHo-
KOMYHIKAIIHHI TEXHOIOTi1).

(daxisenp 3 nuTaHb Oesnexd (iHGOpMauifHO-KOMYHIKaifdHI TexHOMOril),
npoBinHu# daxiBeus 3 NUTaHb 6e3nekH (iHGopMaNniiHO-KOMYHIKaIIHHI TEXHONOTI)
Oe3rocepeIHBO  MiNMOPAAKOBaHMI  KEPIBHUKY MpOQUIBHOTO CTPYKTYPHOTO
nigposainy (abo  yrmoBHOBaXkeHi 0cobi) B CTPYKTYpHUX  MiApo3Ainax
DAIpUEMCTBA/  Opradiszaili, npodITEHUX CTPYKTYPHHUX i apo3ainax
nianpueMcTBa/oprauizanii i3 3axucry iHdopmauii Ta kibepbeznexu, npodILHUX
HAayKOBO-AOCTIIHUX yCTaHOBaX, NMiANPUEMCTBAX/OpraHizaiisax, sSKi peayni3oByIOTh
abo 3acTocoByIOTH (yHKHI] opranizauii Ta 3abesneuesHs KibepOesnexu
iHpopMallIHHUX  cuCTeM Ta  1HGOPMALHO-KOMYHIKAIIHHNX  TEXHOJOTIH,
cremialpHMX Oe3MeKOBUX MporpamaMm (IIPO€EKTIB), CTPATEridHOTO PO3BUTKY
oprasizalii, nepcosany, iH$pacTpyKTypH, BUMOT 10 Oe3nexH, a TakoxK GopMyIOTh
MONITUKY Ta CTpaterio iHgopmauiiinol Oe3neku IHCTUTYINI, IUIAHYIOTH 3aXOAM
Oesnexu iHpopmamii Ta KiOep3axucTy iHGOPMauUiMHUX pecypciB YCTaHOBH,
ninpreMcTBa/Opradizanii abo aHkIaBy.

PoGoue micre po3ramoBaHO y UpuMilIeHH] (kabineri, KiMHaTi, Jadoparopii,
NPUMIIIEHH] 00YUCIIIOBATLHOTO UEHTPY) BiJITOBiJTHO1
yCTaHOBH/OpraHi3alil/HeHTpy.

1.7. ¥YmoBu npaui

TpuBasicte pobouoro yacy Ta 4Yacy BIANOYMHKY — 3TiAHO 3 YHHHUM
3aKOHOJABCTBOM, rpadikamMu poOOTH Ta BIANOYHMHKY, NPaBHJIAMU BHYTPIHIHROI'O
TPYZAOBOTO PO3NOPAAKY, KOJICKTUBHHM JHOTOBOpOM. BiamycTky HanaloTh 3rigHO 3
YUHHUM 33aKOHOHABCTBOM, KONEKTHBHHM JIOrOBOpOM, rpadikaMu HajaHHS
BIJIyCTOK Ta 3a pe3ylibTaTaMy aTectallli pobodoro Micug 3a yMOBaMH IIpalii.

Po6oTra B OKpeMuX BHIIJKax IOB’s3aHa 31 NIKIIJIHMBAMM YMOBaMH IIpaiil.
[Tineru Ta KoMIneHcallil BCTAHOBIOKOTH BiAMNOBIAHO 10 YHHHOTO 3aKOHOAABCTBA Ta
KOJIEKTHUBHOT'O JIOI'OBODY.

1.8. loxymeHTH, I[HO MOiATBEPKYIOTH nipogecilivy Ta  OCBiITHIO
kBaJlijpikauilo, ii Bignecenust o pisHa HaulonanbHoi pamku kpajidikanii
(HPK)

s npodecitinux  xBanigikanii  «®axiBenb 3 uMTaHh  Oe3MeKH
(indopmariiHo-KOMYHIKallidHI TexHOMOMT)» | «IlpoBigHA#N (aXiBeup 3 NHUTAHD
6e3nexH (iHGOPMAIIHHO~-KOMYHIKAIIHHI TEXHOIOTIT )»:

AUIUIOM MaricTpa 3a coeniansHicTio 172 «TenekoMyHikamii Ta pagioTexHika»
ranysi 3HaHb 17 «EnekTpodika Ta TeleKOMYHiKali» abo raimy3i 3HaHb
12 «Indopmauiiini texunonoriin» (7 piserr HPK), a Takoxx CcBiIOTBO IpO
NPUCBOERHS (miaBHLIeHHs) KBamidikamii «®PaxiBens 3 NHTAHh Oe3NeKH
(iHopMalifHO-KOMYHIKalliifHl  TexHojoril)» abo IHIIMA JOKYMEHT, IO
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niaTBepaXye Tmpodeciiiny ksaridikauito «®axiBeils 3 TNHTaHp Oe3nexu
(iHGopMaLi HHO-KOMYHIKaLiHHI TEXHOJIOTI)»;

abo cBIIOLTBO NIpO NprcBOeHHA (miaBHIMEHHs) KBampixamli «1IpoBimaui
daxiseupr 3 nutanp Oe3nexu (ihdopmaniiHO-KOMYyHIKaUildHI TeXHOJOrI)» ado
IHIIME JOKYMEHT, W0 MiaTBepipkye mpodecifiny ksanidikanio «IIpoBiaHuii
¢axiBelp 3 MHTaHb 6e3nexn (iHbopMariiHO-KOMYHIKaliHHI TEXHOJIOTII)».

daxiBenp 3 nuradb Oesnexu (iHGOpMaLiHHO-KOMYHiKaUiiiHi TexXHONOTIT) —
7 piens HPK.

[lposigauii ¢axisenp 3 nuTadb Oesnexd (iHopmanifHO-KOMyHiKaliiHi
TexHoyorii) — 7 pisens HPK.

2. HapyanHsa Ta npogeciinuil po3BHTOK

2.1. Uepsunua npodeciiina niaroropka (Ha3pa xpaJigixanii)

Jina  xeanidikauii «®PaxiBeus 3 nUTaHb Oe3neku  (iHGopmauiiiHO-
KOMyHiKauiHHi TexHonoril)» 1 «[lpoBigumit ¢axiBenp 3 mnHTaHE Oe€3MeKH
(inpopManiiHO-KOMYHIKaliifHi TEXHONOTI()» — MAroTOoBKAa Ha MepIIoMYy Ta
JApYroMy piBHI BULIOT OCBiTH (6aKanaBpCbKOMY Ta MariCTepchbKoMYy, BIATIOBINHO) 32
crnenianpHicTiIo 172 «TenekoMymikamii Ta paniorexuika» rary3i 3unaHp 17
«EnexTpoHika Ta TenekoMyHikanii» abo ramysi 3HaHe 12 «ladopmaniiini
TEXHONOTi», cTax poboTu 3a OxHielo 3 Npodecidi BiANOBIAHOIO CHPSIMYBaHHS
TIOBWHEH CTaHOBUTH HE MEHIIe ABOX POKIB (AAMIHICTPaTOp MEPEX 1 CUCTEM,
po3pobHUK cucTeM 3axucty iHbopmanii, adHaliTHKk 3 Oesneku iHbopmauiiiHO-
TEeNeKOMYHIKAIIHHUX CcUCTeM, (aXiBeub 3 NWTaHb Oesnexd (iHbopMaliitHo-
KOMyHIKaLiiHi TexHonorii), daxiselp chepu 3axucty indopmanii Touo).

2.2. llinBunieHns kBaJiigikanii 6e3 NPUCBOEHHA HOBOro PiBHS OCBITH
(masBa kBastiikanii)

IMigsumenus npodeciiinoi kpanidikanii «[lposinauii QaxiBeup 3 NHUTaHB
Oesnexn (iHpopMaiiiHO-KOMYyHIKaLifHi TeXHONOTII)» 3a HasBHOCTI npodeciiuol
kBamidikanii «®PaxiBenp 3 nuradh Oesnexkd (iHQopMaiHHO-KOMYHIKALIHHI
texHonorii)». Crax poboru 3a mnocagow «®PaxiBenp 3 NUTaHL Oe3MEeKH
(i opMani fiHO-KOMYHIKaIiHI TEXHOJIOTT)» He MCHILE IBOX POKIB.

3. HopmaTusHro-npaBoBa 0a3a, mo peryaioe Bianosinny npodeciiiHy
AISLTBHICTD

Konekc 3akoHIB mpo mpaiio Y kpaiHu.

3axoH Ykpainu «[Ipo 3axucT npas croKUBa4iBy.

3akoH Ykpainu «IIpo iHpopmamiroy.

3akoH Ykpainu «[ipo aepxaBHY TAEMHULEOY.

3axoH Ykpainu «lIpo 3axucrt indopmanii B iHdopmariiiHO-KOMYHIKAIIHHUX
CHCTEMax».

3akoH Ykpainu «IIpo 3axucT nepcoHaNbHUX A3HHX.

3akoH Ykpainu «IIpo nmocryn a0 nyOniysoi iHpopmarLii».

3akoH Ykpainn «IIpo npodeciiinuii po3BUTOK MpaIrliBHAKIBY.

3akon Ykpainu «IIpo BUnIy ocBiTy».



3akon Ykpaiau «IIpo ocBiTy».

3akon Ykpainu «IIpo BHeCeHHS 3MiH IO JeSKHX 3aKOHOJABYMX aKTIB Y Kpainu
II0A0 QYHKIIOHYBaHHS HAIOHAJILHOT CHCTEMH KBaNi(piKamiim.

[ToctanoBa KaGinety MinictpiB Ykpainu sia 03.08.2005 p. Ne 688 «IIpo
3aTBepKeHHs [lomoxenns npo Peectp iHpopmMailiHuX, TeNeKOMYHIKaliHHUX Ta
iHdopMaLiitHO-TENEKOMYHIKAIIIHHAX CUCTEM OpraHiB BUKOHABYOI BIaJH, a TAKOXK
NiANPHEMCTB, YCTAHOB 1 OpraHizarliif, o HajexaTth 10 chepu iX yIpapIiHHsD.

ITocranoBa Kabinery Minictpis Vkpainu Big 29.03.2006 p. Ne 373 «IlIpo
3arBepKeHHs [IpaBun 3abesnedeHHs 3axucrty iHQopmaiii B iHdopMamiiHuX,
eIEKTPOHHUX KOMYHIKaliAHIX Ta IH(HOpMaIifTHO-KOMYHIKal[i THUX CHCTEMaxX».

[TocranoBa Kabinery Minictpie Ykpainu Bia 19.06.2019 p. Ne 518 «IIpo
3aTBEP/DKEHHST  3arajibHuxX BHUMOr 3 Ki0ep3axucty 00’€KTiB  KPUTHHHOL
1HQPACTPYKTYpH».

IlocranoBa Kabinery MinictpiB Ykpainu Big 21.08.2019 p. Ne 800 «IIpo
Tlopsinox mixgBuImeHHs kBajidikaumili TNegaroridyHuX 1 HAYKOBO-NENArOTiuYHUX
DpaliBHUKIB.

IocranoBa Kabinery MinictpiB YKkpaiau Big 09.10.2020 p. Ne 934 «[leski
MUTaHHA 00’ €KTIB KPUTHYHOT iHGOPMAliHHOT IHPPaCTPyKTypu».

[locranosa Kabinery Minictpis Yxpaiuu Big 09.10.2020 p. Ne 1109 «/lesxki
NUTaHHs 00'€XTIB KPUTHYHOI IHPPAaCTPYKTYpu».

ITocranoBa Kabinery MinictpiB Vkpainu Big 23.12.2020 p. Ne 1363 «IIpo
peanizalilo eKCrNepUMEHTANFHOTO IPOEKTY MO0 3aNpOBa/DKEHHS KOMIUIEKCY
OpraHizaiiHO-TEeXHIYHUX 3aXOJIB 3 BHSARJIEHHS BpPa3MBOCTEH 1 HENOMNIKIB Y
HalalTyBaHHI  iHQOpMaUiWiHHX, TeNeKOMYHIKaIiHuX Ta  iHpopMaliiiHo-
TEIEKOMYHIKALIHHUX CHUCTeM, B SAKUX OOpOOJSIOTHCS JepraBHiI 1HQOpMaIiiHi
pecypcu.

IlocranoBa KabGinery MinictpiB Ykpainu Big 08.02.2021 p. Ne 94 «IIpo
peatizalio eKCIepUMEHTATBHOTO POeKTyY 11040 GyHKIioOHyBanus HaioHansHoro
LIEHTPY pe3epBYBaHHs AePKaBHUAX iHPOPMAIIHHUX PECYpPCIBY.

IlocranoBa Kabirety Minictpie Ykpainu sin 29.12.2021 p. Ne 1426 «IIpo
3arBepKeHH ITo10KEHHS PO OPraxi3alifHO-TeXHIYHY MOJENE Kibep3axucTy».

Haka3z [lepxaBHOro komiteTy YKpaiHu HO Harjisgy 3a OXOPOHOIO Npall Bin
21.12.1993 p. Ne 132 «I1po 3arBepmxenns [ lopsaky onpanioBaHHA 1 3aTBEPAKCHHSA
poGoToAaBIIEM HOPMATHBHUX aKTiB 3 OXOPOHH Mpalll, IO XiFOTh HA NIANPUEMCTBI».

Haxa3 KomiTeTy nmo Harnsgy 3a OoxopoHOW mpaul MiHictepcTBa mpali Ta
coniansHOI MomTUKK Yxpainu Bif 09.01.1998 p. Ne 4 «IIpo 3arBepmxenns IIpaBun
OesneuyHol eKcIUTyaTtallii eJeKTPOYCTAHOBOK CIIOXHBA4diB», 3apeecTpPOBAHUN B
Minicrepersi roctuniii Yipainn 10.02.1998 p. 3a Ne 93/2533.

Hakas KomiteTy no Harnsny 3a oxopoHOro npaui MiHicTepcTBa mpalli Ta
colliajibHOI MOMITHKY Ykpainu Bin 29.01.1998 p. Ne 9 «Ilpo 3arBepixeHHs
[lonoxxenHss npo po3poOKy IHCTPYKUIH 3 OXOpOHM [paili», 3apeecTpOBaHE Y
Minicrepcrsi octunii Yikpainu 07.04.1998 p. 3a Ne 226/2666.

Haxa3z MinicTepcTsa nmpaui Ta coliaibHOl HOMITHKH Y Kpainu Ta MiHicTepcTBa
OCBITH 1 Hayku VYkpaiuu Bix 26.03.2001 p. Ne 127/151 «Ilpo 3arBepikeHHS
TTonoxeHnsa npo npodecifine HaBUaHHs NIPALiBHAKIB HA BUPOOHUIITEI»,
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Haxasz Apminictpauii Jlepxcrmenss’ssky Bin 26.03.2007 p. Ne 45 «IIpo
saTBepUKeHHs [TopsaaKy OHOBIEHHS aHTUBIPYCHHX IPOTpaMHUX 3ac00iB, sIKI MalOTh
NO3UTUBHUIM EKCIIEpTHUH BHUCHOBOK 3@ pe3y/bTATaMM JEpXKABHO! €KCIIEPTH3U B
chepax TEXHIYHOTO 3aXHCTy iH(opMaIlii», 3apeecTpoBanuid B MiHICTEPCTBI FOCTHIIL
Ykpaiuu 10.04.2007 p. 3a Ne 320/13587.

Hakas Anwminicrpauii Hepxcneuss’ssky sig 10.06.2008 p. Ne 94 «lpo
3arBepiokenHs [lopsaky koopauHailil AiSINBPHOCTI OpraHiB JepXKaBHOI Biajau,
OpraHiB MICIIEBOI'O CaMOBpPSAyBaHHs, BICHKOBHX (GOpMYBaHb, MiANPUEMCTB,
YCTaHOB [ OpraHizallii He3aIekHO BiX (opM BNACHOCTI 3 NWTaHB 3al00IraHHi,
BUSIBJICHHSI Ta YCYHEHHs HACJJKIB HECAHKIIIOHOBAaHUX [Mid IIOAC AEPKaBHUX
inpopMmaniiHux  pecypciB B iHMOpMaHifiHUX, TeEJNEeKOMYHIKAIidHMX Ta
iH(popMalLiHO-TeIEKOMYHIKAIHHAX CHCTEMax», 3apeecTpoBanrii B MiHicTepcTBl
roctulil Ykpainu 07.07.2008 p. 3a Ne 603/15294.

Haxa3z Anminictpauii Jdepxceneuss’ssky Bia 02.12.2014 p. Ne 660 «IIpo
3aTBep/keHHs [lopsi/IKy OIiHKYW CTaHy 3aXUINEHOCT] JAepXXKaBHUX iH(pOpMalifHUX
pecypciB B iH¢pOpMauifHHUX, TeJeKOMYyHiKauilmux Ta  iHdopmauiiHo-
TENeKOMYHIKAIlHHUX CUCTeMax» 3apeecTpoBaBuii B MiHicTepcTBl rocTHIIT Y KpalHH
28.01.2015 p. 3a Ne 90/26535.

Haka3 Axaminbictpanil Jdepxcuenss’ssky Big 15.01.2016 p. Ne 20 «IlIpo
3aTBep/OKeHHS llopsaKky ckaHyBaHHS Ha NPEAMET BPA3lINBOCTI JEpiKaBHUX
iHpopMalifHUX pecypciB, po3MillleHMX B IHTepHeTI», 3apeecTpoBaHUE B
Minicrepersi roctuiii Ykpaiau 05.02.2016 p. 3a Ne 196/28326.

Haxaz Anminictpanii Jepxcnemss’ssky Binm 15.01.2021 p. Ne 23 «Ilpo
3aTBEpPKEHHS MeTtoaudaHuX pexoMeHjJaniil I[mojo xareropwsaulii 00’ €KTiB
KPUTHYHOI IHOPaCTPyKTYpH».

Haka3z Anminictpanii Jlepxcnenss’s3ky Bia 06.10.2021 p. Ne 601 «IIpo
3aTBep/LKEHHA MeToAMYHNX peKOMeH 1allii Mo10 NiIBUIIIEHHS pIBHS Kibep3axucrty
KPATHYHOT iHGOpMaLitHOl iIHYpacTpyKTypu».

Haka3z Anminictpanii [lepxcnen3B’ssky Biag 28.10.2021 p. Ne 640 «lIpo
BrHeceHHs 3MiH J0 IlopsaiKy ckaHyBaHHSA Ha IpeAMET BPa3iUBOCTI ACPXKAaBHHUX
iHdhopMaUiIfHIX pecypciB, po3MmilieHux B IHTepHETI».

HopmaruBHI JIOKYMEHTH B raiy3i TEXHIYHOro 3axucty ingopmauii (zani — HJJ
T3I) Ta mepxasHi cranmaprtu Yxpainu (nami — JCTVY) crocoBHO CTBOpeHHA 1
¢ynxnionyBanus KC3I, CVIb, ramxy3esi cTaHAapTH BiINIOBITHOTO CIIPSIMYBaHHS.

ACTY ISO/IEC 27000:2019 Indopmamiini TexHosorii. MeTtoan 3axucry.
Cucremu kepyBaHHs iHdopMalifiHo Oe3nexoro. Orimsig 1 CIOBHHK TEpPMiHIB
(ISO/TEC 27000:2018, IDT).

ACTY ISO/IEC 27001:2015 Tndopmauilini TexHomnorii. MeToau 3axucry
CUCTEMH YMpaBIiHHs iHpopMmariiiaow 6esnexor. Bumorn (ISO/TEC 27001:2013;
Cor 1:2014, IDT).

JACTY ISO/MIEC 27002:2015 Indopmaririitai Texsomnorii. Metony 3axucty. 3Bin
npakTyuK mono 3axoais iHpopMmaniiinoi Gesnexn (ISO/IEC 27002:2013; Cor 1:2014,
IDT).

JACTY ISO/IEC 27005:2019 IadopmauiitHi texHomnorii. Meroau 3axucry.
Ynpasnigns pusukaMu iHpopmaiiitaoi 6eznexu (ISO/NEC 27005:2018, IDT).
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JACTY ISOMEC 27032:2016 ludopmauiiini texHonorii. Meroay 3axucTy.
Hacranosu mono kiGep6esnexu (ISO/IEC 27032:2012, IDT).

JCTY ISOAEC 15408-1:2017 IndopmawiiHi TexHonorii. Merogu 3axucTy.
Kpurepit oniaxd. Hactuna 1. Beryn ta 3aranpra mozesns (ISO/IEC 15408-1:2009, IDT).

ACTY ISO/IEC 15408-2:2017 Indopmaniiiti Texnomnorii. Meroan 3axucry.
Kputepii ouinku. Yactuna 2. ®dyakuionanbHi Bumora (ISO/MEC 15408-2:2008,
IDT).

HCTY ISOAEC 15408-3:2017 Indopmamitni texuosyorii. Meroan 3axucTy.
Kpurepii omjnku. Yactuna 3. Bumoru go rapanrii 6esriexku (ISO/IEC 15408-3:2008,
IDT).

JoxymeHnTtn (crangaptd, HactaHOBM) HamioHallbHOTO IHCTHTYTY CTAHIOApTIB i
texnonorii CILA (zani — NIST USA).

IHmI HOpMATUBHO-NIPaBOBI, HOPMATHBHO-TEXHIYHI Ta HOPMAaTHBHI aKTH, sKi
PEMIAaMEHTYIOTh TATAHHS aAMIHICTPYBaHHS MEPEX 1 CUCTEM.

4, 3arajibHi KOMIETEHTHOCTI

YMoBHe
NO3HAYECHHH

JaraapHi KOMIOETEHTHOCTI

3K.01 3aTHICTh AIATH COLIATBHO BIAMOBIAATBHO Ta TPOMAICHKO CBIIOMO

3K.02 3/1aTHICTH 3aCTOCOBYBATH 3HAHHS Y MIPAKTHYHUX CUTYaUIdX, PO3B 43yBaTH
3aBJaHHsA/3a0a4l Ta IPaKTUYHI NpobieMu y npodeciiHiil XisnbHOCTI

3K.03 31aTHICTH OLIHIOBATH Ta 3a0e3IeuyBaTH SKICTH BUKOHYBAHUX poOIT

3K.04 3xatHicTh X0 aOCTPAaKTHOTO MUCIICHHS, aHAII3Y Ta CHHTE3Y, BUHTHCA | OyTH
CY4acHO HaBYCHUM

3K.05 3naTHICTH 10 afanTalil Ta aii y HOBi# cHTyamii

3K.06 3paTHICTH 10 BROOPY cTparerii CHiIKyBaHHsl, IIPafOBaTH B KOMaH/Ii

3K.07 31aTHICTH CIIUIKYBATUCA PIAHOI} MOBOIO SIK YCHO, TaK i NMCbMOBO, CHUJIKYBAaTHCS
{HO3EMHOKO MOBOIO (IIEPEBAYKHO aHIIIIHCHKOK0) Ha PiBHI, MO 3abe3neuye
ebekTURHY NpodeciiiHy NisIbHICTH

S. Hepenik TpyaoBux ¢ynxniii (npodeciiinux KoOMIeTeHTHOCTeH 3a
TPYAOBOK Ji€i0 a00 rpynol TPYAOBHX Aii, 110 HaJeKaThb A0 HHX), YMOBHI
MO3HAYEHHS

IIpodeecitini koMnerenTHOCTI (32
Ymozne Tpynosi pynkuii | TpyaoBolo aicio 200 rpynow TpyaoBHX Ymosne
TO3HAYECHHSA o N03HAYCHHH
Aik)

A Opranizaris Ta 3narHicTs BU3HAYaTH ta/abo Al
IIPaKTHYHA peaizallis (BIpoBaKyBaTH TOMITHKHA | IPOUCHYPH
3aXO/iB 3 [MNTAHb JUIst 3a0€3MeUeHHS HAJIEXKHOTO 3aXHCTY
Oe3nexu kpuTHuHol iHpacTpykTypu Ta IKT
IHgopmaiio- 3maTHICTh KepyBaTH aganizoM 3arpos abo A2
KOMYHIKALINHAX UTHOBMM aHai3oM iHdopMaliil npo
TEXHOJIOTIH (Hall —  |gjfep3axuct, a TAKOK OTPHMAHHSIM JAHHX
IKT) 1PO 3arpo3H B MeXXax I ANpHEMCTRA/

oprasizanii
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3naTHicTh BU3HaYaTH crieundiyHi BAMOTH
6esnexn no cucremu IKT na Beix eTanax ii
KUTTEBOTO HHKITY

3nartHicTh 3a0€3ne4yBaTH yCIlillIHe
BHPOBAPKEHHS Ta QYHKIIIOHATIBHICTD
BUMOT O€311EKHU Ta BiIIOBIIHUX MOMITHK i
npouenyp IKT, ki y3ro/xeHi 3 LIAMH Ta
MICIEIO i pUeMcTBa/Opranizarii

A4

3naTHICTh BU3HAYATH HACIIIKH
3aCTOCYBAHHS HOBHX TeXHOIOI1H abo
OHOBJIeHb Y nporpamax 3axucty IKT

AS

3paTHICTE BU3HAYATH IpoOIeMu Oe3rnexn y
npoleci cTabinbHOT poOOTH Ta yNpaBmiHHS
NpOTpaMHEyM 3a0e3NeYeHHIM Ta BKUBATH
3ax0/1iB Oe3NeKH, KO XUTTEBUN TIAKIT
IPOAYKTY 3aKiHIy€ETEHCS

A6

3abe3neyeHHs
dbinaHcoBo-
MarepiaiibHOL,
THCTUTYIIOHANBHOI,
METOJIOJIOTIYHO] Ta
1HINOT i ATPUMKH
o0ezpexn IKT

3natHicTh 3abe3nedyBatu QiHAHCOBO-
MaTepiansHy miarpumky 6esmnexu [KT na
HANPHEMCTBI/B Oprasizamii

b1

3naTHICTh 3a0e31edyBaTi METONONOTIYHY
niarpumMky 6eznexn IKT na
i ANPMEMCTBI/B Opranizamii

B2

3naTHicTh 3abe3neuyBaTH
IHCTHTYILIOHANBHY Ta 1HINY [TJITPUMKY
6esnexu IKT na miampreMcTBi/B
oprasizaiii

b3

MOHITOPHHT Ta
OIIHIOBAHHS
MIAIBHOCTI 3 GMTAHb
oesnmexm IKT

3natHiCTh OpaTH y4acTh B OIIHIOBAHHI
pHU3UKY iBpopMauiiiHii Oe3meui nix 3ac
TIPOBE/ICHHS OPOLEIYPU OLIHKH i
aBTOpH3aI]

3naTHICTE KepyBaTH MOHITOPHHIOM
JHKepest JaHuX, IO CTOCYIOThCS
3abe3neuenHs 3axucTy iHpopMailii, 3
MeTOI0 3abe3neyeHHs 06i3HaHOCTI
nigupueMcTBa/Opraizanii upo CUTyamniso

B1

B2

31aTHICTS MOHITOPUTH Ta OLIHIOBATH
edexTuBHiCTH 3ac06iB KibepOesneku
DiMPHEMCTBA/Oprafisaiii 3 METOI0
rapaHTOBAHOTO TIi/ATBEP/UKEHHS TOTO, IO
BOHM 3a0e3euyloTs HeoOX1JIHUI PiBeHB
3aXHCTY

B3

KonTpons/Harnsan 3a
JIABHICTIO 3 HTAHD
oeanexn IKT

3AaTHICTh BIACTAIAKOBYBATH PE3YIbTATH
ayuTy Ta po3pobIIsiTH peKOMEeHalil, mod
3a0€3MEUNTH BXKUTTS BiAOBIIHUX 3aX0JIIB
100 3MEHIICHHS] HeTaTUBHUX HACIIJKIB

1

30aTHICTD HATTIAAATH 3a 3aXUCHUMH YU
KOPEKTYBANBHHMY 3aX0JIaMH ITPH
BUABJIERH] KiOepiHIMIeHTy abo

Bpa3/1UBOCTI

2
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Koopaunauisg ta
y4acTb B YHpPaB/IIHHI
JUSUTBHICTEO 13
3a0e3neyeHHd
oesnexy IKT

3HaTHICTE 3AIHCHIOBATH KEPIBHULTBO
NpopLIBHUMH [palliBHUKAMH 3 Oe3TeKH
IKT

Al

3aTHICTH B3aEMOJISTH 3 KEPIBHUIITBOM,
TEXHOJOTIYHHMH Ta IHINMMH ITi{PO3AiaMH
MiIIpUEMCTBA/Oprayizaliil CTOCOBHO
TEXHOJOTIYHHEX ITUTAHb BIAMOBIIHOIO
CIpPSMYBaHHS

A2

30aTHICTE B3a€EMOIISITH 13 30BHINHIMU
MapTHEpaMH B ME)KaX BU3HAYEHHX
TIOBHOBAXECHb

A3
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6. Onuc Tpygosux dynkuii (Tpyaosi ¢pyHknil; npeamer i 3acobu npaui (o6nagHaHus, yeTaTKYBaHHS, MaTepiaa,
NPOAYKTH, IHCTPYyMeHT; npodeciiini KoMIeTeHTHOCTI (32 TPYHOBOIO Ji€10 260 rPyNo0 TPYAOBHX Jiii), 3HAHHA, YMIHHS Ta

HAaBHYKH)
Ipeamern i
3aco0u mpaui .
pau podeciiini
(o0nanuanns, .
. KOMIIETeHTHOCTI (32 .
Tpynosi dyHxnii | ycraTkyBauns, . 3HanHs YMiHHS T2 HABHYKH
. TPYAOBOIO Jicio 200
Viarepia, IPYTIOI0 TPYAOBMX iil)
NPOAYKTH, M
iHCTpyMeHTH)
A. Opranizamis Ta |IIpoToxonm, Al. 3paTRICTB A1.31. Konnenuii i npotokosiu Al1.Y1. 36upaty Ta mMATPAMYBATH AaHi,

IIpaKTUYHa
peanizauis 3aXoais
3 MUTaHb Oe3MeKu
IKT

CTaHIapTH Ta
ceprudikaTu
BIINOBIAHOTO
CIIPSIMYBaHHS;
KOMII FOTEPHE,
TporpaMHe Ta
TEXHIKO-
TEXHOJOrIHE
3a0€e3IeUeHHS;
onepauiitui
CUCTEMH

BH3HayaTu Ta/abo
BIIPOBA/KYBATH
HOMTHKH i NPOLENYPH
and 3abe3reyeHHs
HAJIEKHOTO 3aXHUCTY
KPUTHYHOL
iHppacTpykTypn ta IKT

KOMII'JOTEPHHX MEPEX, a TaKOX
METOROJIOTIT 3a0e3reueHHs MepexeBol
be3nexn

A1.32. IMponecy ynpaBniHHA PUZHKAMH
(MEeTOIM OUIHKM TA 3HHKCHHS PHU3HKIB)
A1.33. 3ak0HU, HOPMATUBHI 8KTH,
MONITHUKY 1 CTUYHI HOPMY Ta K BOHH
IIOB’A3aH1 3 KibepOe3neKoro i
KOoHpIAECHTIKHICTIO

A1.34. [lpuniynu kiGepbesmnexu Ta
KOHDIACHIIHHOCTI

A1.35. Knacudixaris kibep3arpos i
BPA3JIUBOCTEN

A1.36. KorkpeTHi onepaniiiai Hacmi qxu
B Pe3yabTaTi TOMUWIOK KibepGesnexu
A1.37. KopnoparusHi uini Ta 3aBAaHHs,
noB’s3ani 3 Bakopuctauusam IKT ua
IiIIPUEMCTRI/B OpraHizalii

A1.38. 3akoHo0/1aBYI aKTH, IOCTAHORH |
PO3MOPSIKEHHS OPTraHiB BUKOHABYO]

BJIagi Ta/ab0 KOXEKCH 1 Mponenypu

HeoOX1HI JuIs 3a0e31eYeHHs 3BITHOCTI
PO CTaH cUCTEMH KibepOesmiexu
A1.Y2, Tlepernanatu crauapTu

o0 3a0e3meynTH BIANOBIAHICTE
HPOLERYP | HACTAHOB MOJNITHKAM
kibepbesnexu

Al.Y3. PekoMeHayBaTH [OJITUKY Ta
KOOPAMHYBATH il meperisaa i
3aTBEPIKEHHS
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afMIHICTPATUBHOTO/KPUMIHATIBHOTO
npasa

A1.39. IMToniTky, BUMOTH Ta IPOUEAYPH
Oesnexu gaHuoxKKa rocravaunsd IKT ta
YIPaBIIiHHS PUSUKAMH JIAHIFOKKA
IIOCTAYaHHS

Al.310. Cucremy KpHTHYIHOT
iHppactpyktypu 3 IKT, sxi Gymu
po3poOlneri 6e3 po3rsay Ge3nexu
CHCTEMH

A2, 31aTHICTB
KepyBaTH aHATI30M
3arpo3 abo uinboBEM
aHami30M iHQopManii
1po KibepsaxucT, a
TaK0X OTPUMAHHAM
JIQHUX IIPO 3arpO3H B
MeXXax I AIpHeEMCTBA/
oprasizaii

A2.31. Ilpnanunu kibepbesnexu Ta
KOHQiNeHLIfROCTI, 3aCTOCOBYBAHI 1M1
9ac yNpaBliHHS PU3UKAMM, T10B’ I3aHHMH
3 BUKOPHCTaHHIM, 00poOKOIO,
36epiraHHaM 1 nepeaanssIM iHpopmarii
abo aHuX

A2.32. [ixepena nomupeHHs indopmarii
IIPO BPA3NMHBICTH ([IONEPEIKEHHS,
PEKOMEH AL, CIIMCKY MOMMIOK 1
6roneTeHi)

A2.33. Merojonoris pearyBaHHsS Ha
IHLIHM/IEHTH Ta 00poOKU JaHHX
IHIUACHTIB

A2.34. Tpusnunu Ta METOM aHali3y,
IPUHHATI B rally3eBUX CTaHAapTax ado B
oprauizanii

A2.35. Metou aHaUTi3y MEPEXKEBOTO
Tpadixky

A2.36. Teopis ynpapiliHHS DOTOKAMY B
Mepexax (IIPOTOKOY YIIPABIIHHS
nepenayelo (TCP), mpotoxoiy
MiXMmepexeBoro obMiny nanumu (IP),
MoOZem B3aEMOJI] BIIKPUTUX CHCTEM

A2.Y1. KepyBatyl 3aX¥CHUMU YU
KOPEKTYBATLHUMH 3aXOaMH IIPH
BHSBICHHI KiGepiBLHAEHTY ab0
BPa3IMBOCTI

A2.¥2. Po3nizHaBaTtu MOXIHBE
HOpyIIeHHS 0e3NeKu Ta BXUBATU
BiAIOBIMHUX 3aX0MiB, 00 MOBIIOMHUTH
PO {HIHIACHT, KO HEOOXiAHO

A2.Y3. [aTeprnperyBaTu BUIIAIKY
HEBIANOBIAHOCTI U151 BABHAYEHHS
IXHBOTO BILIMBY Ha PiBEHL PUUKY Ta/ab0
3arajibHy e()eKTURHICTB IpOrpaMu
kifepbesneku nignpueMcTBa

A2.Y4. Buznavatu, sk 6yae
(byHKIIOHYBaTH cHCTeMa Oe3nexy
(BKnIOUArOYH 11 BIaCTHBOCTI
BIIMOBOCTIliKOCTI 1 HaNIHHOCTI), Ta K
3MIHH YMOB, oniepauit abo cepenopuiia
RILTMHYTH Ha Il pe3yIbTATH
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(OSI), 6i6niovexu iHdpacTpyKTypH
IHpopMaIIHUX TEXHOAOTI], MOTOYHOT
Bepcii [ITIL])

A2.37. MeToauky afiMiHICTPyBaHHS
CHCTEMH, MEPEX1 Ta 3aXHUCTY
OMepAIiHIX CHCTEM

A2.38. Mepexesi poTOXoIH, Taki SK
TCP/IP Ta npoTOKOIM BiZNIOBIAHKX
pisdiB OSI, anHamMigHOTO
KOH(IrypyBaHHs By3/iB, CHCTEMH
nomenuux iMed (DNS) i mocnyr, wo
HanaoThes Cmyx60r0 KaTamoris

A3. 3maTHicTb
BU3HAYATHU ClICHUDivHI
BUMOTH Oe3leKu 10
cuctemu IKT Ha seix
eTanax 1i XUTTEBOTO
IUKITY

A3.31. AnropurMu nudpyBaHHS
A3.32. OcobGnuBOCTI pE3EPBHOIO
KOITIIOBAHHSA Ta BIAHOBIEHHS MaHUX
A3.33. MexagizMu KOBTPOIIO ZOCTYITY
70 XOCTIB/MEPEK (CIUCKH KOHTPOJIIO
JIOCTYIY, COUCKYA NOBHOBAYXEHb )
A3.34. Teopis, koHuenmii i MeToqH
aAMiHICTPYBaHHS cepBepiB i
NPOEKTYBAHHS CHCTEM

A3.35. Onepaniitsi cuCTEMH cepBepa Ta
KJIi€HTa

A3.36. [Tinxia mignpreMcTBa/
oprauizaitii 40 NPAHHATTS PU3HKIB
Ta/ab0 YIIpaBIiHHES PH3UKAMU

A3.37. Ilporpamu, pofoui pomni ta
BIANOBiAATBHICTS IPY YIpaBIiHH1
iHuMIeHTaMy B opragizanii

A3.38. TTorouni Ta MOBipHIi 3arpo3u/
BEKTOPM 3arpos

A3.39. Cnocobu BIpOBAIKEHHA CUCTEM
OCNOHYBAaHHA KIIFOYiB 3 METOIO

A3.Y1. Bukopucroysaru odiuiitai
JIOKYMEHTH Ta crieundiyHi JOKYMEHTH
niAnpHeEMCTBa/Oprasizauii ans
YIPEBIiHHA IXHIMU CUCTEMAMH
O0UUCITIOBATBHOTO CEPEROBUINA

A3.Y2. Hanasatu cUCTeMHI BUXI/IHI faHi
Ut GOpMYBaHHs BUMOT KiGepOe3nexH,
K1 IOBMHEI OyTH BKIIFOYEH] B Orepaniiisi
IHCTpYKLIT Ta BiANOBIIHI JOKYMEHTH, IO
CTOCYIOTBCS CHCTEMH ITOCTAYAHHS
A3.Y3. BHKOPHCTOBYBATH TPUCTPOT
BipTyaabHUX npuBatHux Mepex (VPN) i
U pyBaHHsa

A3.Y4. BuxkopuctoBysary mudpyBaHHs
1HQPaCTPYKTYPH BIAKPHTUX KITIOYiB
(PKI) Ta MmoxuBocTe# 11 poBoro
DIANUCY B IporpaMHUX Hoaatkax (e
nowTa S/MIME, SSL-tpadik)
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3abe3neyen s JIOKaNbHOTO MHApPYBaHHs
JaHuX

A4. 3naTHICTD
3abesneyyBaTn
ycnilse
BIIPOBAJKCHHS TA
bYHKIIOHATBHICT
BUMOT Oe3leKu Ta
BIAMOBIAHUX MOMITUK 1
nponenyp IKT, sxi
Y3TOIDKEH! 3 LTSAMY Ta
Mici€elo nianpueMcTaa/
oprasizamii

A4.31. Metoaonoris i ciocoGu
BHSIBJICHHS BTOPTHEHD 10 XOCTIB 1 Mepexi
AA4.32. ApxiTeKTypHi KOHUENLIT Ta
3araneHi npuHmung IKT

A4.33. Bumoru B Meax 3araipHux

(PUHLIMTIB yripaBmiHas pusdkaMu (RMF)

A4.34. 3arposu Ta Bpa3THBOCTI Oe3ieKn
CHCTEM 1 IPUKIATHOTO OPOTPaMHOTO
3ale3neveHHs (nepenorHeHns Oydepa,
MOOLTBHMI KO, MIDKCaHTOBI cueHapii,
NpPOoUEaypHa MOBa/MOBA CTPYKTYPOBaHKX
sanutiB [PL/SQL] Ta in’exunii, neperonn
¢poHTiB (race conditions), npuxoBaHuii
XaHaJl, II0BTOp, aTakM Ha IIOBCPHEHHS
(replay attacks), mxigmHBUiA KOI)
A4.35. Knacudikanis MepexxeBux artax,
HasBHUHM 3B’ 30K MIXX MEpEKEBHMU
aTaKkaMH 1 3arpO3aMHU Ta BPa3TUBOCTIMU
A4.36. BuxopHucTORYBaHY Ha
MiATIPUEMCTBI/B Oprafizauil mporpamy
knacudikanii iHpopmarii i npoueayp
PO3KPUTTA

A4.Y1. [Tepekonatucd, 1o Aii 3
MIOKpalIeHHs 0e3MeKH HATECKHUEM YHHOM
OIiHIOIOTE, 3aTBEPKYIOTH T
BIPOBAIKYIOTh ¥ pa3i HeoOX1HocTI
A4.Y2, TlepexonaThcs, Mo NEPEBIPKH,
TeCTH Ta Meperiian y cdepi
Kibepbesneku y3romKyThCs 3
MEpPeXEeBUM CePeIOBULIEM

A4.Y3. IlepexoHatucs, (110 BUMOTH 3
KibepOe3neku iHTerpoBaHi y miaHyBaHHs
Oe3nepepBHOro GyHKIIOHYBaHHS
cucreMHu Ta/abo
niaupueMcTBa/oprapizanii

A4.Y4. Ilepekonarucs, mo MOXKJIHBOCTI
3aXUCTY Ta BUSBICHHS HaOyTi 32
JOTIOMOT 010 iHXeHepHoro miaxoay 1C,
Y3TOKYIOTECS 3 apXITEKTYPOIO
Kibepbesneku Ha piBHL

i JIPHEMCTRa/Opranizaiii

A4.YS. Po3poOnsati momiTHKY, SKi
BiR0OpaxaloTh Uil CHCTEMM Oe3ltexu
A4.Y6. 3acTOCOBYBAaTH METOIMKH
BUSB/IEHHS BTOPTHEHB 3 GOKY X0CTa T4
MEpPEX! 32 JOMOMOTOK TEXHOIOTIH
BUSBIICHHS BTOPTHEHD
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AS. 3narHicTs
BH3HAYATH HACTIAKHA
3aCTOCYBaHHA HOBUX
TEeXHONOri# abo
OHOBJIEHB Y IporpaMax
3axucty IKT

AS5.31. Hogi/gki uankaroote IKT Ta
TeXHOJIOTI KiGepbe3nexu

AS.32. Koruenuii apxitexktypu 0e3nexu
Mepexki, BKITFOYHO 3 TOMONOTIEH0,
IPOTOKONAMH, KOMIIOHEHTaMH Ta
NpHHIUNAaMH (TPUAKIagHa CUcTEMa
€MIESOHOBAHOTO 3aXHUCTY)

AS.33. IIpunuunu, Mozieni, iHCTpYMeHTH
Ta METOAH YIIPABHHHA MEPEKEBHMHU
cucTeMaMu (HaCKpI3HUHM MOHITOPUHT
IPONYKTUBHOCTI CUCTEM)

AS.34. Konuenuii apxitekrypd Oe3nexd i
CTAIOHHUX MOJIENeH apxiTekTypH
nianpuemctsa (Zachman, Federal
Enterprise Architecture [FEA])

AS.Y1, T'oryBarH, po3noBCIOKYBaTH Ta
MITPUEMYBATH IUIAHH, IHCTPYKIIII,
HACTAHOBH Ta CTaHJapTHI GYHKIIOHATBHI
IPOUEIYPH CTOCOBHO Ge3neKu
($YHKUIOHYBAHHS MEPEKEBHX CHCTEM (~H)
AS.¥Y2. bparu yyacts y upouecax
po3pobients abo Moarpikanil MIaHIB 1
BHMOT [porpaM KibepOeanexu

KOMII IOTEPHOTI0 CEPEIOBHIIIA

AS.Y3. BugBnaT CHCTEMH KPHTHIHOI
iH¢ppactpykrypu 3 IKT, gxi Gynn
cripoekToBati 0e3 ypaxyBaHHS Oe3mexu
CUCTEMH

AS.Y4, [aTepuperyBatu Ta/abo
3aTBEP/KYBAaTH BUMOIH 110 Oe3neku
CIIPOMOXKHOCTEH HOBUX 1HpOpMALIHHUX
TEXHOJIOT1H

A6. 3natHicTh
BH3HAYATH IPOOIEMHU
Oesneku y nporreci
cTabutsHO1 poboTH Ta
YIIPaBIiHHS
IpOrpaMHUM
3a0e3neveHHsIM Ta
BXMBATH 3aX0/IiB
Oe3neku, Konu
KHUTTEBHH LUK
IPOAYKTY 3aKIHUYETHCA

A6.31. 3acobu TecTyBadus Gesneku
METOJIOM «JOPHOTO SIIKKa» B IIPOIECi
3abe3neyeHHs AKOCTI PI3RUX Bepciil
nporpamHoro 3abe3nevyerns (pati — [13)
A6.32. [lpununmu kibepbesneky Ta
koHbigeHuitHOCTI NpH hopMyBauHi
OpraHi3allifHUX BUMOT (AKi CTOCYIOThCH
xoH(I IeHIIHHOCTI, LITICHOCTI,
JOCTYIHOCTI, aBTeHTHGIKAIIT |
HECTTPOCTOBHOCTI)

A6.Y1. IIpoBoauryu npouenypu
TECTYBaHHS | IEPEBIPKU aBTEHTHYHOCTI
I13

A6.Y2. BusHauars i JOKyMEHTYBaTH
NIpOrpaMBi KOPUTYBaHHS abo Bepcii
NPOTpaMy, SIK1 3/ MIIAIOTE BPa3BOCTI
A6.¥Y3. 3nificHioBaTH NpobHI 3amycKH
nporpam 1 npuxiagaoro [13

A6.Y4. BusBnaTy cuCTeMHU KPHTHUHOL
iadpactpyktypu 3 IKT, axi Oynmu
CIIPOEKTOBaH] Oe3 ypaxyBaHHs Oe3lekn
CHCTEMH

b. 3abe3neyenss
¢inancoso-
MaTepianbsHoi,
IHCTHTYUIOHAILHOI,

HopmatusHi
YCTAHOBY1 AKTH
HIANPHEMCTRA
(opranizanii);

Bb1. 3narnicTs
3abe3neyyBaTu
dinancopo-
MaTepianbHy

b1.31. [Ipuknazsi O6i3Hec npoiecH Ta
¢byHKnii B opranizanii-3aMoBHAKa
b1.32. [Mpunnumy Ge3nepepBrocTi

6i3HeCy Ta onepauiiHuX IUIaHIB

B1.Y1. lloBigoMasaty BapTiCTh Oe3rexu
IKT 3auixapneHUM CTOpOHaM oprasizatii
Ha BCIX piBHAX
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METONONOrIYHOT Ta
IHIIOT MATPUMKH
oesmexu IKT

CTPYKTYypa

T AIPUEMCTBA
(opranizatii);
TIOJIOKEHHS TIPO
CTPYKTYpHi

T APO3ILTTH
TANPUEMCTBA
(opranizamif);
HOPMATHBHI aKTH
poboToasns 3
oprauizamii,
KOOpAMHAT]
HISIBHOCTI Ta
B3a€EMO/II]
CTPYKTYPHHX
M1PO3RLLIB

M ADPHEMCTRA
(opranizanii);
HOPSIOK 1 TUIIOB1
BHUMOTH 10
NIPOBEICHHS
JiTOBHX
(xoMepuifiHuX)
IIEPEMOBHH;
TOPSIOK
po3polneHHs Ta
BHKOHAHHS
AOTOBIPHUX podiT
IUTSL 30BHIUIHIX
NapTHEpIB;
binancora
HOKYMEHTAITis,
JOKYMEHTAIls 3

HiATPUMKY Ge3iexu
IKT Ha ninnpuemcTsi/B
opragizamii

Bi/IHOBJICHHS GE3IepPePBHOCTI MicHs
Karactpod

b1.33. Meroauka ynpaBiiHHI pU3HKaAMH
B na”uoxKy rnoctayands (NIST SP 800-
161)

b1.34. BuMmory 1o 3aKymiBii KpUTHIHHEX
inbopManifHIX TeXHOIOriH

B1.¥2. IIporno3yeaTu moTouHi noTpedu
nocmyr i 3abe3neuyBaTi meperism
NPHUITYIIEHb MoA0 Oe3neku 3a
HEeOoOXiAHOCTI

b1.¥ 3. KonrpomnroBaru, mob yei nii 3
npuadaHHs, HOCTaYanHs, 3aKyIIiBII T4
ayTCOPCHHTY BifITIOBIAIA BUMOTaM
Kibepbesneku, sKi BIAMOBIAAOTS LiIAM
NIANPHAEMCTBA/Opramizanii

b1.Y4, bpartu y4acTs, 3a HeobXinHOCT, ¥
npoteci 3aKymiBii, AOTPAMYIOYUCEH
BiIOBIAHUX NPAKTHK YIIPABIiHHA
PU3UKIB B NTAHIFOXKKY IOCTAYaHHS
B1.¥S. OninroBatu edheKTHBHICTE
GyHKUII 3aKyIliBeNb 3 TOYKH 30Dy
3a/I0BOJICHHSI BUMOT iHQopMariiHol
Oe3neKu 1 pU3UKIB Y IAHIIIOXKKY
IIOCTa49aHHsl Yepe3 3aKyMiBeNbHY
JISUTBHICTD Ta PEKOMEHTyBaTH
BIOCKOHAJICHHS

b1.Y6. KepyBatu Ta KOHTPOJFOBATH
OromxeT iHpopManiiBoi Ge3neky Ta
yKJIaJaHHS KOHTPaKTiB

b1.Y7. Ouinroat HaIHHICTE
nocrayaibHika Ta/abo IpoaykTy
b1.¥8. Brposamxyeatu BUMOTH 10
3axucTy IHPOPMAL] ¥ mpolecu
3aKyIiBelb, BUKOPUCTOBYIOYH 3aCTOCOBHI
0a30B1 KOHTpOJIi Oe3MneKn y IKOCTI
OJHOIO i3 JPKEpET BUMOT Oe3NeKH Ta
3a0e3nevyroun HaaifHui npouec
KOHTpOJIO s1KocTi 113, a Takox
BCTAHOBJIIOIOUM Pi3Hi PKepesa
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MarepianpHo-
TEXHIYHOTO
3abe3neyenHs,
BIJIFIOBIJIHE
porpamupe
3a0e3ne4yeHHs

(MapHIpyTH ZOCTABKH U KPATHIHHUX
€JIEMEHTIB CHCTEMHU )

b2. 3narnicte
3abe3nevyBaTu
METOIOIOTIUHY
DIATPUMKY Ge3iIeKH
IKT sa migmpuemcTsi/ B
oprasizarii

b2.31. ITpunnunu ta crnocobu
YIIPaBMiHHS pecypcaMu

b2.32. CranmapTy, MOMITUKH |
aBTOPH30BaHI MIXOAM IO IPOEKTYBAHHS
I13, npuiiHATI HA i ANPHEMCTRI/B
opranizanii (cTaHIapTH MiXKHAPOAHO1
oprarizamii 3i cragnaprusauii [ISOJ)
b52.33. lpunnung ta METO VKA
YIpPaBIIHHI NPOrpaMaMu Ta IPOCKTaMH
i3 3axucry indopmanii

b2.Y1. OpranizoByBaTu nybiikanixo
HACTAHOB i3 3aXUCTy KOMII FOTEPHOT
Mepexi (TCNOQ, koruenuii onepauii,
3BITY MEPEkKEBUX aHATITUKIB, NTSM,
MTO) ans 3auikaBneHux CTOPiH
O1IITPUEMCTBA

B52.¥2. Po3po6ista MeTORO0IOTiIO
Ki0epOe3reku miaAnpuEMCTRA Ta
YIIPaBIIiHHS PU3AKOM JIAHIIOKKA
NIOCTA4YaHHA AN PO3pOOKH
Oe3nepepBHOCTI ONEpaIiiHUX IIJTaHIB

b3. 3xarHicTs
3a0e3neuyBaTu
IHCTUTYL[{OHAJIBHY Ta
1HIIY DIATPUMKY
6e3neku [KT na
TAMTPUEMCTBI/B
oprasizamii

b3.31. [Ipunuunu ynpasaigas
KUTTEBUM LIMKIOM CUCTEMHY, BKIIFOYAIOYH
3abe3neycHHs 6e3MeKy Ta
eKcILTyarauifisol npuaarsocti 113

b3.32. ITpouecu iHTerpanii TeXHoaoriH

B3.Y1. PexoMenaysaTa po3noain
pecypciB, HeoOXITHUX A 6e3MeYHOTo
GyrKuioOHYBaRHA Ta HIATPAMKH BEMOT
oprasizauii 3 kidepbemexkn

b3.Y2. KepyBartu Ta y3romxyBaTu
MPIOPUTETH Ge3neKu iHpopmauiino-
KOMYHIKaLiHHHX TEXHONOT1# 31
cTparerielo 0e3neku

b3.Y3. 3a0e3neuyBary iHIIY MiITPUMKY
6esneui IKT wa nignpueMcTsi/s
oprasizaifii

B. MowuitopuHr Ta
OINHIOBAHHS
JISUIBHOCTI 3
TIHTaHb Oe3nexu
IKT

HopMmaTuBHi aKTH,
HOpPMaTHBHI
JOKYMEHTH,
IPOEKTHA
JOKYMEHTaIlid,
IPOTOKOJIH,

CTaHJapTH Ta

B1. 3xarricts Oparu
Y4acTh B OIIHIOBAKHI
pu3HKy 1HGopMaLiHHiH
Oesmeri mix yac
IPOBENIEHHS NIPOLICAYPH
OLUHKHY i aBTOpHU3aLil

B1.31. Kputepii abo nokasguku
IPOAYKTHBHOCTI T@ JOCTYNHOCTI CHCTEM
B1.32. CyyacHi raqy3eBi METOAY OLIHKH,
BIIPOBAIKCHHA Ta PO3MOBCIOKEHHA
IHCTPYMEHTIB i MPOLEAYP OLiHKH
6esnexu IKT, MOHITOPHHTY, BUABICHHSA
T4 YCYHEHHS HECTIPaBHOCTEH, AKI

B1.¥1. ITepexorarucs, mo icCHyIOThH
IiaHyM Jifl Ta eTanis abo mnaHd
BIIHOBJICHHS A1 YCYHEHHA
Bpa3IMBOCTEH, ki OyJi BUSBNEH: NiJ 9ac
OUIHKU PH3HKIB, ayAUTOPCHKUX Ta
{HCIIEKTOPCHKUX ITEPEBIPOK
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cepTudixaTh won0
MOHITOPHHIY Ta
OLIIHIOBAHHY
3ax0iB 3 6e3nexu,
30KpeMa
BIJUMOBIHOCTI
IPOrpaMHMAX Ta
anaparrux 3acodiB
TEXHIYHOTO 3aXHCTY
iH(opManii;
TEXHIKO-
TEXHOJIOTIYHE,
KOMIT FOTEPHE,
nporpamHe Ta iHuIe
3a0e3reUeHHS
MOHITOPHHTY Ta
OLIIHIOBaHH,
onepatiiHi Ta 1HoT
CUCTEMH;
iHTepIpeTOBaHi i
KOMITLIBOBAHI
KOMIU IOTePHI MOBY;
KOMIT IOTepHi
ANrOpUTMHU,

AT OPUTMH
mudpyBanHS;

0a3y JaHuX;

M iHCTpYMeHTH
OLL{HIOBaHHSI
6esmexn IKT

BUKOPHCTOBYXOTh KOHIEMI(T Ta
MOJXJIMBOCTI Ha OCHOBI CTaHIapTiB

B1.Y2. bpatu y4acTh B OLUHII pU3UKY
Oe3nexu indopmaii i 4ac npoBeaeHHs
MPOUELYPH OLIHKY Ta aBTOPH3aLlil

B2. 3aatHicTs KepyBaTn
MOHITOPHHIOM DKEPEN
TAHUX, IO CTOCYIOTHCS
3a0€3MeYCHHS 3aXKHCTY
1HdopMairii, 3 METOK
3abe3neyeH s
00i3HaHOCTI
miapueMcTBa/
oprarizauii mpo
CHTYyalilo

B2.31. Crapmapru 6e3neku
[IEPCOHANBHUX iAeHTU}IKANiIHHUX JaHuX
(PID)

B2.32. Cranmapru 6e3nexu Qauux y
cdepi mnarbxuux kapt (PCI)

B2.33. Cranpaptu Oe3nekd MeIUIHHX
nepconambHuX ganux (PHI)

B2.Y1. OninroBary Ta 3aTBepIKyBaTH
MpOrpaMM PO3BUTKY Ui 3abe3MedcHHs
HAJIEXXHOI0 BCTAHOBIIEHHS 6a30BUX
3aco0iB esmexu

B2.Y2. OuinioBatH BHTPATH-BUTOY,
€KOHOMIYHMH aHANI3 Ta aBali3 PU3KKIB ¥
IpOneci yXBaJieHHs! pillleHb

B2.Y3. KepyBaTn MOHITOPHHIOM JDKEpE
JAHUX, IO CTOCYIOThCS 3abe3reHeHHs
3axUCTy iH(popMAaLii, 3 METOIO
3abe3meyeHHs 0013HaHOCTI

i APUEMCTBA/OpraHi3aliil po CUTYaIlio

B3. 3natnicTh
MOHITOPHTH Ta
OLIiHIOBATH
eheKTHBHICTS 3ac00iB
Kibepbesnexu
TiAIpAEMCTBA/Opradiza
1 3 METOO
rapaHTOBAHOTO
HIOTREPAXKEHH S TOTO,
II0 BOHH 3a0€3MeuyIoTh
HeoOX1AHuM piBeHb
3aXUCTY

B3.31. llpusnuny, incTpyMenTy Ta
METOIUKHU TECTYBAHHS Ha IPOHUKHEHHS
B3.32. [lopsaox npoBeneHHS
MOHITOPUHTY e(PeKTUBHOCTI 3ac0biB
KibepOesneku mianpueMcTBa/oprasizainii
B3.33. [lopsnok nposenexHs
OLIHIOBaHHS ePeXTUBHOCTI 3ac06iB
xibepOesnekH mignpueMcTBa/opratizarii
B3.34. INopsgox miaTBepIKeHHS
CIPOMOXHOCTI 3ac00i1B KibepOe3nexu
3a0e3neuyBaTu HCOOXIAHUIM PIBEHE
3aXUCTY

B3.Y1. [TintpuMyBaTy HeoOXinHI 3aX0qH
10710 3a0e3TIeUeHHS BiANOBIAHOCTI
(nepexoHaTHcs, O BUKOHYIOTHCS
HaCTaHORBM MIOAO KOHQIrypauii cucremu
Oe3nexH, 31HCHIOETECSI MOBITOPHHT
BIITIOBIIHOCT!)

B3.Y2. Mositoputy edeKTUBHICTD
3aco0iB KifepOeamexu uimnpuemMcTsa/
oprasi3aii

B3.¥3. OuintoBaru edeKTUBHICTD
3aco0iB kifepOesnexu niAmpueMcTBa/
oprasuisauii

B3.Y4. IliaTBepKyBati CIIpOMOXHICTE
3acobiB xiGepbesnexn 3abe3neuyBaTut
HeoOXiHMH piBEHb 3aXUCTY
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I'. KosTposns/
Harjss 3a
MSUTBHICTIO 3
ITUTaHb Oe3MEKH
IKT

HopmartugHi akti,
HOPMAaTHBHi
JOKYMEHTH,
IIPOEKTHA
JIOKYMEHTaLis,
IPOTOKOITH,
CTAHJApTH T4
CepTUPIKATH L1010
KOHTPOJIO/HarNagy
32 JISUIBHICTIO 3
MUTaHb OE3MEKH
IKT;

TEXHIKO-
TEXHOJIOTIYHE,
KOMIT'IOTEPHE,
MpOorpaMHe Ta IHINe
3a0e3meyeHH ]
TISUMBHOCTI 3
BIATIOBI IHOT'O
KOHTPOJIIO;
onepalliini Ta inmi
CHCTEMM;
IHTEpIpPETOBaHi 1
KOMI1JIbOBaKi
KOMIT FOTEPHI MOBH;
KOMII'FOTepHi
AJITOPATMH,
AITOPUTMH

U pyBaHHA;

0a3u gaHux

I'l. 3xaTuicTe
BIJICJIIAKOBYBATH
PE3YALTATH ayAuTy Ta
pPO3pOONATH
pexoMeHaanii, oo
320€3MeYnTH BXKUTTA
BIIOBITHUX 3aX0iB
LIOA0 3MEHILEHHS
HEraTHBHMX HAC/IIKIB

I'1.31. 3aco0u KOHTpOITO, 110B’s13aH] 3
BUKOPUCTAHHAM, 00pOOKOK0,
30epiraHHIM Ta NepeJaHHsIM JaHHX
I'1.32. Pusuxu Ge3neku npukiIaaHux
nporpaM (Open Web Application
Security Project Top 10 list, CWE
(Common Weakness Enumeration), CVE
{(Common Vulnerabilities and
Exposures), a Takox kinacudikaropu
arak MITRE.)

I'1.33. [Topsinox po3poGienns 3ax0.is,
CIIPSAMOBAHYUX Ha BUKOHAHHS 3ayBaXKeHpb
Ta peKOMEHJali, BU3HaYeH!X 3a
pe3ynpTaTaMH ayauTy

¥'1.34. Iopsok XoHTpOIO 32
BHKOHAHHSM 3aX0J1B, CIPSIMOBAHUX HA
BAKOHAHHA 3ayBaXXeHb Ta PEKOMEHJaIliH,
BH3HAYCHHUX 33 Pe3YNBTATaMH AYAUTY

I'1.Y1. Ilocriiino nepesipatu

M1 ANPHEMCTBO/Oprafi3aliio Ha
BiATIOBIZHICTD ITOJMITHKAM/
HacTaHOBaM/TipoLeaypaM/ HOPMATHBHUM
aKTaM/3aKoHaM IUid 3a0e3neyeHHs
BiAMOBiAHOCTI

I'1.Y2. Po3poOisTi 32011, CIpIMOBaHi
Ha BUKOHaHHS 3ayBaXXeHb Ta
PEKOMEHNaNil, BH3HAYCHUX 32
pe3yIbTaTaMH ayauty

I'1.¥Y3. BigcniakoByBaTH BUKOHAHHA
3aXOJIiB, CIPSMOBAHUX Ha BHKOHAHHS
3ayBaXEHb T4 PEKOMEH AL,
BH3HAUCHUX 33 pe3y/bTaTaMy ayauTy

I'2. 3narnicTe
HarusaaTH 3a
3aXUCHWMH YH
KOPEKTYBATLHUMU
3aX04aMHU TpH
BUSBJICHHI
KibepiHuIeHTy abo
BPa3/IMBOCTI

I'2.31. Tlopsizok Barsay 3a 3aXMCHAMH
Yy KOPHTYBAIBHYMH 3aX0aMH 1pU
BUSIBJIEHH] KibepiHmuaeHTy aGo
Bpa3JIHBOCTI

I'2.32. Metonoioris BUAB/IEHHS
BTOPIHEHB I CIIOCOOH BUSIBJICHHS
BTOPrHEHb O XOCTIB 1 MEpexi

I'2.33. ApxiTexTypHi KoHIENLii T2
3arayibHi NPUHLAUNH iHGOpMAIiiiHo-
KOMYHIKaIll{HIX TEXHONOT1H

I'2.34. Bumory B Mexxax 3araibuux
IPHHIMIIB YIIpaBNiHHs pranKkamu (RMF)
I'2.35. 3arposn Ta Bpa3uBOCTI Oe3lexu
CHCTEM 1 MPUKIAATHOTO IIPOIPAMHOTO
3a0e3nedeHHs (IepenoBHeHHs Oydepa,

I'2.Y1. Harnapaty 3a 3aXUCHUMM 4i
KOPHTYBANBHUMHM 3aX0aM¥ K
BHSBIICHHI KiOepiHIHAeHTY a0
Bpa3JINBOCTi

1'2.¥2. JlonoBigath HKeBiAKIATHO
KepIBHHUTBY PO CTaH Ta PH3UKH
IPOBE/ICHHS 3aXHUCHUX YH
KOPEKTYBAIbHUX 3aXO/IB IIpK BUSABICHH]
KiGepiHIMaeHTY a0 Bpa3NuBOCTI
I'2.Y3. bparu yyacts y po3pobrieHHi
BIZNMOBIHHX 3aXO0AIB Ta MPOdiNaKTHIHIX
pOBIT BiAMOBIAHOTO CIPAMYBAHHS
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MOGIIBHAH KoMI, MidKCalTOBI crienapii,
npouenypHa MOBa/MOB2 CTPYKTYPOBaHHX
sanuTis [PL/SQL] Ta in’ekuii, neperonn
¢poHTiB (race conditions), mpuxoBaHui
KaHan, NOBTOp, aTaKH Ha IOBEPHEHHS
(replay, return-oriented attacks),
WIKIITUBHE KO/I)

1"2.36. Knacuoikauis MepesxeBuX aTax,
HAsBHUH 3B’ 30K MDK MEPCIKEBHMU
aTaKaMH 1 3arpo3aMH Ta BPa3IHBOCTAMY
I'3.37. BuxopuctoByBany Ha
IAIPUEMCTBI/B OpraHisarli nporpamy
knacudikanii inpopmarii i mpoueayp
PO3KPUTTS

A. Koopaunanis ta
y4acTh B
yIpaRIiHHI
MSTIBHICTIO 13
3a0e3neueHHs
Oesnexu [KT

Hopmartusnui

YCTaHOBYI aKTH

i ITPHEMCTBRA
(opranizanii);
CTpyKTYypa

L ATIPHEMCTBA
(opramizarii);
IIOJIOXKEHHS TIPO
CTPYKTYpHI

i P03 AIIH

i ANPHEMCTBA
(opranizanii);
HOCaNOBI
iHCTPYKUil
KEPiBHUKIB Ta
¢axiBuis
CTPYKTYPHHUX
HiIPO3 TR

i AIPHEMCTRA/

1. 3raTHICTh
IMIACHIOBATH
KEPIBHHIITRO
IpOQLILHUMH
NpAaLiBHUKAMHE 3
6e3nexu IKT

A1.31. KepiBHunTBa (HACTaHOBHY,
1HCTPYKUil) iHMi HOPMATHBH] aKTH
poboToAaBLS 3 Oprarizalil, KoopaAuHail
HiSNBHOCTI Ta B3aEMOJIT CTPYKTYPHHX
IiAPO3ALNIB MiATPHEMCTBA/Oprafizanii
H1.32. [Tocamosi iHCTPYKLIT axiBIiB
CTPYKTYPHHX MiIPO3iNiB mianpueMcTsa/
oprasizanii, 10 GpyHKIii AKMX BXOAATH
nuTagHs Oesneku IKT

J1.33. OcHOBH ynpaBTiHHS IIEPCOHATIOM
Ji1.34. [Topsinok po3poGiienss ta
MiATHCAHHS TPYAOBHX JOrOBOPIB i
KOHTPAKTiB

J1.35. OcrOBH TPYIOBOTO
3aKOHOJABCTBA

A1.36. Iponenypy po3po0.icHHs
nporpaM Ta IpOBEICHHS TPEHIHT1B
[IEPCOHANyY 3 TUTaHb Oe3neKu

J1.¥1, 3a0e3neuyysaTy KEpiBHULTRO Ta
yIpaBiiHHs nepconanom y chepi IKT
MarepianaMu Ta iHCTPYMEBTapiaMH,
HEOOXiAHUMHU IS TOrO, wob 0013HAHICTE
B Kibepbesueuy, 6a30Bi 3HAHHS,
rPaMOTHICTE Td TPEHIHTH ONepaiiHoro
MepCcoHaly BifMOBiJaIH 1X
byHKIIOHATBHUM 0608’ A3KaM

J1.¥Y2. Harnsgatv 3a BUKOHAHHAM
IIPOTpaM TPEHIHIIB 3 iHPopMalliiHoT
6e3nexu Ta 06i3HAHOCTI

A1.Y3. KoBcynbTyBaTH BUille
KEpIBHUILITRO II0J10 PIBHS PUIUKY Ta
cTaHy Oesnexu

A1.Y4. KorcynbTyBaTH KepiBHHKIB
BHIIOI JIAHKH I[OJ0 aHAMi3y
BHTpPAT/BUrOJM IIPOTrpaM, NONITHK,
IIPOIIECIB, CHCTEM Ta CIIEMEHTIB
indopmaniitHol 6e3nexu
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oprasisarii, 10
byHKUiH KHX
BXOJATH MHTAHHS
3abe3rneueHHs
6e3nexu IKT, Ta
iHIIi HOpPMaTHBHI
aKkTy poboTomaBUS
3 Oprauizaitii,
KOOpAUHALIT
TUsIBHOCTI Ta
B3aEMOJIT
CTPYKTYPHHX
TiPO3ALTB
HIAIPUEMCTBA
(opranizanii);
HOPSIOK | THIIOBI
BUMOTH JI0
IIPOBEICHHS
JUTOBHX
(xoMmeprifHKUX)
NCPEMORBHH,
HOPAIOK
po3pobieHHs Ta
BHKOHAHHS
JIOTOBIpHHX poOiT
JUTA 30BHILIHIX
[IapTHEpPIB

iH(opManifHO-TeNEKOMY HIKAIIHHIX
TEXHOJIOTIH

A1.YS. KoncynpryBaTtu npodinbHUX
KEPIBHUKIB BUINOI JIaHKY 460
YIIOBHOBAXXECHUX MPENCTABHHUKIR II00
3MiH, Kl BILIMBAIOTE HA CTAH
KiGepOe3nexu Ha miimpHeEMCTBI/B
oprasizamii

J1.Y6. KepyBath, KOHTpOIIOBATH
NePCOHAN Ta YKJIAAATH 3 HAMH KOHTPAaKTH
HX1.Y7. Buznauatu poni ta 0608’ 13KH
IUIsL IPU3HAYEHOTO NIepCoHany Ge3rexu
KOMYHIKaIrii

2. 3naTHicTS
B3AEMOJIIATH 3
KEPIBHULITBOM,
TEXHONOTTYBHUMH Ta
IHIIUMH T IpO3aiaMH
D1ANPHEMCTBA/
oprasizanii CTOCOBHO
TEXHOJNOTIYHHIX MTUTaHb
BIINOBIIHOTO
CPSIMYBaHHS

J2.31. CrpykTypa nianpuemctsa/
opramizanii, pyHKIT CTPYKTYPHHAX
MiIPO3AINiB, PO3MOALT GYHKIIIH Mix
KepiBHUKAMH ITi JIPHEMCTBA/OpraHizartii,
iIIOPAIKOBAHICTE i ApO3aiiB

J2.32. [TonoxeHHS PO CTPYKTYPHi
TPO3ALNH MiANPHEMCTRA/Oprafizaiii,
10 3afisHi B CIIJIBHOMY BHKOHAHH1
TEXHOJIOTIUHMX Ta iHIIKX
(QYHKUIOHANBHUX 3aBAaHb

J2.33. HopmaTuBHI JOKyMeHTH

I JTIpUEMCTBa/OpraHizalii 3 MHTaHb
oprasizauii #oro JisNsHOCTI

J2.34. [Tizxoan mono po36ynosu
3arajIbHOI apXiTCKTypH 3aXHCTy
indopmanii mixnpreMcTEa/Oprasizamii
(EISA) 3 ypaxyBaHHAM BEMOT 3arajibHOL
cTparerii He3nekn oprasizanmii

J12.35. PernaMenT ynpasiidHs pH3NKaMu
K 3aco0y 3a0e3MeueHHA 3MEHIIIEHHS
PH3HKIB Oe3mekw, i BBEACHHS JAHUX

100 1HINHK TEXHIYHAX PU3NKIB

J2.Y1. Bparu ygacTs y KOpnopaTHBHOMY
TIIpOIEC] YIpaBIiHHA PH3HKaMH, 1100
3a6e311e4nTH 3MEHIICHHS PH3UKIB
Oe3nexy, BROOWTH JaHHI LIOJA0 IHIIUX
TEXHIYHHX PU3UKIB

A2.¥Y2. Haparatd TexHidny
JIOKYMEHTALO, 3BITH IIPO IHIHIEHTH,
PE3yIBTaTH KOMIT' IOTCPHUX [TEPEBIPOK,
BYCHOBKH Ta iHIIY iH($opMallio mpo
CUTYALII0 AJIA TOJIOBHMX Oprasizaniit
J2.Y3. CTRoproBaTH 3arainbHy
apxiTeKTypy 3axucty inpopmauii
nipnpuemcTa/opranizaiii (EISA) 3
ypaxyBaHHSIM BUMOI 3arajibHOI CTpaTerii
Oe3nmexu opramizarii

J2.Y4. Buznayary ansTepHATHBHI
crparerii 3axucty iHdopmanii s
JNOTPHUMAHHA LiTel oprasi3amifaol
Oe3nexn

JA2.YS. 35ax0uTH T2 YIpaRIATH
HEOOXiMHUMHU pecypcaMi, BKITIOYHO 3

HiITPUMKOIO KepiBHHULTBA, GiHAHCOBUME
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H2.36. OcHOBU MEHEHKMEHTY
H2.37. OcHOBU MapKeTHHIY

pecypcamMi Ta KIIFOYOBHM IIEPCOHANOM 3
OUTaHb O€3NEKH, I CIOPHUIHHS
JOCATHEHHIO LliTei Ta 3aBAaHb Ge3neKH
1H(OpMAIIHHO-KOMYHIKAIIHHYX
TEXHOJOTIH! 1 3HMKEHHS 3araIbHOIO
PH3HKY Oprasizaril

J2.Y6. 3uaxoauTtu HeoOXiHI pecypeH,
BK/TIOYHO 3 (hiHAHCOBUMH, IJIK
3a0e3nedeHHs Oe3nepepBHOCTI
byHKIIOHYBaHHS ONePAlIKHUX IPOTPaM
OUINPHEMCTBA/Opragizanil

J2.Y7. CrpusTd MiIBHIEHHIO
00i3HAHOCTI KepiBHHUITBA LIOJ0 CHTYALIii
Oesnexu Ta 3abe3neuyBaT HaJIEKHI
NpUHLUKIH fe3nexy B OaYeHHl Ta LiIgX
oprasizairii

A3. 3naTHICTD
B3aEMOIIATH i3
30BHIITHIMHU
NapTHEPaMH B MeXKax
BH3HAYEHHX
TOBHOBAXEHE

J3.31. OcHOBH KOMYHIKAUiHHOTO
MEHEDKMEHTY

13.32. OcuoBw OinoBoOi €THKU
J13.33. TTopa/10K 1 TUNIOBI BUMOTH 10
TIPOBEEHHS TIJIOBHX/KOMEPIiHHUX
IEpEMOBHH

A3.34. TTopsinok po3pobnennd ta
BHKOHAHHS ROTOBIpHMX POBIT 115
30BHILIHIX TAPTHEPIB

A3.Y1. B3aeMoniaTy 13 30BHIMIHIMH
oprasizauiaMu (Ciyx0ot 31 3B’K3KiB i3
I'POMaJICBKICTIO, TPaBOOXOPOHHUMH
opra"amu) st 3a0e3eueHHs HAlICKHOrO
Ta TOYHOI'O PO3IOBCIOJLKEHHS (akTiB mpo
IHIH/IEHTH Ta IHUIUX BiIOMOCTEH TIpo
3aXHMCT KOMIT IOTEPHOI MEPEXI

13.¥2. Cnienpauyiosary i3
3aIiKaBICHUMH CTOPOHAMU 3 METOIO
3abe3nedeHHn 6e3nepepBHOT MAIEHOCTI
Oprasi3aiil y Mexax IporpaMu, cTpareril
Ta BUKOHaHHA 3aBJaHb

A3.¥3. CynpoBoJuKyBaTH JOrOBipHI
poGOTH i3 30BHIUIHIMHU TIAPTHEPAMH
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7. AaHi 11010 po3pob/ieHRrs Ta 3aTBepAKeHHsI npodeciHHoro eranaapry
7.1. Po3po6HuKH NPOEKTY npodeciiHOro CTanaapry
HepxaBHa ciyx06a crHemiajbHOrO 3B’SI3KY Ta 3axXMCTy 1HGopMauii
Ykpainu.

Cxnan po6o4oi rpynu:

 JIncenwo FOais KocranTunisna, KepiBHUK po60o40i Ipyny, Ha4aILHUK
6 ynpasiiHHg  [lenmapraMeHTy JIepKABHOTO KOHTPOMIO  AjaMiHicTpauii
Jepxcnenss’ si3Ky;

byp6ena Oabra OunexcamapiBaa, wieH ['pomancekoi opraHizarii
"Acouianis cnemianicTiB Kibepbesneku";

v I'yOpieHko Poman I'puropoBuu, 3aCTYIIHUK  HadalibHHUKA
JlenapramMeHTy — HauanbHMK 3 yupaBiiHHA /[lemapraMmMeHTy nepKaBHOIO
KOHTPOMIO Y cepi 3axucTy idopmallii Aaminictpaitii Jepxcnenss’s3Ky;

€cin Biraniii IBanosuu, npodecop xadenpu Gesnexu indopMauitHux
CUCTeM 1 TexHoJloTiH XapKiBChKOrO HaI[lOHAIBHOIO YHiBepcuTeTy iM. B.
Kapasiua;

Inanuenxo C€Brewist BikTopiBHa, npodecop kadpeapu Oesnexn
iBpopmaniiinnx Texuonoriit HamionanbHOro apiaiifHoro yHiBepcuTeTy;

Konrwmok Cepriii MukonaidoBu4, 3aCTYIIHUK HauyaIbHUKA IHCTUTYTY
(3 HaykoBo{ po60TH) [HCTUTYTY CrIeLiaNnbHOTO 3B’ 3Ky Ta 3aXUCTy iHpopMaril
HanionaneHoro  TtexsiyHoro  yHiBepcutery  Ykpainu  «KuiBcbkuit
HOJITEXHIYHUH IHCTUTYT iMeHi Iropst Cikopchkoroy;

Jeonos Awmapiid OueroBuu, ronosa oprasizauii I'poManchka
oprasizaiist «[HCTUTYT CTaHZAPTIB T4 TEXHOJIOTI»;

Jinmiscbknii  Baaum  BosoauMupoBu4, TOJOBHMY — HAayKOBUM
criBpobiTHHK HaykoBo-gocniiHoi ycraHoBH «[HCTHTYT KibepOesmeku;

Makoseus Cepriii BasewtunoBuu, aupexrop 3 Ttexuosoriii TOB
«(HO®OPMEMIIIH CICTEMC CEK’IOPITI ITAPTHEPC»;

Macaennukosa Tersna AHAPITBHA, HAUAIBHHUK CEKTOPY cepThHdiKaii
BTy HAYKOBO-TEXHIYHOI excrepTusu JlepKaBHOTO HayKOBO-ZOCHIIHOTO
THCTUTYTY TEXHOJIOTIH KibepOe3nekn Ta 3aXUcTy iHpopMaIlii;

Ma3syp Harans Boaoxnmupisua, 3aBifytoua Bi/iIiIOM OpraHizalliiHo-
npasoBoi pobotu Ilpodcninku npaiiBHUKIB 3B 43Ky Y KpaiHy;

Hesapa Jlinia MuxaiijiBHa, KEpIBHUK HaBYAIBHO-METOJUYHOIO
meHTpy, TrojioBa mpogcuinkoBoi opradizauii I'pomazncekoi oprarizamii
«YKpaiHCbKa aKkazeMis K1bepbe3nexn»;

Maswoxk Asapiid BanepiioBu4, Bine-npesunedT I'pomazcbrol
oprasizanii « YkpaiHchka akaneMis Kibepbesmeki;

Ileguyenxo €preniii MukosailoBHy, KepIBHUK BTy BIPOBAJKEHHS
cucreMm Oesnexku TOB «IHTPACHUCTEMC»;

Ionmenn Banepiii AHaToiiioBHY, HaYajJbHUK BIQJUTy HAayKOBO-
TEeXHIYHOI ekcnepTusd JlepaBHOTO HAYKOBO - JIOCHIHOTO IHCTUTYTY
TexHOJoriil Kibepbesirexu Ta 3axXucTy iudopmanii;
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CamoxsaJyioB IOpiii flxoBHu, MeromucT TpeHiHrororo uenrpy TOB
«ICCII Tpeninr LienTp»;

CeBepino Ouexcanap BacmnboBH4Y, [oueHT Kadernpu Oe3nmexu
iHpopMarliiHuxX TexHoNoriii XapKiBCHKOr0 HALIOHANBHOTO YHIBEPCHUTETY
PalioeNeKTPOHIKH;

Cynpyn Oasra Mukoaaisaa, npodecop kxadenpu xibepOesnexku
HaykoBo-HaBYanbHOTO IHCTHTYTY iH(OpMaIiiiHoi Ge3nexu Ta cTpaTeTidHuX
koMyHikami# HamioHan,Hoi akagemii Ciry»x0Ou Ge3nieku  YKpainy,

Tontona Cepriii BacuaibosaY npodecop xadenpu kxibepbesnexku Ta
3axucTy iHdopmalii KHiBCEKOro HalioHaJIBHOTO yHiBepcurery iM. Tapaca
IlleBuenka;

YerpepikoB IBan Ouaexcanaposmny, noueHT Kadenpu kibepOezmexu
HayxoBo-HaBYaJIEHOTO IHCTHTYTY iH(poOpMaNiiiHol Oe3neKky Ta CTpaTeTidHUX
koMyHikauiii HauioransHoT akanemii Cityx0u 6e3nexu Yxpainy;

IOain Onexcanap KocrauTuHOBHY, y4eHHH cekperap [lepxaBHOro
HayKOBO-JOCIIJHOIO IHCTHTYTYy TEXHOJNOri KibepOesnmeku Ta 3axHCTY
iHdopmarii;

KOnin Onexciii  KOpiiioBuy, nepumiii 3acTYNHHK HadaJlbHUKa
JlepkaBHOro HAyKOBO-[OCHIJHOTO iHCTHTYTY TEXHOJOri# kibepbesnexku Ta
3axucTy iHdopMarlii.

7.2. Cy6’exT nepesipku npodecifiHoro crasaapry
HanionankHe areHTCTBO KBasTidikarii.

7.3. MaTa 3aTBepAxenHs npodeciiiHOro cTaHAAPTY

m@mf& 2022 poxy.
&

7.4. PexoMeHa0OBaHA [aTa HACTYNIHOIO neperasiay mnpodeciiinoro
cTauaapry

i@w&%&& 2027 poxy.

3acTynHHK I 0510BH JlepKCnenss’ 13Ky,

KepiBHUK KOMILTEKCHOI pobo10i rpynu

3 po3poOKuU npodeciiiHimX CTaHaapTiB

Gpuransuii renepain Onexcanzp I[TOTIA




