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Hakas Anminictpanii Jlepsxcnenss’sasky
25~ ceeony onega2022 poxy Ne 274

ITpodeciiinnii crangapr
«AHaJiTHK 3 6e3nexn indopmaniiiHo-Te/leKOMyHIKaliHAAX cHCTEM)

1. 3araasui BizomocTti mpodeciiinoro cranaapry

1.1. OcnoBrna MeTa npodgeciiinoi aigabHOCTI

30upanHd, oOOpoOJNeHHS, aHali3yBaHHA Ta TOIIMPEHHS pe3yJIbTaTiB
OLIiHIOBaHHA Kibep3arpos/curHaiiB nonepemxeHHd. JJocaimxenns, aHami3 Ta y4acTb
y pearyBaHHi Ha KiGepiHLIMOEHTH B KiOepmpocTopi.

1.2. Ha3Ba Buay eKOHOMIYHOT AiTbHOCTI, ceKkii, po3aiay, rpyns Ta Kiacy
€KOHOMiIYHOI fisabHOCTI Ta ixHiii kxox (3rizHo 3 HanioHaabHHM
kiaacudikaropom Ykpaina JAK 009:2010 «Knacudikauis BHIIiB eKOHOMiHOT
AIAABHOCTI»)

Cexnin Indopmanis Ta |Posmin | Tenexomynikauii |I'pyna HiseHICTE ¥ cdepi
J TeNeKoMyHikamii | 61 (emextpo3B’sa30k) | 61.1 NPOBOIOBOTO
€JIEKTPO3B’ A3KY
Knac JisnmewicTs y chepi
61.10 NIPOBOJOBOTO
€IIEKTPO3B'I3KY
I'pyna JHisteHicTh ¥ cdepi
61.2 6e31poBOIOBOTO
€JIEKTPO3B’ A3KY
Knac JisuBHICTE Y cdepi
61.20 6e31mpoBoA0BOTO
€JIEKTPO3B’ A3KY
Ipyna | [Hma qissisHicTS ¥ cepi
61.9 €JE€KTPO3B'I3KY
Kaac | Inma pisseHicTs y cdepi
61.90 €JICKTPO3B'A3KY
Posnin | Komm’iorepre |[pyma Komm’rotepne
62 nporpamyBaHHs, | 62.0 IporpaMyBaHHs,
KOHCYJIFTYBaHHSI T KOHCYJIFTYBaHHS Ta
[IOB’s3aHa 3 HUMH IIOB’A3aHa 3 HUIMHA
NiSTBHICTE IISULHICTD
Knac Komr’orepre
62.01 TIPOTrpaMyBaHHA
Knac KoHcynpTyBanns 3
62.02 | nurans iHQopMaTH3amii
Knac | JALUTBHICTE i3 KepyBaHHA
62.03 KOMIT IOTEPHHUM
YCTaTKyBaHHIM




Knac | [nma gisneHicTh y cdepi

62.09 iHpopMaIi THIX
TEXHOJIOTIM 1

KOMII FOTEPHUX CHCTEM

Po3zain Hananns I'pyna Ob6pobnenHs JaHAX,
63 impopmaniitnnx | 63.1 | posmimeHus iHpopMarii
HOCHYT IHa BeO~BYy3J1aX 1 OB’ a3aHa
3 HUMH JisUIGHICTE, BEO-
opTaNu
Kaac OO0po0iieHHs faH|,

63.11 | posmiuenHs iHpopmanii
Ha Be0O-By3Niax i HOB’sA3aHa
3 HUMH ABUIBHICTH

Kanac Be6-nopranu
63.12
Cexuisn [Ipogeciiina, [Po3min | Inma npodeciiina, {I'pyna [Hima npodeciiina,
M HAyKOBa Ta 74 HayKoBa Ta 74.9 HAyKOBAa Ta TEXHIYHA
TEXHIYHA TeXHIYHA JUSLIBHICTE, H.B.1.Y.
TISUIBHICTD MUSTTBHICTH Kiac Inta npogeciiina,
74.90 HAyKOBa T4 TEXHIYHA

i IUSUIBHICTD, H.B.1.Y.

1.3. Hazea Bmay npodeciiiHoi gisanHoeri Ta i xoa (3rinno 3
Haugionansnum kiaacudikaropom Ykpainn AK 003:2010 «Knacudikarop
npodgeciii»)

Poznin Kuaac Migxnac
2 213 2139
Ilpodecionanu | IIpodecionann B rasysi oGUHCICHD [Tpodecionany B 1RIIUX ranys3sx
(xoMIT woTepu3anii) obuuciens (KoMn’ oTepu3auii)

1.4. Hazsa npodecii (npoeciiinoi wazem poGoru) Ta Ti Koa (3rifHO 3
Hauionansuum kaacugikatopom Ykpainu [AK 003:2010 «Knacugixkarop
npodeciii»)

Amnanituk 3 6e3nexu iHopMaUitHO-TeNeKOMYHiKaliiHuX cucteM 2139.2.

1.5. Ilpodeciiina xkpamidikauis

AnaniTuk 3 Oe3nexu iHbOpMAIIHHO-TENIEKOMYHIKAIMHNX CHUCTEM (TPYIOBI
dyukuii A, b, B, I).

IlpoBiaanii ananiTak 3 6e3neku iHpopManifiHO-TeneKOMyHIKaliHHUX CUCTEM
(Tpyznosi ¢ysxkmii A, b, B, T, J1).

1.6. Micue npodeecii (mocagn, mnpodeciiinoi HazBd poboTH) B
opraHizaniiiHo-BnpoOGHHYiH CTPYKTYPi mianpueMcTBa (YCTAHOBH, Oprasizauii)

O6iitMae mocany aHamiTHKa 3 Oe3reku iHQOPMALiMHO-TeNeKOMYHIKaIiHHUX
CUCTEM, INPOBIAHOTO aHaniTHKa 3 Oe3neku 1HGoOpManiHHO-TeNeKOMYHIKAlIHHNX
CHCTEM.



3

Auanituk 3 6esnexu iHGopMauiiHO-TeNeKOMyHIKalifHUX CUCTEM, TIPOBIIHAN
aHANMITAK 3 Oe3mexu iHGOpManiiHo-TeleKOMyHIKaIllHHHX CHCTEM 0e3nocepeiHbo
MANOPSNKOBAHHN KEPIBHHKY NPOQLILHOrO CTIPYyKTypHOTO mMijpo3niny (abo
YIIOBHOBAKEHIN 0C00i) B CTPYKTYpHHX MiAPO3Aiiax MiANpHEMCTBA/OpraHizanmii,
OpOQUIBHHX CTPYKTYPHMX MiAPO3AUIaX IHANPUEMCTBA/OpraHizamii i3 3aXHUCTy
inpopmawii Ta KibepOesrekn, NPOPUIBHUX HAYKOBO-JOCIHIAHUX YCTAaHOBAX,
MiANpUEMCTBax/OpradizalisX, sKi peam3oBYIOTh abo 3acTOCOBYIOTH (yHKIIT
3axucty iH(popMmanii, 30mpaHHs, OOpoONeHHs, aHaNi3yBaHHA Ta IOIIMPEHHS
pe3ynbTaTiB OUiHIOBaHHS KiGep3arpos/cUrHalliB nonepeDKeHHs, AOCIIUKYIOTh Ta
aHaMi3ylO0Th KiOepiHUMACHTH, OepyTh y4acTh y pearyBaHHI Ha KiOCpiHIMICHTH B
KibepripocTopi.

Poboue micue po3rauiopano y npuMiuieHHi (kabineTi, xiMHaTi, abopaTopii,
IpUMILIEHH] O04YUCTIOBAJIEHOTO EHTPY) BIANOBIHOTO MiANPAEMCTBA/OpraHi3antii/
YCTaHOBH.

1.7. ¥YmoBHu npani

Tpupasicts po6ouoro gacy Ta 4yacy BIANOYHHKY — 3TiTHO 3 3aKOHOJ[AaBCTBOM,
rpagikaMu pobOTH Ta BIANOYMHKY, TIpaBHJIaMH BHYTPIIIHBOTO TPYIOBOTO
PO3NOPAIKY, KOJCKTHBHUM JJOTOBOPOM.

BinnmycTtky HagaroThCs BIAMOBIAHO 10O 3aKOHOJNABCTBA, YMOB KOJEKTHBHOI'O
JIOroBOpy, TpadikiB HaJaHHSA BINIYCTOK Ta 32 pe3yNbTaTaMH aTecTailil
BIJIITOBIAHOCTI poO0OYOTro Micild yMoBaM mpaiii.

1.8. lokymenT, mo miaATBepAKYWOTh mnpodeciiiny Ta ocBiTHIO
KkBaJidikaniro, ii BinHecenns no pisus HanionaabHoi pamku kpBasgidikamii
(HPK)

s kBanidikamin « AHaTiTHK 3 Oe3nexy iHhopMariiiHO-TeIeKOMYHIKaIiHHHUX
cuctem», «IIpoBinumit aHaniTHk 3 Oe3neku iHopMaliitHO-TeIEKOMYHIKaHi HHHX
CHUCTEM»:

JUTUIOM MaricTpa 3a OYAB-SIKO0 13 IIECTH CHeIialbHOCTEeH raiysi 3HaHb
12 «Indopmamiiini  Texsomorii» abo 3a cnemiambHOCTAMH 171 «EjekTpoHikay,
172 «TenekomyHikamii Ta pajioTexHika» ranysi 3Haub 17 «Enexkrponika Ta
TenexkomyHikamii» (7 piBesp HPK), a Takox CBiZonTBO MNpO TNPHUCBOEHHS
(mipBuiieHHs) — kBamidikamii  «AHamiTHK 3 Oe3nexu  iHdopmaniiHo-
TEJIeKOMYHIKaIiHHUX cucTeM» abo IHINH JOKYMEHT, 11O ITiITBEPKYE NMpodeciiny
KBanidikalliro «AHATITHK 3 6e31eku inbopManiiHO-TeNEKOMYHIKAIIHIX CHCTEMY,;

abo CBiAOLTBO MpO NPUCBOEHHS (MiABHINEHHS) KBalidikauil «[IpoBixauii
aBAMNITUK 3 Oe3rexu 1HGOPMALINHO-TEIEKOMYHIKAIMHUX CHCTeM» afo iHuImii
JOKYMEHT, IO MATBEPIXKYE mnpodeciiiny kpanidikauiro «[IpoBiaHUi aHANITHK 3
Oe3rexu iHpopMaLi THO-TENECKOMYHIKALIIHUX CUCTEM.

Ananituk 3 Oe3nexu iH(popManifHO-TeTeKOMYHIKaliHHUX cCHCTeM — 7 piBeHb
HPK.

[MpoBimuuii aHaiTUK 3 Oe3nexu {HGopMaIlifHO-TeNeKOMYHIKAiiHUX CUCTEM
— 7 piBens HPK.
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2. Hap4annu# Ta npodeciiauil po3BHTOK

2.1. IlepBunna nupodeciiina miroropka (Ha3sa kpajidikauii)

Hnst npodeciitnix kpamidikauil «Ananitik 3 Oesnexkn iH$opMaliiHO-
TeNeKOMYHIKalifHuX cucteM» 1 «{IpoBimHuit aHanmiTHK 3 Oe3neku iHGOpMaLidHO-
TEJIEKOMYHIKAIIHHUX CHCTEM» — NIArOTOBKA Ha JAPYroMmy (MaricrepchkoMy) piBHI
BHINOI OCBITH ranysi 3HaHb 12 «lHdopmauiiigl texyonorii». Crax poboru 3a
CIELIANIbHICTIO He MEHILE TPHOX POKIB.

2.2 IlinBmmennn kpaJjigikamii 6e3 NPHCBOCHHA HOBOTO PiBHA OCBITR

IigBuienns npodectiinol kpanigikanii « AHaITHK 3 De3neky iHpopMaIliiHo-
TENCKOMYHIKAIIMHUX CHCTeM» Jjis OTpUMaHHs fpodeciiivol xBanigikamii
«IIpoBigHUN aHATMITHK 3 Oe3neku iH(OpPMAIiHHO-TENEKOMYHIKAIHHIX CHCTEM).
Crax poboTu 3a cneLiaIbHICTIO He MEHIIE TPhOX POKIB.

3. HopmaruBHo-npagoBa 0a3a, 10 PperyJj€ BiAnoBiaHy npodeciiny
AISVIBHICTH

Kopgexe 3akoHiB npo npaifo YKpainu.

3axoH Ykpainu «[1po 3axucT npas CroXuBaviBy.

3axoH Yxpainu «l1po indopmarioy.

3axoH Yxpainu «I1po nepxaBHY TAEMHUIOY.

3axoH Ykpainu «llpo 3axucrt indopmanil B iHGopmariiHO-KOMYHIKaLIHHIX
cHUCTEMAX).

3axoH Ykpainu «IIpo 3aXUCT NepcoORaNbHUX JaHUX».

3akon Ykpainu «IIpo goctyn no nybnigHol iHpopManii»;

3akoH Ykpainu «Ilpo ocHOBHI 3acanu 3abe3nieycHHs Kibepbesnekn YKpaiHm».

3akoH Ykpainu «I1po eneKTpoHHI AOBIpHYl HOCTYTHY.

3axoH Yxpainu «lIpo HauloHansHy 6e3mexy YKpaiHm».

3akoH Ykpaiau «[1po ereKTpoHHI KOMYHIKAIIi».

3axoH Ykpainu «I1po nyOniuHi eeKTpOHHI peecTpm».

3axoH Ykpainu «lIIpo xputnuHy iHdpacTpykTypy».

IToctanoBa Kabinety Minictpis Yxpainu Big 29.03.2006 p. Ne 373 «IIpo
3arsepikeHHs [lpaBun 3abesmeuenHs 3axucty iHdopmaimii B iHMOpManiiHUX,
€JIEKTPOHHUX KOMYHIKaUuiiHUX Ta IH(QOpManifHO-KOMYHIKAII HHUX CHCTEMax.

ITocranosa Kabinery Minictpis Ykpainu Bix 16.11.2002 p. Ne 1772 «IIpo
3aTBep/pKeHHs ITopsaaky B3aemofii opraHiB BUKOHABYOI BIaad 3 MMUTaHb 3aXUCTY
NepKaBHUX 1HQOPMANIHHUX pecypciB B iHGOPMAILAHAX Ta TEIeKOMYHIKalliHuX
CHCTEMAX.

IToctanosa Kabinety MinicTpiB Ykpaiam Big 19.06.2019 p. Ne 518 «Ilpo
3aTBEpIDKEHHsl  3aralbHAX BUMOr 10 KiGep3axucry 00’€KTIB  KPUTHYHOL
1HPPACTPYKTYPH».

INocranosa Kabinery MinictpiB Ykpainy Big 23.12.2020 p. Ne 1295 «/lesiki
MUTaHHA 3abesnieuyeHHs (QYHKUIOHYBAaHHA CUCTEMHU BUSBJICHHSA BpPa3IUBOCTEH 1
pearyBaHHS Ha KiOepiHIUJAEHTH Ta Kibepatakuy.

IocranoBa KaGinety MinictpiB Ykpainu Big 09.10.2020 p. Ne 1109 «Jesxki
IIMTaHHS 00’ €KTIB KPUTHYHOI IHPPACTPYKTYPHY.
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IMocranosa Ka6inery MiHictpis Ykpainu Big 09.10.2020 p. Ne 943 «/Jlesxi
nUTaHHS 06’ €XTiB KpUTHYHOI iH(OopMallitiHOl IHPPaCTPYKTYPH».

TToctanosa KaGinery Minictpis Ykpaiuu Big 16.12.2020 p. Ne 1358 «/[lesxi
muTadps QyHKiionyBanas HanioHansHOT TelekoMyHiKaliifHOT Mepexi».

Ilocranosa KaGinery MiuicrpiB Ykpaiam Bix 08.02.2021 p. Ne 94 «IIpo
peanizanio eKCNepUMEeHTATBHOrO MPOEeKTY IoA0 PpysKiionyBaHHd HanioraneHOro
LEHTPY pe3epPBYBaHHS JePKaBHUX iHPOpMamifHUX PecypcCiB».

Haka3z Amminicrpanii Jlepxcnenss’ssky Big 02.12.2014 p. Ne 660 «IIpo
3arBeppKeHHA TlopsajAKy OLIHKM CTaHy 3aXMIIEHOCT Jiep KaBHUX iHpopMamiiHuX
pecypciB B iHOOpPMaLiHHUX, TeJNEeKOMYHIKaUiHHHX Ta  1HGOopMaIifHo-
TeJIEKOMYHIKal[iHHUX CHCTEeMax», 3apeecTpoBaHuii B MIHICTEpCTBI HOCTHUIL
VYkpainu 28.01.2015 p. 3a Ne 90/26535.

Haxa3 Anminicrpaumii [epxcnemss’szky Big 15.01.2016 p. Ne 20 «IIpo
3aTBepKEeHHsT llopsaky ckaHyBaHHS Ha INPEeAMET Bpa3iiMBOCTI AEPKAaBHHUX
iHpopMamiiHAX pecypciB, po3MileHWX B IHTepHETI», 3apeecTpOBaHU B
Minicrepersi roctuilii Ykpainu 05.02.2016 p. 3a Ne 196/28326.

Haka3z Anpminictpami Jlepxcnenss’s3ky Big 06.10.2021 p. Ne 601 «IIpo
3aTBepAKeHH MeToAnYHUX peKoMeHAallH o0 NABUIIEHHS PIBHS Kibep3axucTy
KPUTHYHOT iH(popMaLliitHol iIHDpacTpyKTYpH».

Haka3 [lep)xaBHOro xomiteTy YKpaiHu 0 HarJIsy 3a OXOPOHOIO Npalli Bif
21.12.1993 Ne 132 «ITpo IMopsamok ompamroBaHHs 1 3aTBepHKeHH poOOTOaaBLEM
HOPMATHWBHUX AaKTIB 3 OXOPOHM INpali, IO [JiIOTb Ha HiAIPAEMCTBI»,
3apeecTpoBaHui B MixicTepcTri toctuuii Ykpainm 07.02.1994 p. 3a Ne 20/229.

Haka3 KomiteTy nmo Hariisy 3a OXOpoHOIO mpani MinicrepcTBa mpani Ta
coujansHol nonmituku Ykpainu Big 09.01.1998 Ne 4 «Ilpo 3aTBepmkenHs [Ipapun
Oe3reqHol eKCIulyaranil eJeKTPOyCTAaHOBOK CIIOXHBAYiB», 3apeeCTPOBAaHHN B
Misicrepcrsi roctuiil Yxpainu 10.02.1998 p. 3a Ne 93/2533.

Hakas KomiteTy no mHarnsigy 3a oxoponoio mpaui MiHicrepcTBa npaui Ta
comiagpbHOi momiTukd Ykpaiud Big 29.01.1998 Ne 9 «IIpo 3aTBepKEHHS
ITonoxxenHss mpo po3poOKy IHCTPYKIIM 3 OXOpPOHM Mpalli», 3apeeCcTPOBAHHAH Yy
MimnictepcTsi roctunii Ykpainu 07.04.1998 p. 3a Ne 226/2666.

HopmaTuBHI JOKYMEHTH B Tally3i TeXHIYHOTO 3axucTy iHdopmartii (nami — HJL
T3I) o0 cTBOPEHHS KOMIIIEKCHUX CHCTEM 3aXUCTy iHGopMarii.

HepxasHi crangapru Ykpaidn (gani — JCTY) nios10 BOpoBagKeHHS CUCTEM
KepyBaHHA 1HpopMaLiiHo0 6e3neKoro.

["asty3eBi crangaptu B cdepi indopMariiitoi ta kibepbesnekH.

Cragpaptu HanioHanbsHOro itHCTUTYTY CTaBAApTIB i TexHoori#i (qani — NIST)
B cdepi iHpopManiifHoi Ta KibepOe3mekn.

IHII HOPMaTHUBHO-IIPAROBi, HOPMATHBHO-TEXHIUHI Ta HOPMATHBHI aKTH, SKi
perIaMeHTYIOTh ITHTaHHA Oe3nekd iHpopManii B iHGOpMaLiHHO-KOMYHIKALIHHIX
cucTeMax Ta xibepnpocropi.



4. 3arajbHl KOMIETEHTHOCTI

YMorHe . .
HO3HAYCHHSE 3arajpbHi KOMNIETeHTHOCTI
3K.01 3/1aTHICTE JiSTH COLIAMBHO BiANIOBLAAIBLHO Ta TPOMAACHKO CBIAOMO
3K.02 3/IaTHICThH 3aCTOCOBYBATH 3HAHHS y MIPAKTHUHUX CUTYAIliAX, PO3B’43yBaTH
3aBAaHHs/3a/1a4i Ta MPaKTHYHI IpobiaemMu y mpodeciiidiil aianpHoCTi
| 3K.03 31aTHICTH OLIHIOBATH Ta 3a0e3MeuUyBaTH IKICTh BAKOHYBaHAX poOiT
3K.04 3matHicTh 4O a0CTpakTHOrO MUCIEHHS, aHANII3Y Ta CHHTE3Y, BUMTHCS | OyTH
CY4aCHO HaBUECHUM
3K.05 3JaTHicTh O amanTauil Ta 1l y HOBi# cuTyamii
3K.06 3aarHICTb 10 BUOOPY cTpaTerii CHIKyBaHHs, NIPALIOBATH B KOMaH I
3K.07  [3marHicTh CIUIKYBAaTUCA PiIHOK MOBOIO K YCHO, TaK 1 IHCBEMOBO, CNIIKYBaTHCA

1HO3EMHOIO MOBOIO (TEPEBAXKHO AaHITHHCHKOX) Ha piBHi, 10 3a0e3neuye
eheKTUBHY Npodeciiiny NisTBHICTD

5. Ilepenix TtpyaoBux dyuxuiii (mpodeciiiHHX KOMOETEHTHOCTEH 32
TPYA0BOK Ai€i0 abo rpynow TpyaoBHX [ii, 10 HajgeXaTh A0 HHX), YMOBHI

HO3HAYCHHA
V- . YMmoBHE
YMoBHe . .. | Hpodeciiini koMneTeHTHOCTI (32 TPYAOBOIO
Tpyaosi dynxuii . ot nozHavye
H03HAYEHHS aic1o abo rpynow TpyaoBHX aii) -
A Opranizarntis 3IaTHICTh NepeBipsATH HAsBHICTh MiHIMATLHUX Al
aHaNi THYHOL BUMOT O€31eKM A0 BCOTO MPOrpaMHOro
JisuTbHOCTI 3 Oe3nexu (3abe3nedeHHs
1H(1)0PM3HU(1H0‘_ 31aTHICTH 3M1HCHIOBATH KOHTPOJIb 32 TUM, 00| A2
TEICKOMYHIKAUIMHAX  \yei oniepanii 3 6e3meKn Ta 00CIIyTOBYBAHHS
CHCTEM CHUCTEMHU (3aCTOCYBaHHs BUIIPABJICHb O€3M1EKH )

BiIMOB1JIANIA TEPMiHAM, BCTAHOBICHHM
OpraHoM YIpaBJiHHA A nependadyBaHoro

li)nepauiﬁﬁoro cepenoBuIna

3/1aTHICTD 3aCTOCOBYBATH 3aXOH OC3ITEKH TS A3
YCYHEHHS BpPa3JIHBOCTEH, 3/iHCHIOBaTH
KOHTPOJb 32 THUM, IO NPOAYKTH 3 TIATPHMKOIO
¢byHkuii kibepbesnexku abo KoMirencauiini
TEXHOJIOTT KOHTPONO Oe3MeKH 3HIKYIOTh
1IEHTH(PIKOBAHUH PU3NK A0 IPHHHATHOTO
PiBHs Ta PEKOMEHAYBATH 3MiHH OO Oe3nexu

37aTHICTB iIHTEIPYBATH aBTOMATH30BaHI A4
MOXUIABOCTI JII1 OHOBJICHHS a00 BHITpaBICHHS
CHCTEMHOTO [TPOrpaMHOTO 3a0e3MeYeH s Ta
PO3POOISATH IPOIECH 1 MPOLELYPH IS
PYYHOTO OHOBJICHHS Ta BUIIPABJICHHS
CHCTEMHOI'O POrpaMHOro 3abe3neYCHHS

3/aTHICTh KO BUBYEHHS TOIIOJOIT MEpexi Ls AS
YCBIZOMJIEHHS TIOTOKIB JIAHUX YEpe3 MEPEKY,
3a0e3nedyBaTy IHTErPALliIO Ta BIPOBAJDKEHHS
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MDKIOMEHHHX pillieHb y Oe311e9yHoMy
CEePEeIOBHIL

34aruicTs yCyBaTH/MIHIMI3yBaTH HEIOMIKH
Oesmnekn, BUABJIEH] IT1]1 Yac TECTYyBAHHSY
Oesnekn/ceprudikaii, inpopMysBaT
BIMOBI XAJIHUX NPALiBHAKIB
(BiONOBIAANBEHOTO KEepiBHEKA 200
YIIOBHOBAXXEHOTO NPEACTaBHHUKA) PO
nio3pii KibepisuuAeHTH Ta GopManizypaTy
iCTOPIIO MOil, CTATYC i NOTEHINHHUH BILTHB
JUTS TOAQTBIIAX Ji# BiANIOBIAHO O TUIAHY
pearyBaHHs Ha KiIOepiHLMACHTH OpraHizarii
(npuitHaTu abo 06poduTH PU3UK)

A6

3nardicTs 3a0e31euyBaTH BUKOHAHHS
aBapiiHOTO BiTHOBJICHHA Ta Oe3NePEePBHICTH
poOOTH, 30KpeMa po3podIsITH NPoLUEIypHU Ta
3OiHCHIOBATU TECTYBAHHA Nepeadi onepamin
CHCTCMU Ha aIHTCPHATHBHHNA cafiT Ha OCHOBI
BHUMOT JOCTYIHOCTI CHCTEMH

A7

3[aTHICTh BIPOBAIKYBATH 3ax0H Oe3neku
CHCTEMH BIATIOBIZHO {0 BCTABOBIEHUX
IIPOLIEyDP, BUSHAUEHHMX TAKTHK. TEXHIK IS
HaOOPIB BTOPTHEHB, /71 3a0e3NcUeHH
KoHINESHIIHHOCTI, WITICHOCT1, JOCTYITHOCTI,
ayTeHTH(}iKanii Ta HEBIAMOBHOCTI

A8

AHaui3 3ax0/iB 1
CHTYyalil 3 0€30eKO0I0
1HpOpMaIiTHO-
TeNeKOMYHRIKAIiHHUX
CHCTEM

3MaTHICTh XapaKTepU3yBaTH Ta aHAJII3YBaTH
MepexKeBUH Tpadik 1l BUABICHHS
aHOMaJBHOI AKTUBHOCTI (METanaHi),
IIKDTABUX 1M, TOTEHINHHAX 3arpo3
MEPEXEBHM pecypcaM, cnabKux MicHp,
METOMIB €KCIyaTallil, BILIMBY HA CHCTEMY Ta

b1

|1Hq)opMauito
3xaTHICTh BUKOHYBATH OrJIsiIH OC3MEeKH Ta
BUSBIATH NPOTAJIUHHU B apxiTeKTypi Oe3nexH,
IO € NPUBOAOM IS pO3pOONEHHA
peKOMEeHAali} MO0 BKIIFOUEHHS JI0 CTpATeTil
3MEHIUECHHS PH3UKY Ta po3poOJieHHs TIaHy
YIPaBIIiHHA pu3uKaMu Oe3nexu

b2

31aTHICTh aHATI3YBATH TEHICHIIIT
kibep3axucTy Ta 3BITYBAaTH PO OTPUMAHHA
MepeXEeBUX CIIOBILECHD 3 PI3HHUX JOKEPEN B
Oprasisailii, BKa3yrous MOXXJIUBI IpHYAHI
TaKuX NOBIIOMIICHb

b3
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3paTHiCTh 3abe3nedyBaTi CBOEYACHE
BUSIBJICHHSA, IIEHTH(IKAIIIO Ta MOREPEIKCHHS
NP0 MOXIABI aTaKW/BTOPTHEHHS, aHOMaIbHI
1011 Ta Jil 31 3NOBXUBAHHS Ta BiAPI3HATH T
IHIMIEHTH Ta NOJAIl BiJ IITATHOL JISUTLHOCTI,
IPOBOISAYM JOCIIDKEHHS, aHAII3YBaHHSA 1
KOPEISALIIO B IMHPOKOMY Alara30Hi BCIX
HabOpiB BUXIZHUX NaHMX (IT0Ka3aHHS Ta
IONEPEKEHHS )

b4

31aTHICTE MIEPEBIPITH TIOTIEPCHKCHHS CHCTEMH
BHSIBJICHHS. BTOPI'HEHB OO MEPEKEBOTO
Tpagiky 3a JOMOMOTOI0 IHCTPYMEHTIB
aHani3yBaHHS NAKETIB JIA NOKaJi3alil Ta
BUAQIEHHS WKIUIABOrO IPOrPaMHOTO
3abe3neqecHHs

b5

31aTHICTh BIAHOBJIIOBATH BTPAYEH] AaH1 YK
iH(opMaIlilo Mpo 3NTOBMUCHY aTaky ado Al Ha
OCHOBI iH(OpMAIIiT MO0 MEPEKEBOro Tpadiky

b6

31aTHICTh HA/IaBaTH JONOMOTY B CTBOPEHHI
CUTHATYD, K1 MOXCHA peaslizyBaTH B
MepeKEeBHX IHCTpYMeHTax Kidep3axucry y
BIJIIIOB1AL HA HOBi ab0 crOCTEpeXyBaHi
3arpo3H B MEpPEXKEBOMY CEPEIOBHUIII

b7

Amnam3
yrepemKyBansHux/
PO3BilyBaJIbHHX
3aX0MdiB 3 6e3neKu
iHpopMaLliiiHO-
TENEKOMYHIKaIli HHUX
CHCTEM

3maTHICTh 3aCTOCOBYBATH IPHHLHIIH CEPBICHO~
OpiEHTOBAHOT apXITEeKTypH Oe3nexH, 1wxod
BiZITIOBIJaTH BUMOTAM OpraHizaii 10
KoH(iNeHIIMHOCT], 1ITICHOCTI Ta JOCTYMHOCTI

3/1aTHICTH BIIPOBAIKYBATH KOHKPETHI
KOHTpP3axou 3 KibepaaxucTy (onepauii i
TEXHIYHOIrO 00CIYrOBYBaHHS CHCTEMHU) A
cucTeM 12/260 nporpam, X JOKYMEHTYBaHHSA
Ta OHOBJICHHS, Y pa3i notpebu

B1

B2

31aTHICTH TOKYMEHTYBATH T4 Nepe/iaBaTh
iHGOpMAaIIO TIPO THIUJEHTH, SIKI MOXYTh
CIOPHYHUHATH NOTOYHUH | HEralfHUi BIJIHB HA
HaBKOJIMUIHE CEPECIOBULIC; PEKOMEHIYBATH Ta
TUTARYBAaTH 3aX0H 3 YCYHEHHS Bpa3IMBOCTER
KOMIT FOTEPHOTO CEpeOBHINA 32 Pe3yIbTaTaMu
OIIIHIOBAHHSA HASBHUX 3aX0/1B Ta/abo
MOBEAIHKH CHCTEMHOTO CepeAoBULIA

B3

31aTHICTh BUKOHYBATH KOPENSILIIO MOALH,
BHKOPHUCTOBYIOUH iH(pOpMalilo, 310pany 3
PI3HHX JKEPEN Ha IANPUEMCTBL, o0 H0CATTH
YCBITOMJICHHSI CHTyalli Ta BU3HAYHTH
e(DEKTUBHICTH CIIOCTEPEKYBAHO! aTaK¥

B4

3/1aTHICTH IPOBOAMTH TECTYBAHHSA
k1b6epbesnexu po3pobieHux JoJaTKiB Ta/abo
CHCTEM, HANABATH BXiNHI AaH1 g
TEXBOJIOTYHUX MPOLECIB CUCTEMHU yTIPaBIIiHHS
PH3HKaMHU

BS
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3HaTHICTH MEePEBIPATH Ta OHOBIIOBATH
JOKyMEHTALIO 3 Oe3TeKy, siKa Biobpaxae
0COONUBOCTI NPOEKTYBAHHA DE3NEKH
NnporpaMu/CHCTEMHU

B6

3)1aTHICTH BU3HAYATH NIPOTPaMHeE
3a0e3reyeHHs Ta Olepaliiii cucTeMH
MEPEXKEBOrO IMPUCTPOIO HA OCHOBI MEPEKEBOr0
TpadiKy, BU3HAYATH BiZOOpaKCHHI MEpeXi Ta
it onepanifHol CUCTEMHU

B7

31aTHICTE BIACTEXXYBATH 30BHIIIHI JDKEpeEsia
JaHWX (CaiiTi MoCTaYaIbLHUAKIB MOCTYT
Kibep3axucTy, KOMaHAu pearyBaHHs Ha
KOMIT' FOTEpHI HaI3BUYAiHI noii, poxyc
Oe3neKn) it MATPUMAHHES aKTYabHOCTI
CTaHy CUCTEMH 3 ypaxXyBaHHSIM 3arpo3
Kibep3axucTy Ta BU3HAYATH, K1 IIpOoOIeME
0e3neKu MOXKYTh BIUTHHYTH HA OPraHi3aniro

B8

IIpoBenenHst
MOHITODHHTY Ta
OIIHIOBAHHA
JiTIBHOCTI 13
3a0e3neueHHs
Oe3nexu
indopmartiHo-
TENCKOMYHIKAIIHHAX
CHCTEM

3AaTHICTh PO3POOIATH KOHTEHT T8 3aco0iB
Kibep3axucry

I'l

31aTHICTE HafaBaTHU OACHHI 3BENEH 3BITH
NPO MEPEXeBi NoAll Ta JiIBHICTB, 110
CTOCYIOTECS TPAKTHYHHX 3aXO0diB
Ki0ep3axucTy

2

31aTHICTh BUKOPUCTOBYBATH iIHCTPYMEHTH
Kibep3axucTy U NOCTiHHOrO MOHITOPUHTY Ta
aHas1i3yBaHRA CUCTEMHOI aKTHBHOCTI /ISt
BHSIBJICHHS 3JTOBMHCHOI JTiSTBHOCTI

r3

31aTHICTE OUIHIOBATH €(PEKTHBHICTD 3aXO0A1B 3
[KOHTpOJIFO Oesmexn

34aTHICTh OLIHIOBATH BCl IPOLECH KEpPYBaHHS
KoHGirypamieo

4

I'5

31aTHICTE OUIHIOBATHA adeKBaTH1 3ac0o0H
KOHTPOJIIO IOCTYILY Ha OCHOBI IIPUHLIUIIIB
HaWMEHIIHX TPUBINEIB 1 HEOOXITHOCTI
OTpUMaHH$ BIANIOBIAHOT iHdopmarii

e

30aTHICTE OHIHIOBATH T2 KOHTPOJIOBATH
npollecH KibepOe3neky, noB’13aHi 3
BIPOBA/KEHHSAM CUCTEMHU Ta 1i TECTYBAHHAM

7

Koopaunanis
MIATBEHOCTI 13
3abe3neyeHHs
Oesrmexu
1H$OpMAaNitHO-
TEeNEeKOMYHIKAIlIRHHX
CHCTEM

3IaTHICTh KOOPAMHYBATH POOOTY 3
nepcoHasiom i3 3abe3neyenns kibepbesnexu
Bei€l oprafizauii JuIs epeBipku MEpesKeRUX
CIIOBIIICHB

It

31aTHICTh HA/laBaTH KePiBHUKAM PEKOMEHalil
o 10 kibepoesnexku

A2

3MaTHICTh HaJlaBaTu KepiBHUKAM peKOMeHaauii
1wono Kibepbesnexu Ha oCHOBI iHopmanii mpo
3HAYHI1 3arPO3H Ta BPas3IMBOCTI

A3

31aTHICTE IPALFOBATH i3 3aiHTEPECOBAHUMH
CTOPOHAMHU JUISl YCYHEHHS THIMACHTLB

4
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.

kibepbe3neku 1a 3a0e3neueHHS 3aXUCTy
BiIIOBIAHO JI0 BUMOT LIOJ0 YCYHEHHS
BPasNHUBOCTEH

31aTHICT, HaAABATH PEKOMEHAAI} 0 IUIaHIB
aBapiHHOIO BiTHOBJICHHS, HellepeA0a4eHHX
BHIIA/IKIB Ta 3a0e3r1eueHHs 6e3rnepepBHOCTL

_|onepanii

AS
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6. Onnc TpysoBux dyuxuiii (Tpynosi ¢pyHxuii; npeamern i 3aco6u npaui (06JaaHaHHs, YCTATKYBAHHS, MaTepiaJIn,
MPOAYKTH, IHCTPYMeHT; npodeciiini kommeTeHTHOCTI (32 TPYAOBOKO Aicio a6o rpynore TpyIoBHX Aiif), 3HAHHA, YMIHHA Ta

HABUYKH)
IIpeamerH i 3acobu o
pen podeciiini
npani (001axHaHHA, .
. KOMIETeHTHOCTI (32 .
Tpynosi dyHkuii yCTATKYBaHHS, . 3HaHHs YMinug 1a HABHUKH
. TPYIOBOIO Jici0 260
MarepiajH, HpoIYKTH, ..
. rpynox TPyAOBUX Aiii)
IHCTPYMEHTH)

A. Opranisanis
aHaMITHYHOT
JIATBHOCTI 3 Oe3nexn
indopmariizo-
TENEKOMYHIKalHHAX
CUCTEM

HopmatusHi axTy,
IPOTOKOJIH, CTAHIAPTH Ta
cepTudikaTu
BIAMOBIAHOIO
CIIPSIMYBAHHS,

KOMIT FOTEPHE, IPOrPaMHe
Ta TEXHIKO-TEXHOJIOTiUHe
3abe3neyeHHs; onepaniiyi
CHCTEMH;

IHTepnpeToBaHi i
KOMIIJIOBaHI

KOMIT IOTE€PHI MOBY;
KOMIT FOTEPHI aJI'OPHTMH,
AJITOPUTMH IIHPPYBAHHS,
0azu NaHHX;

¢izpuni Ta NoriumHi
MEpEXeBl IPUCTpOL Ta
iHppacTpyKTypa,
BKJIIOYHO 3
KOHIIEHTPATOpaMH,
KOMYTaTOpaMH,
MapILpyTH3aTOPaMH,

Al. 3paTHicTb NepeBipATH
HAaABHICTh MIHIMAJIBLHUX
BUMOT O€31eKH 10 BChOro
IPOTPaMHOro
3a0e3MeyeHHs.

A1.31. Koruennii KoMIT IOTEPHHX Mepex i
IPOTOKOMIB, & TAKOXK METOZONOTIT MEpexeBol
Oesnexu

A1.32. Konuennii apxitextypu MepexeBoi
6e3meKu, BKIYHO 3 TOMOJIOTIER0,
HPOTOKONAaMU, KOMIIOHEHTaMH Ta
IPHHLUIAMH (3aCTOCYBaHHA MNIHOHHHOTO
3aXHCTY)

A1.33. TTpuauuny kibepbeanekn Ta
IPUBATHOCTI/KOHM1 FeHIIHHOCT]

A1.34. Ilpuruuuu ta Metonu Gesnexu
1HpopMauiiiuux TexHonorii (gani — IT)
(Opasamayepu, aeMiniTapu30BaHdi 30HH,
mudpyBanHs)

A1.35. TlpuHupmu rmuOHHHOrO 3aXUCTY Ta
apXITEKTYpH MepesxeBoi Ge3neKu

A1.36. Npununnu, Moxeni, Meronu
YNPaBIiHHSA MEPEIKEBHMH CUCTEMAMY
(HacKpi3HUH MOHITOPHHT IIPOAYKTHBHOCTI
CHCTEM) Ta IHCTPYMEBTH

A1.37. [lpunnunu B3aeMomii MO HHH 3
KOMIT IOTEpOM

Al.Y1. Busnavatu, K
Ma€ OpalioBaTH CUCTEMA
Oe3neKy (BKIIIOUHO 3 il
CTIBKICTIO | HaiftHicTO) 1
BII/IUB 3MIH YMOB,
onepatii abo
cepeoBHIIa Ha 11
pe3ynbTaTH

AL1.Y2. BussasaTu
BTOprHeHHs Ha 0asi xocTa
Ta MEPEX1 32 JONOMOTOIO
TEXHOJIOTi! BUSABJICHHS
BTOPTHEHB (Snort)
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OpaHamayepamu,
6e31poTOBI TEXHOJIOTI] Ta
3aco0H 3B’SI3Ky
(CTINBHAKOBI,
CynyTHHKOBI, GSM-
CUCTEMH );

[P-ampecn,
MapHIpyTH3allis Ha OCHOBI
Oesxnacosux [P-aapec,
cucTeMa Hymepauil
TCP/UDP-noprig, Mozens
OSI i 6a30Bi Mepexesi
IPOTOKOJIH (TIPOTOKOJIH
TCP/IP), cucremu
YITPaBJIIHHSA KOHTEHTOM
Web-caiitiz (CMS),
SCADA cucremu, cnucku
KOHTPOMIO JOCTYILY,
CIIUCKH ITOBHOBA)XEHD,
oOmanHaHHS anapaTHOro
3a0€3NeUEHHS MEPEXK,
3acobu Oe3nexH Ha
XOCTaX, IPUKIIAAH1
nporpamH (Open Web
Application Security
Project Top 10 list)

A1.38. [Ipomecu yupasiiHHA PAIMKAMH
(METOH OLIIHIOBAHHS T 3MEHINEHHS PU3HKY)
A1.39. llpouecu BcTaHOBNIEHH ,
IHTETPYBAHHS, ONITHMI3alli] KOMIIOHEHTIB
CHCTEMHU

A1.310. KonxpeTHi onepauiiiHi BIIHBY 3a
HEJIOCTATHOCTI 3aX0/lB 3 Kibepbesmneku
A1.311. Kareropii kiGep3m0BMUACHHKIB (il 31
CLEHAPISMH, IHCAlICPCEKI 3arposy,
¢iHaHCOBaHI IHUIOI NEPKABOIO)

A1.312. Kibepzarposu Ta BpasIuBoCTi
A1.313. Oneparniitui cucreMu

Al.314. MeToay CHCTEMHOTO
aIMIHICTPYBAHHS, MEPEXEBUX Ta
onepaliHUX CUCTEM

A1.315. Moneni 6esnmexu (Mogens benna-
Jallapynu, Moaens uigicHocti biGu, Moiensn
uinicaocti Knapka-Bincona)

A1.316. Pi3Hi TMIU KOMIT TOTEpHMX
apXiTeKTyp

A1.317. 3aranpHi BEKTOpY aTak Ha
MEPEXEBOMY DiBHi

A1.318. oniTuku, nponenypu Ta rpasuia
kibep3axucty Ta iHpopMariiHol Ge3nexy
Al1.319. Crannapru 06e3neKH NepcoHaTbHUX
nauux (PII)

A1.320. Cranpapru Oe3nexd JaRux iHAYCTpil
iatbxaux kapTox (PCI)

Al1.321. Crannaptu 6e3neku naHUX
nepconanbHol MeanuHol iHdopmanii (PHI)
A1.322. 3akoHu, HOPMATHBHI aKTH, IOJITHKY
Ta €THKA, K1 CTOCYIOTECS KiGepOesiekn Ta
KOHOIAeHUIHHOCTI
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A1.323. 3axoun, crarytd (Yxasu [Ipesunenra,
KepiBHI IPUHIUITY BUKOHABYOI Bllamy 18/ab0
aIMIHICTPATUBHUX/ KPUMIHANLHAX PABOBUX
IHCTPYKIIiH Ta TIPOLERYP)

A1.324. 3axoHH, IPaBOBi MOBHOBAXKEHHS,
0o0OMeXXeHHs Ta paBmIIa, M0 CTOCYIOTHCS
IisTBHOCTI 3 KiGep3axucTy

A1.325. AnroputMu muHPpPyBaHHS TaHUX
A1.326. Kpunrorpadis Ta koHuemuii
YTIPABJIIHHS KpUNTOTpaQiTRAME KIIFOYaMH
A1.327. Komn’1otepHi MOBH, IO
IHTEPIPETYIOTHECS TA KOMITLTIONOTHCS

A1.328. Ipouecu ynpaBniHug Habopamu,
MOXJIMBOCTEH Ta OOMEXEHb

A1.329. Metozxosorii mradpyBaHHS JAHKX
A1.330. Pusuku 6e3nexu gogarkis (Open
Web Application Security Project Top 10 list)

A2, 3aatHicTh
3MIACHIOBATH KOHTPOJIb 3a
THM, 100 yci onepariii 3
|6e3nexu ta
00CIyroByBaHHs CHCTEMH
(3acTocyBaHHS BUIIPABIEHE
6e3nexu) BLAMOBIAATH
TepMiHaM, BCTAHOBJIICHUM
OpTaHOM YIPaBIiHHS IS
nepeadadyBaHOro
OIepaliiHoro cepemnoBHIIa

A1.312. Kibep3arposu Ta Bpa3nuBocCTi
A1.322. 3ak0HH, HOPMATHBHI aKTH, IO THKH
Ta €TUKA, 5KI CTOCYIOThCA KibepOes3neky Ta
KoHGiAeHMIIHHOCTI

A1.323. 3axonu, crarytd (Yrasu [Ipesunenta,
KEPIBHi NPHHIUIH BUKOHABYOI BIa/¥ 1a/a00
aIMiHICTPATHBHUX/KPHMIHATILHYX IPABOBUX
IHCTPYKIIHA Ta IPOLEenyp)

A2.31. Konnenmii B ynpaeniagi 6e31eKoro
(Release Management, Patch Management)
A2.32, Pe3ynbrari NOCTI/KCHHS BHYTPIIHIX
3arpo3, 3BiTHOCTI, IHCIPYMEHTIB JOCTi IXKEHHA
Ta 3aKOHIB/HOPM

A2.33. Hosi IT ta TexrOMOrI1 KiGepOe3neku

A2.Y1. Po3ni3HaBatu Ta
k1acu(hikyBaTy THIH
BPa3NUBOCTEH 1
TIOB’S13aHHX 3 HUMH aTaKk
A2.¥2, BUkopucToBYBaTH
METOJMKY 00pOOKH
IHIMACHTIB
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A2.34. CtpykTypH 3BITHOCTI MOCTAYANTBHUKA
Iocyr Kibep3axucTy Ta MPOLECiB y BIACHIH
oprasizanii

A3. 3aatnicTe
3aCTOCOBYBATH 3aXO0IH
Oe3neKku A1 YCYHEHHS
Bpa3IHBOCTEH,
3A1HCHIOBATH KOHTPOJIb 32
THM, [0 APOAYKTH 3
HIATPUMKOKO QYHKIIH
kibepBesnekn abo
KOMIICHCANIHHI TeXHOJIOT1]
KOHTPOIIO Oe3neKH
3HIXYIOTH
1AEeHTUDIKOBAHUN PUSHK
JI0 TIPMHHATHOTO PiBHSA Ta
PEKOMEHYBATH 3MiHH
11010 Oe3MeKu

A1.34. Ilpunuuny Ta Metoam Oesnexu IT
(6bpannmayepy, eMiTiTaph30BaHi 30HH,
mudpyBaHBs)

A1.37. [Tpuysumnu B3aemonil MIOAHHHM 3
KOMI' F0TE€POM

A1.38. [Tpouecy ynpasiiHHg pU3MKAMHU
(MeTonM OLIHIOBAHHS Ta 3MEHLIESHHS PU3HKY)
A1.312. Kibep3arposu Ta Bpa3mHBoOCTI
A1.318. Ilonituku, mpoueaypH Ta paBuiIa
Kibepsaxucry Ta indopmaniiinoi 6e3nexu
A2.31. Konnenuii B ynpagmisHi 6e3neK0r0
(Release Management, Patch Management)
A3.31, Cuacremu ynpapmiHHS 6a3aMy gaHuX
A3.32. 3arpos i Bpa3nuBoCTi Ge3nekn
CHCTEMH Ta JOMATKIB (TlepenoBHerus 6ydepa,
MOOUIEHHMHE KOJ, MIXKCAMTOBI CKPHUIITH, MOBA
IPOLEyp/CTPYKTYPOBAHA MOBA 3aMUTIB
[PL/SQL] Ta in'eknii, ymoBu npoTumii,
NPHXOBAHUHN KaHAI, IOBTOPCHHS, aTaKH,
OpPi€HTOBAHI Ha TOBEPHEHHS, IIIKi UTMBHI KO
A3.33. Hpouec po3pobku cucreM

A2.Y1. Po3mi3HaBaTti Ta
KIacH(piKyBaTH THITA
BpaznuBoCTeH i
[IOB’I3aHUX 3 HUMY aTak
A3.Y1. Bussaatu
BTOpTHEHHS Ha a3l XocTa
Ta Mepexi 3 ypaxyBaHHIM
MICIb PU3KKY 1X NOSBH

Ad. 31aTHICTE iHTETpYBATH
aBTOMAaTU30BaHI
MOXKJTMBOCTI IS
OHOBNEHHY abo
BUIIPABNEHHS CHCTEMHOTO
IIPOTPaAMHOT0
3a0e3neueHHd Ta
PO3pOOIATH mpoLECH 1

A1.34. [Tpunuwnu ta Meroau 6e3nexu IT
(OpanaMayepH, JEMUTITapU30BaH] 30HH,
WHPYBAHHS )

A1.31. Koruemiii KoM’ roTepHAX Mepex i
IIPOTOKOJIIB, 4 TAKOXK METOLOJIOTIT MEPEXKEBOT
Oe3nexu

A1.312. Ki6ep3arposu ta Bpa3nuBocTi
A1.313. Onepauittni cucremMu

A4.Y1. [IpoextyBaty,
3AIMCHIOBATH IHTErpalriio
anapaTHHX Ta
NPOrpamMHuX PillicHb
A4.Y2, Tlucaru Kop
MOBOIO IIPOTpaMyBaHHS,
IO MiATPUMYETHCS
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TIPOLEYPH VISt PYIHOrO
OHOBJIEHHS Ta
BUIIPAB/ICHHS CUCTEMHOI'O
IPOrpaMHOro
3a0e3neYEHHS

A1.330. Pusuxu 6esnexn nogarkis (Open
Web Application Security Project Top 10 list)
A2.33. Hogi IT ta TexHonorii kiGepbesmnexu
A4.31. [HCTpYMEHTH, METOH T IPHAOMHU
[IPOEKTYBAHHA CHCTEM De3nexu

A4.32. [Ipouecu po3poOKu cHcTeM

A4.33. Posmmpenns daitnis (.dll, .bat, .zip,

.pcap, .gzip)

AS, 31aTHICTS 10
BHBYEHHS TONONOTI]
MEDPEXI1 IS YCBITOMIICHHS
TIOTOKIB JAHUX 4Yepes
Mepexy, 3abe3neyyparu
iHTerpauiro Ta
BITPOBA/DKCHHS
MDKIOMEHHHX PilIeHb Y
fe3neyHoMy CepeIoBHINLI

A1.31. Koxuenuii KoMIT' 10TEpHAX Mepex i
TIPOTOKOJIIB, & TAKOX METOLOJIOrIT MepexeBol
Oe3nexn '

A1.32. Konuenmii apXiTeKTypH MepekeBoi
Ge3nexy, BKIIOYHO 3 TOIIOONIE0,
NPOTOKONAMHU, KOMIIOHEHTAMH Ta
HOPUHUHNIAMH (3aCTOCYBAHHS TTHOUHHOTO
3aXHCTY)

A1.34. Hlpurnunyg ta Metoau 6e3nexu IT
(bpanzamayepw, neMiniTapu3oBaHi 30HH,
mwndpyBanHH)

A1.35. IlpuHiynu rnuGHHEOTO 3aXUCTY Ta
apXITEKTypH MEPEKEBOI Be3mekn

A1.36. TIpuHIMIM, MOIE, METOAU
YTIPaBIIIHHA MEPEXKEBUMH CHCTEMAMHK
(HacKpi3HHI MOHITOPUHT HPORXYKTHBHOCTI
CHCTEM) Ta IHCTPYMEHTH

A1.314. Metoau cucTeMHOro
aXMIHICTPYBaHHS, MEPEXKEBHUX Ta
oleparifHuX CHCTEM

A1.317. 3aranbHi BEeKTOpH arak Ha
MEpEKEBOMY PiBHI

A4.31. [HcTpyMEHTH, METOAHU Ta NPHHOMH
IPOEKTYBAaHHSA CUCTEM Oe3neKu

A2.Y1. Po3nizHasatu Ta
KiacudiKyBaTH TN
BpasuBOCTeH 1
IIOB’A3aHUX 3 HUMH aTaK
AS.Y1. BukopuctoByBatu
aHaJli3aToOPH IPOTOKONIB
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AS5.31. TenexomyHiKalli#fHi KOHIENii (KaHa
3B 53Ky, HATIOBHEHHS CUCTEMHUX KaHAIB,
CIIEKTpajibHa EPEKTHBHICTD,
MYJIBTHILIEKCYBAHHS)

AS.32. be3snexa BipryaisHOI TPUBATHOL
Mepexi (VPN)

AS.33. Mepexesi IHCTpyMeHTH (ping,
traceroute, nslookup)

AS.34. Tunu mMepexesoro 3’s3ky (LAN,
WAN, MAN, WLAN, WWAN)

AS.35. [Toptu 1 ciy:x6u Windows/Unix
AS.36. Mogens OSI ta Ga3oBi Mepeskesi
nportoxoau (TCP/IP)

AS.37. MepesxeBi IpOTOKOJIH, TaKi K
TCP/IP, nnramivyba xoudirypauig xocta,
cucteMu foMeHHUX IMeH (DNS) 1 cnyx0u
KaTaJIoriB

A®b. 3narHicTh
yCyBaTH/MiHIMI3yBaTh
HENoJiKH Oe3eKH,
BHSIBJIEHI MIf 4ac
TECTYBaHHS
Oesnexn/ceprudikail,
1HpOpMyBaTH
BIITIOBLAANLHUX
TIpaIliBHUKIB
(BLADORIAANIEHOTO
KkepiBHHKa a0
YIOBHOB&XXEHOTO
HpPEICTaBHHKA) IO
mifo3pini KibepiHIUAeHTH
Ta (opMani3yBaTH iCTOPIIO

A1.38. TIponecu ynpariiHusg PA3NUKAMH
(METOM OLIHIOBAHHS Ta 3MCHIUICHHS PU3UKY)
A1.310. KoukpeTHi onepauiifti BIUTMBH 3a
HEJOCTaTHOCTI 3aX0A1B 3 Kibephesneku
A1.312. Kibep3arpozu Ta Bpa3MBOCTi
A1.317. 3aransHi BEKTOpY aTak Ha
MEpEXEBOMY PiBHI

A1.318,. IonitTuxuy, nponeaypu Ta npaguia
kibep3axucry Ta iHpopManiiHoi Ge3nexku
A2.31. Kounenuii B ynpaBisti 6e3mekoro
(Release Management, Patch Management)
A3.33. Mepexesi iHCTpyMeHTH (ping,
traceroute, nslookup)

A1.Y1. Busznauary, sk
Ma€ TMpaIffoBaTH CUCTEMA
Oe3mek (BKIIIOYHO 3 11
CTIMKICTIO 1 HAAIHHICTIO) |
BIIJINB 3MiHH YMOB,
olepalii abo
cepeIOBHLIA HA i
PE3YNBTaTH

A2.¥1. Po3mizHaBaTy Ta
KJIacH(iKyBaTH TUIA
Bpa3IUBOCTEH 1

IIOB’ S3aHUX 13 HUMH aTak
A2.Y2. BUKOPUCTOBYBATH
METOAUKY 00poOKHU
IHNHIEeHTIB
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1oAii, cTaryc i
NIOTCHIiFHUH BILTUB 118
ITOJANBIINX T
BiZAMOBITHO JI0 IUTaHy
pearyBaHHg Ha
KIOepIHIIEHTH
oprasizauii (nmpuiiuaTa abo
06pOOUTH PH3HK)

A6.31. Mexani3Mi KOHTPOJIIO AOCTYILY
xocra/Mepexi (CITUCOK KOHTPOIIO AOCTYILY,
CITUCKH TIPHBIiNEiB)

A6.32. TloniTky, BUMOTH Ta POLEAYPH
YIIpaB/iHHS pU3KKaMH iHGopMalifEuX
texuonorii (IT)

A6.33. Ilpanuumny, iHCTPYMEHTH Ta METOAU
TECTYBAHHS Ha IPOHUKHEHHS

A6.34, IncTpymenTH Kibep3axucTy Ta
OLIIHIOBAHHS BPa3IUBOCTEH, 1X MOKIHBOCTER
A6.35. [Ixxepena nomupenss indopmanii npo
BPa3MBOCTI (TONEpeIKEHHS, PEKOMEH ALIT,
IIOMHMJIKU Ta OIONETEH])

A6.36. Metogonorii pearypauns Ha
IBIIMAEHTH Ta 1X 06pobKH

A7. 3patnicThb
3a0e3MeuyBaTH BHKOHAHHS
aBapifHOTO BIIHOBIEHHS
Ta O6e3NepepBHICTE PoOOTH,
30KpeMa po3podnaTu
MpOIEenypH Ta
3MHCHIOBATH TECTYBAHHs
nepejayi onepaunii
CUCTEMH Ha
ATbTEPHATUBHUM CAWT Ha
OCHOBI BUMOT JOCTYITHOCTI
CHCTEMH

A1.31. Konuenuii xoMI’ roTEpHAX Mepesx i
IIPOTOKOITIB, & TAKOXX METOAOJIOTIT MepeKeBoi
Oesmnexkn

A1.34. [lpunnum ta metomu Oesnmexu IT
(6bpanamayepu, AeMUTITAPH30BAHI 30HH,
IUpPYBAHHS)

A1.37. Ilpuannny B3aeMoail JIIOAHHH 3

KOMII FOTEpOM

A1.310. KouxpetHi onepartiiini BImBy 3a
HEJIOCTaTHOCTI 3aX0/iB 3 KibepOesnexu
A1.313. OnepauiitHi cucreMu

A1.322. 3akoHH, HOPMATUBHI aKTH, TOJITHKH
Ta €TMKa, AKi CTOCYIOThCA Kibepbesnexu Ta
KOH(pimeHmiHOCT

A3.31. Cucremn ynpasnigusg 6azamu JaHUX
AS.31. Tenexomyrikanifiai KoHuenii (kanan
3B’S3KY, HAIIOBHEHHSA CUCTEMHMX KAHAIIB,

A7.Y1. Yuratu T2
BH3HAUaTH
NPHHAICKHICT
eNEKTPOHHUX MIIKCIB
AT7.¥Y2. Po3pobiiaTu Ta
po3ropratH

IHpPacTPYKTypy
eNeKTPOHHUX I IHCIB
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CIIEKTpajibHa €DeKTHBHICTD,
MYJIbTUILIEKCYBAHHS)

A6.31. MexanizMu KOHTPONEO ZOCTYIY
xocTa/Mepexi (CIIUCOK KOHTPOIIIO A0CTYIY,
CTIHCKH ITPHBIIEIR)

A7.31. MeTony TecTyBaHHS Ta OLIHIOBAHHS
Oe3neku cucTeM

A8. 3narHicTs
BIPOBAKYBATH 3aX0/IH
Oe31eKH CHCTEMM
BIANOBiOHO 10
BCT@HOBJICHUX IIPOLIEAYD,
BU3HAUEHUX TAKTHK,
TEXHIK /11 HabopiB
BTOPTHEHbD, IS
3a0e3reyeHHs
KOH$pIACHIINHOCTI,
HTICHOCT1, AOCTYITHOCTI,
ayrenTudixanuii ta
HEBI/IMOBHOCT]

Al.31. KoHuenuii KoM t0TEpHAX MEPEX i
IPOTOKOJLIB, @ TAKOXK METOI0J0ITT MepexkeBol
6e3mexu

Al.34, Ilpunnunu Ta Mmetoau Hesmexu [T
(6bpanaMayepu, IEMITITAPU30BAH] 30HH,
MUPPYBAHHA )

A1.35. [MpuHuMnM rIUOUHHOrO 3aXUCTy Ta
apxiTeKTYpH MepexeBol be3nexu

A1.37. Ilpunumnu B3aeMOLil TIOJHWHH 3
KOMIIT FOTEPOM

A1.310. Konkperti onepariiihi BILTHBY 3a
HeJOCTAaTHOCTI 3aX0/IiB 3 KibepOesneku
A1.311. Kateropii kibep3noBMHECHUKIB (il 3
creHapisMy, iHcaiiiepchki 3arposy,
(binaBCcOBaH! IHILOIO JAEPKABOIO)

A1.312. Kibep3arposu ta Bpa3iBOCTi
A1.318. Monituku, npoueaypu Ta Mpasuia
Kibep3axycTy Ta indopmaniinol Gesnexu
A1.322. 3ak0oHH, HOPMATHBHI aKTH, TOIITHKH
Ta €THKA, AKi CTOCYIOThCA KibepOesnexu ta
KOH}pIAEHITIFHOCTI

A2.31. Konuenuii B ynpasiiHui 6e3meKor0
(Release Management, Patch Management)

A2.¥Y1. Po3uiznaparu Ta
KnacupikyBaTyt THIH
BPa3IMBOCTEH 1
IIOB’A3aHUX 3 HUMM aTax
A7.¥2. Po3polisru Ta
PO3ropTarH
H(PacTpyKTYPy
ENEXTPOHHUX NiANHCIB
A8.V1. Busnauaru, K
Mae IIpaloBaTH CHCTEMa
Oe3MeKy B yMOBax
BIPOBA/DKCHHS 3aX0/1iB
0e3neKyn cUCTeMH
BIITIOBITHO JI0
BCTaHOBJIEHUX [IPONEIYD,
BU3HAYCHUX TAKTHK,
TEXHIK U1 HaGopiB
BTOPTHEHE
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A6.31. MexaRi3MHi KOBTPOJIIO A0CTYIY
XocTa/Mepesxi (CIUCOK KOHTPOIO AOCTYNY,
CTHCKU NPHBIIEIB)

A6.34. TncrpymenTH kibep3axucty Ta
OL(IHIOBAHHS BPA3IABOCTEM, 1X MOKIMBOCTEH
A8.31. Meronu aytenTudikauii, aBropusaii
Ta KOHTPOJIIO JOCTYITY

A8.32. Mexani3mu JIoCTyIy 10 MEpexi,
1aeHTHGbIKALi] Ta yIpaBtiHHS Z0CTYIIOM
(inppacTpykTypa Biakputux kmouis, Qauth,
OpenID, SAML, SPML)

A8.33. MeTtononorii i npHitoMd BUABIEHHA
BTOPTHEHDb /IS BUSBJICHHS BTOPTHEHb Ha 6asi
X0CTa Ta Mepexi

A8.34. Mepesxeri araku, 3B’ 130K MEPEKEBOT
aTakd i3 3arpo3aMy Ta BPa3JMBUMHU MICHSIMH
A8.35. Bexropn ataku Ha MepeXxeBoMy piBHi
A8.36. Erann xibeparax (po3Biaxa,
CKaHyBaHH#, BUOIP BEKTOPY IPOHUKHEHHS,
OTPHMaHHA JOCTYILy, ECKATAIlIs IPUBiEIB,
MiATPHMKA DOCTYIY, EKCIUTyaTamis Mepexi,
NPUXOBYBAHHS CJIIZIiB)

b. Anani3 3axois i
cuTyartiii 3 6e3neKor
indopMmaniiino-
TEIEKOMYHIKAITHUX
cHCTEM

HopMarupHi akTH,
IPOTOKONH, CTAHAAPTH Ta
ceptudikatu
BIATIOBITHOTO
CHpPSAMYBaHHS;

KOMIT I0TEpHe, TPOTrpaMHe
Ta TEXHIKO-TEXHOJIOTiYHe
3abe3neyeHHs; onepariiHi
CHCTEMH; IHTEPIIPETOBaHi

B1. 3naruicts
XapaKTepH3yBaTH Ta
aHaJTI3yBaTH MepeXeBHi
Tpadik )i BUSBIECHHS
aHOMAaJIBHOT aKTHBHOCTI
(MeTanani), MIKiUTUBHUX
[, TOTeHUIHHUX 3arpo3
MEPEKEBHM pecypcam,
CIadKMX MiCIb, METOAIR

Al.31. Kounennii KoM 10TepEHX MEPEX i
HPOTOKOJIB, & TAKOX METOMOJIOTI] MEpexKeBoi
Besnexu

A1.34. TTpuHuwny Ta MeToau Oesnexu IT
(6papnMayepH, neMiiTapu30BaHi 30HH,

i pyBaHHs)

A1.312. Ki6epzarposu Ta Bpa3isBoCTi
A1.313. Onepaniiisi cucteMu

A3.31. Cucremu ynpapimiHHg 6a3aMi JaHHX

A2.Y¥1. Po3nizHaBary Ta
KI1aCH(piKyBaTH THITH
Bpa3nuBoOCTEH i

OB’ A3aHMX 3 HUMH aTaKk
AS.Y1. BukopucroBysatu
aHaJi3aTOPH MPOTOKOJIIB
b1.Y1. Bussnsaru
BTOPrHEHHs Ha 0asi xocTa
Ta MEPEKi HA OCHOBI
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1 KOMIIJIbOBaH|

KOMII I0TEpPHI MOBH;
KOMIT IOTepHI aITOPUTMH,
ITOPATMY INH(PYBAHHS;
6a3n naHuX,

db13uyHi Ta noriumi
MEpPEXKEBI IIPUCTPOT Ta
iHGpacTpyKTypa,
BKJIFOUHO 3
KOHLEHTPATOpaMH,
KOMYTaTOpaMH,
MapIIpPyTH3aTOPaMH,
OpasaMayepamu,
0e3poToBl TeXHOJIOTIT Ta
3aco0u 3B’ 3Ky
(cTiNBHUKOBI,
cynyTHiKOBi, GSM-
CUCTEMH );

[P-anpecu,
MaplupyT¥3auis Ha OCHOBI
6esxnacosux [P-anpec,
cUcTeMa HyMepaltii
TCP/UDP-nopriB, Mozens
OSI 1 6a30Bi MepexeBi
IPOTOKONH (IPOTOKOIN
TCP/IP), cuctemu
YIPaBIiHHS KOBTEHTOM
Web-caiitiB (CMS),
SCADA cucremu, ciucku
KOHTPOJIKO NOCTYITY,
CIIUCKHU ITOBHOBAXEHD,
obnaHaHHA anapaTHOro

eKCIULyaTallii, BILTHBY Ha
CHCTEMY Ta IHPOPMAIIIIO

AS.33. Mepexesi iHcTpymMeHTH (ping,
traceroute, nslookup)

AS.34. Tunn mepexesoro 38°13ky (LAN,
WAN, MAN, WLAN, WWAN)

A8.33. Metonosorii i npuiioMu BUABJICHHS
BTOPrHEHb IS BUSBIECHHS BTOPrHEHE Ha 0asi
XOCTa Ta MEPEXKi

A8.35. Bextopu aTakH Ha MEPEKEBOMY piBHI
Bb1.32. MeToau aHanizyBaHHS MEPEKEBOTO

Tpadiky

aHAJI3yBaHHS aHOMAUTIH
Tpadiky

b2. 3naTHicTh BUKOHYBATH
orasiau OesneKu Ta
BYISIBJISITH [IPOTIMHY B
apxITeKTypi 6e3neKH, o €
PUBOAOM ANA
pO3pobicHHS
pEKOMeHJamii momo
BKJIIOYEHHS [0 CTparerii
3MEHILICHHS PU3MKY Ta
PO3pOOIIEHHS TUTaHy
YIpaBAiHHS PH3UKAMH
Oe3nexu

A1.31. Konnenuii KoMII tOTepHAX MEPEXK i
IPOTOKOJIiB, 8 TAKOXK METOJONOTIT MepeXeBol
Oesnexu

A1.35. [TpuHIpn rmuGUHHOrO 3aXUCTY Ta
apXiTeKTYpH MepexeBol Gesnexn

A1.38, ITponecn ynpaBiiHHS pU3HKaMH
(MeTOH OLIHIOBAHHS Ta 3MEHIICHHS PH3UKY)
A1.310. KonkperHi onepatiiiti BILIHBHE 33
HEIOCTAaTHOCTI 3aX0/iB 3 Kibepbesnexu
A1.311. Kateropif kibep3noBMuCHUKIB {ail 3
CLieHapisMH, 1HCAHNepChK 3arpo3y,
(piraHCOBaHI IHLIOK JEPKABOIO)

A1.312, Kibepsarposu Ta Bpa3nmBoCcTi
A1.317. 3aransHi BEKTOpH aTax Ha
MEPEXEBOMY PiBHI

A1.318. Honituky, npoueaypu Ta npasuia
xibep3axucry Ta iHpopmaniituoi Gesnexu
A6.31. MexaBi3MB KOHTPOJIIO TOCTYITY
XocTa/Mepexi (CITUCOK KOHTPOIIIO AOCTYILY,
CIIUCKY NPUBLIEIB)

A6.34. InctpymenTu kibep3axucry Ta
OLiHIOBaHHS BPa3MBOCTEH, X MOXIHBOCTEH

A2.Y1. Po3ni3naBaty Ta
itacudiKyBaTH THITH
Bpa3nuBoCTeN I

OB’ SI3aHUX 3 HUMH aTaK
Bb2.Y1. 36upary nai 3
Pi3HOMaHITHUX PecypciB
Kibep3axucry

b2.¥2. 3gaxonutu
Bpa3NHBOCTI B CHCTEMAX
Oesniekn (nepesipKa
BpAa3JIMBOCTEH Ta
Bi/ATIOBi IHOCTI)
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3a0e3MeUeHHA MEPEK,
3acobu Gesnexu Ha
XocTax, IpPUKIaHi
aporpamu (Open Web
Application Security
Project Top 10 list)

A6.35. [Ixepena nomupenss indopmMarii mpo
BPa3IUBOCTI (IIOMEpeDKEHHS, PEKOMEH JALlii,
MIOMHUJIKH Ta Or0JIeTHI)

b2.31. 3aco6u ynpaBninua OCTYIIOM, IO
IPYHTYIOTBCA HA NOMITHKAX T4 PHIMKAX

b3. 3patuicTh aHANI3YRATH
TeHACHIIT KiOep3axucTy 1a
3BiTyBaTH NPO OTPHMAHHS
MEpPEXKEBHUX CIOBILIEHE 3
PI3HUX JDKEpPET B
OpraHi3aiiii, BKa3yroun
MOXIKB] IIPHUHHH TAKUX
TIOBI1IOMJIEHD

A1.31. KoHuentiii KoMIT [oTEpHUX MEpPEX i
IPOTOKOIB, @ TAKOXK METOJONOTI MEPEKEBOI
Oe3nekn

A1.312. Kibep3zarposu Ta Bpa3IuBOCTi
A1.318. [ToniTaxw, mpoleAypH Ta NpasmiIa
Kibepsaxucry Ta indopManiiinoi Oesnexu
A1.322. 3axoHHu, HOPMATHBHI aKTH, IOJIITUKH
T4 €THKa, Kl CTOCYIOTheA Kibepbesnexu Ta
KOHGIAEHITIHOCTI

A2.33. Hogi IT ta texnonorii kibepbesnexu
A3.32. 3arpo3u i Bpa3nuBocTi Ge3neku
CHCTEMH Ta JOJATKIB (IepenoBHEeHHS Oyhepa,
MOOUIBHHN KOX, MXCAMTOBI CKPHIITH, MOBA
npouenyp / CTpyKTypoBaHa MOBA 3aIIUTIB
[PL/SQL] Ta iH'exuit, yMOBH IpOTHAII,
NPUXOBAHUM KaHall, TOBTOPEHHS, aTakH,
OPIEHTORAHI HA IIOBEPHEHHS, LUKIUTHBHH KOJI)
A6.35. Jlxepena nommpensd inpopmarii npo
BpPa3/IMBOCTI (MONepe/UKEHHS, PEKOMEH AT,
IIOMUMJTKY T2 OIOJIETH1)

A6.36. Metononorii pearypaHus Ha
IHIUIEHTH Ta iX 06pOOKH

A8.33. Meromonorii i npuioMu BHSBIEHHS
BTOPrHEHS JUIS BUSBIICHHS BTOPTHEHb Ha Oasi
XOCTa Ta Mepexi

b1.32. Meronu aHanizyBaHHS MEPEXKEBOrO

Tpadiky

AS.Y1. BuxopucrtosyBaru
aHAI3aTOPH NIPOTOKONIB
b2.¥1. 36uparu naHi 3
PI3HOMaHITHHX pPecypciB
Kibep3axucTy

B3.Y1. IIpoBoautu
aHaNi3yBaHHS TEHACHILIH
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b3.31. [TossatTsa MepexeBol aTaky i 38° 430K
MEPEXKEBOI aTaKy 13 3arpo3aMu ta
BPa3JIMBUMH MiCLIIMU

b4. 3naTHICTD
3abe3nedyBaTd CBOECYACHE
BHSBNCHHS, 1TeHTHDIKANIIO
Ta [OTIEPeKEHHS TTPO
MOMTHBI
aTaKH/BTOPTHEHHS,
aHOMaTbHI noail Ta ail 31
3710BXXHBAHHS Ta
BIAPIZHATH IU IHITUNEHTH
Ta MOAil BiJ INTaTHOL
TisTBHOCT], IPOBOAAYH
NOCHIIKEHHS,
aHaJi3yBaHHBA 1 KOPEAIiIo
B IIMPOKOMY MiaIta3oHi
BCIX HaOOpIB BUXiTHUX
JaHUX (MOKa3aHHA Ta
HOTIEPEIKEHHS )

Al.31. Koyuenmii KOMIT FOTEPHHUX MEPEK i
IIPOTOKOJIIB, & TAKOX METOILOMOTIT MepeKeBoi
Oe3nexn

A1.34. [Ipunumnoy ta Metonu Oe3nexu [T
(Opanamayepu, AeMiniTapu30Basi 304y,
muppyBatH”)

A1.312. Kibep3arposu Ta Bpa3nuBOCTI
A1.313. Onepariini cucremu

A1.317, 3araneHi BEKTOpH aTax Ha
MEpEXEeBOMY piBHI

A2.32. Pe3synpTaTd DOCTIAXKEHHS BHYTPILUHIX
3arpo3, 3BITHOCTI, IHCTPYMEHTIB JIOC/I JKEHHA
Ta 3aKOHIB/HOPM

A3.32. 3arposu i BpasznuBocTi Gesneku
CUCTEMHM Ta NOJATKIB (IlepenoBHEHHS Oydepa,
MOGUTBHUE KO/, MIDKCARTOBI CKPHIITH, MOBA
npoueayp / CTpyKTypOBaHa MOBA 3aIIUTIiB
[PL/SQL] Ta in'exuii, yMOBY MPOTHAIT,
NPUXOBaHWH KaHall, MOBTOPEHHS, aTaKH,
OpIEHTOBaHI HA MOBEPHEHHS, LUKIAIMBHIH KOJI)
A6.34. [ncTpyMeHTH Kifep3axucTy Ta
OLIIHIOBAaHHS BPA3IHBOCTEH, X MOMIMBOCTEH
A6.35. Jxepena noumpenHs indopmartii mpo
BPa3IUBOCTI (IONMEPEMKEHHS, pEKOMEH JalIil,
TIOMMIIKH Ta OIONETHi)

A6.36. Metononoril pearyBanus Ha
IHUBACHTH Ta X 00poOxH

A8.31. Metoau ayrenTHikarii, aBropusartii
Ta KOHTPOIIKO NOCTYILY

A1.Y2. Busisnatu
BTOPrHEHHA Ha 6a3i xocTa
Ta MEpeXi 3a JOTIOMOT010
TEXHOJIOTiH BUSIBIIEHHS
BTOPTHEHs (Snort)
A2.Y1. Po3nisuasary ta
KnacuikyBaTH THIIN
BPa3IMBOCTEH 1

TIOB’ A3aHMX 13 HUMH aTaK
A2.Y2. BuxopucTtoByBaTu
METOIUKY 00po0KH
IHUAJEHTIB
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A8.33. MetozoJorii i mpuitoMy BUSBIIECHHS
BTOPI'HEHb /U1 BUSABIEHHS BTOPrHEHE Ha 6asi
XOCTa Ta Mepexi

A8.36. Eranu kibeparak (po3Bizka,
CKaHyBaHHsI, BUOip BEKTOPY IPOHHKHEHHS,
OTPUMAaHHs JOCTYIly, €CKalallis pHBiJeiB,
MIATPUMKA JOCTYIY, eKCIUTyaTallis Mepexi,
IPHXOBYBAHHS CIIi/IiB)

b1.32. Metoau aHami3yBaHHI MEPEKEBOTO
Tpadiky

b4.31. Taxktuxu, npuifomy i npoueaypu
MPOTH/IT KibepiHIHIEHTaM

B5. 3patHicTh nepeBipaTH
NONEpe/DKCHHL CHCTEMH
BHSIBJICHHS BTOPIHEHb
11010 MEPEXEBOTO Tpadiky
3a JOTIOMOI0I0
IHCTPYMEHTIB
aHaTI3yBaHHS NAKETIB JyIs
noKajizauii Ta BUTANEHHS
IIKLTHBOTO POrPaMHOro
3abe3r1eyeH s

Al1.31. Koxnenuii KoM’ I0TEpHAX MEpex i
IPOTOKOJMIB, & TAKOXK METOIONOrT MepEKeEBOL
Oe3nekn

A1.34. [Tpuanunu Ta MmeToau Gesneku IT
(6bpanaMayepH, IeMiTiTapH30BaHi 30HY,
mudpyBaHHsA)

A1.312. Kibep3arpozu Ta Bpa3nuBOCTI
Al.313. Onepauiiisi cuctemu

A3.32. 3arposu i Bpa3mMBOCTI O€3nEKH
CHCTEMH Ta JOAAaTKiB (1iepenoBHeHHs Oydepa,
MOOLIEHUM KO, MDKCAHTOBI CKPUIITH, MOBa
IPOLEAYP/CTPYKTYpOBaHA MOBA 3aIIMTIB
[PL/SQL] ta ix'ekuii, ymoBu npoTuail,
IPHXOBaHMI KaHaJl, IOBTOPEHHS, aTaKH,
OPIEHTOBAHI HAa OBEPHEHHS, IIKiUTHBHHK KO
A4.33. Posmupenns daitni (.dll, .bat, .zip,
.pcap, .gzip)

AS.35. Iopta 1 cnyx6u Windows/Unix
A6.34. JncTpyMeHTH Kibep3axucTy Ta
OLHIOBAHHS BPa3NUBOCTEMH, 1X MONIIMBOCTEH

A2.¥Y2. BUKOpHCTOBYBATH
METOANKY 00pOOKH
IHIAIEHTIB

AS.¥Y1. BukopucToByBaTH
aHaI13aTOPY NPOTOKOMIB
b5.Y1. Bukonysatn
aHaJizyBaHHS Tpadiky Ha
PIBHI ITAKeTiB
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A6.36. Metononorii pearypanns Ha
IHIMIEHTH Ta 1X 00po6GKH

A8.33. Metononoril i mpuitOMU BUSBIEHHS
BTOPTHEHB ISl BUSIBIICHHS BTOPIHEHD Ha (asi
X0cTa Ta Mepexi

b1.32. Merom aHaym3yBaHHs MEPEKEBOTO TPAPIKy
b5.31. Metoau ananizyBanus Tpadiky Ha
piBHI IaKeTiB 3 BUKOPACTAHHAM BiANOBITHUX
iHcTpymenTiB (Wireshark, tcpdump)

b5.32. [HcTpyMeERTH 1 IPOrPaMH CHCTEMH
BUSIBIIeHHA BTOprHeHb (IDS)/cuctemn
nonepeAxeHHs Bropraens (IPS)

b5.33. KoM’ roTepHi anropurmMu

b35.34. IlporpamHua iskeHepist

b5.35. B6ynosani cucremn

b6. 3naruicts
BiJHOBIIIOBATH BTpaveHi
AaHi yy iHdopmanio mpo
310BMHCHY ataxky abo aio
Ha OCHOBI iHpopManii
I0/I0 MEPEKEBOT0 Tpadiky

Al.31. KoHuenuii KoM IoTepHux Mepex i
NIPOTOKOJIB, @ TAKOX METOIONOTII MEpeXKeBOT
Oe3nexu

A1.35. puHuunu rnuOUEHOTO 3aXYMCTy T4
apXITEKTYpH MepexeBoi Ge3rexu

A1.310. KonkpeTsi onepartiiisi BIunBy 3a
HEJOCTATHOCTI 3aXO0/IB 3 KibepOe3neku
A1.312. Ki6ep3arpo3u Ta BpasjaMBoCTi
A6.34. TncrpymenTH xibep3axucry Ta
OLIIHIOBAHHS BPa3IMBOCTEH, X MOMXIMBOCTEH
A6.36. MeTtozonorii pearyBaHHs Ha
IHIOMACHTH Ta iX 00poOKU

A8.35. BekTopy aTaky Ha MEPEXXEBOMY DiBHi
A8.36. Etanu kibeparak (po3zsiaxa,
CKaHyBaHHs, BUOIp BEKTOPY NPOHUKHEHHS,
OTPUMAHHS JOCTYILY, €CKaNAIlisA IPUBiJIEIB,

A2.Y1. Po3nizHaBatu 12
KracuiKyBaTH TUIIH
BPA3JUBOCTEH 1

JIOB’ I3aHUX 13 HUMH aTax
b1.Y1. Busipisatu
BTOpPrHeHHS Ha Ha3i xocTa
Ta MEPEXI HA OCHOBI
mdopmanii moao
MepexeBoro Tpadiky
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MIATPHMKA JOCTYITY, eKCILTYaTaris MEPEXi,
IPUXOBYBAHHS CIiIiB)

b3.31. [lonarTsa MepexeBol ataku i 38’ 530K
MEPEKEBOI aTaky 13 3arpo3aMu Ta
BPa3TMBUMH MiCIAMH

b7. 3narHicT Hamasatu
JOIIOMOrY B CTBOPEHHI
CMTHATYD, SIKI MOXKHA
peanizyBaTd B MCPEXEBUX
IHCTpYMEHTax
Kibep3axucTy y BIAMOBi b
Ha HOB1 200
CIOCTEPEKYBaHi 3arpo3u B
MEPEKEBOMY CEPEIOBMIII

A1.31. Konuenuii KoMII IOTEPHUX MEpeX i
POTOKOIB, @ TAKOXK METOHOJIOrT MepexeBol
6e3mexu

A1.312. Kibep3arpo3u Ta Bpa3nHBocTi
A1.313. Onepaniitni cucteMu

A1.325. AnroputMmu IIHGPYBaHHS JAHUX
A1.329. Merononorii mupyBaHHs AaHHX
A2.34, CTpyKTypH 3BITHOCTI MMOCTaYAIBHUKA
IIOCHYT Kifep3axucTy Ta NPOLECIB ¥ BIACHI#H
oprasxizarii

A6.35. J[xepena nomupenss indopmanii mpo
BPa3NUBOCTI (NONEPEMKESHHS, PEKOMEHAANlI],
TIOMHJIKY Ta Oro1eTHi)

A8.33. Merononorii i npHiioMy BUSBIECHHS
BTOPTHEHS [T BUSABIECHHSI BTOPTHEHE Ha 6asi
X0CTa Ta Mepexi

A8.36. Eranu kiGeparak (po3sizka,
CKaHYBaHHS, BUOIp BEKTOPY MIPOHUKHEHHS,
OTPUMAHHSA JOCTYILY, eCKalaliis pUBLIEiB,
HiITPUMKa JOCTYIY, €KCIUTyaTallis Mepexi,
IIPHXOBYBAHHS CI11IiB)

b5.33. Komn’totepHi atroparmu

b7.31. Bonus peanizaiii carmaryp ans
BIPYCIB, IIKi/UTMBKX IPOrpaMm i aTak

b7.32. Kpunrorpagis Ta xoHnemuii
YGPABIHHA KPUITOTpadiuHUMK KIFOUaMK

B7.¥1. [IpoekTysat,
IHTerpyBaTH anapaTHi Ta
IporpaMHi pitIeHHSs
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B. Ananiz
yIepeKyBUTbHUX/
PO3BIAYBATBHUX
3aXoniB 3 Oe3rnekn
indopmaniiino-
TENCKOMYHIKAMTHHUX
CHCTEM

HopmaTusHi akTy,
IPOTOKOJIH, CTAaHAAPTH Ta
ceptudikaTu
BLAMOBIAHOTO
CIIPSIMyBaHHS,
KOMI'IOTEepHE, IPOrpaMHE
Ta TEXHIKO-TEXHOJIOTIYHE
3a0e3nedeHHs; onepariiai
CHCTEMH; IHTepIIPeTOBaHi
i KOMMiTbOBaui

KOMIT IOTEPHI MOBH;
KOMII'IOTE€PHI allTOPHTMH,
arOPUTMH U PYBAHHS;
0a3u JaHHX;

¢bi3udni Ta norivyHi
MepexeBi MPUCTPOL Ta
iHdpacrpykrypa,
BKJIIOYHO 3
KOHUEHTPaTOpaMy,
KOMYTaTOpamH,
MapuIpyTU3aTOPaMH,
Opauamayepamu,
0€3/1poTORBI TEXHOJIOTII Ta
3ac00H 3B 43Ky
(CTIIBHUMKOBI,
cynyTHrKoBi, GSM-
CHCTEMH );

IP-anpecwq,
MapLUpPYTH3AllisT Ha OCHOBL
Gesxnacosux IP-ampec,
cucTeMa HyMepauii
TCP/UDP-noptig, Mogens

B1. 3xatHicTh
3aCTOCOBYBATH MPHHIAIH
CEPBICHO~OPiIEHTOBAHOT
apXITeKTypH Oe3neky, 1mob
BIAMOBIAATH BUMOraM
oprauizauii 10
KoHbineruiiHoCTi,
UITICHOCTI Ta JOCTYIHOCTI

A1.312. Kibep3arpo3u ta Bpa3iuBoCTi
A1.315. Moneni Ge3nexu (Mogens bemna-
Jlallaaynu, Mmogens tinicHocti Bibu, Moaes
mimicHocTi Knapka-Bincona)

A1.318. IoniTaky, nponeaypu ta npasuia
xibep3axucty Ta iHpopManiinoi Ge3nexu
A1.319. CranpapTu Ge3nekn nepcoHaNbHUX
naaux (PII)

A1.320. Cranzaptr Oe3nexyn qauux iHaycTpil
nnatikHUX KapTok (PCI)

A1.321. Crangaptu 6e3nexu JaHux
IEePCOHANLHO1 Mean4HoOl 1H(popmanii (PHI)
A2.33. Hosi IT Ta Texnomnorii kiGepbesnexu
A3.31. Cyictemu ynpasmninug 6azamMu JaHUX
A4.31. JucTpyMeHTH, METOIH TA IIPUKOMM
IPOEKTYBaHH CHCTEM O€3MeKH

A6.31. MexanizMu KOHTPOJIIO AOCTYIY
xocta/Mepexi (CIMCOK KOHTPOIIO A0CTYIY,
CIIACKY TIPUBLIEIB)

A8.31. Metonu ayteHTHdiKamii, aBTopu3ailii
Ta KOHTPOJIKO JOCTYIY

A7.¥2. Po3pobnsitu Ta
po3ropTaTh
iHQPACTPYKTypy
eJIEKTPOHHHUX ITi/TUCIB
b7.¥1. [IpoekTyBarH,
iHTerpyBaTH amaparHi 1a
IpOrpaMHi pilleHHS

B2. 3xatnicts
BIIPOBAJUKYBAaTH KOHKPETHI
KOHTP3aX0H 3
Kibep3axucty (onepari i
TEXHIYHOrO
06CIYyroByBaHHA CHCTEMH)
Ul CUCTeM Ta/abo
[porpam, ix
JOXYMEHTYBaHHS Ta
OHOBJIEHHH, Y pasi moTpeGn

A1.310. KonkpeTHi onepaniiti Brijiusu 3a
HEJIOCTATHOCTI 3aX0/1iB 3 KiGepOe3neku
A1.312. Kibep3arposy ta Bpa3muBoCTi
A1.313. Onepariiitni cicremMu

A1.322. 3axoHu, HOPMATHBHI aKTH, TOJITHKH
Ta ETHKA, K1 CTOCYIOTLCS Kibepbesnexu Ta
KOH(1AeHUiHOCTI

A3.32. 3arpo3y i Bpa3uBOCTI Ge3nexu
CHCTEMH Ta JI0JAaTKiB (riepenoBHeHHs Oydepa,
MOOLIBHUM KO, MIXCAUTOBI CKPHITTH, MOBa

pouenyp / CTpyKTypOBaHa MORA 3aIIUTIB

A7.Y2. Pozpobnsatu Ta
pO3ropTaTH
iH(pPacTpyKTypy
eNIEKTPOHHUX Mi/ITUCIB
b7.Y1. Ilpoektysary,
IHTerpyBaTty amapaTH1 Ta
IpOrpamHi pileHHs
B2.Y1. Busnauatu, fK
Ma€ IpaIoBaTH CHCTEMA
Oe3reky 3a
BIPOBAIXKEHHSA
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OS11 6a30Bi Mepexesi
MPOTOKOJIM (IPOTOKOJH
TCP/IP), cucremu
yIpaBITiHHsSE KOHTEHTOM
Web-caiitis (CMS),
SCADA cucremu, ciucku
KOHTPOIIO JOCTYILY,
CIIUCKH TOBHOBAXEHD,
001a1HaHHs1 anapaTHoro
3a0e3eUeHHS MePeK,
3acobu He3nexd Ha
X0CTax, MpUKIamaHi
nporpamu (Open Web
Application Security
Project Top 10 list)

[PL/SQL] ra in'ekuil, yMOBU mpoTHaii,
NPHXOBAHHI KaHaJ, IOBTOPEHH, aTaKH,
OpIEHTOBaHI Ha NOBEPHEHHS, IIKiNINBHI KOX)
A4.33. Posmupenns ¢aitnis (.dll, .bat, .zip,
.peap, .gzip)

A6.34. THcTpyMenTH KiGep3axHCeTy Ta
OIIHIOBAHHS BPa3/IHBOCTEH, 1X MOX/IMBOCTEH
A8.31. Meroau ayrenTtudikanii, aBropusaiil
Ta KOHTPOJIIO JOCTYIY

A8.32. Mexani3Mu f0cTyny 10 Mepexi,
iIeHTHQIKanii Ta ynpaBjaiHHa JOCTYHOM
(indpacTpykrypa BiikpuTux Kiouis, Oauth,
OpenID, SAML, SPML)

A8.36. ETanu xibeparax (po3Bijka,
CKaHyBaHHS, BUOIp BEKTOPY IPOHUKHEHHS,
OTPUMMAaHHs JOCTYITY, eCKananis MpUBiIeTs,
MIATPUMKA TOCTYITY, EKCIUIYaTALis MEpexi,
IPUXOBYBaHHS CJi/IiB)

B3.31. [Tonsrrs MepexeBoi atak i 38’ 430K
MEpPEXeBOI aTaky 13 3arpo3amMu Ta
BPa3JMBHMHU MiCLAMH

B2.31. Tipouecu po3poOKH KOHTP3aXxoMiB i
BUABIICHUX PU3HKIB Oe3neku

KOHKPETHHX
KOHTP3aXO/iB 3
kibepsaxucry (onepauift
Ta TEXHITHOT'O
00CIyroByBaHHS
CHCTEMH)

B2.Y2. BukopuctoByBaTH
CTPYKTYpY Ta NpOLECH
3BITHOCTI ITOCTAYATBHUKA
HOCYT Kibep3axucTy y
BIACHi} opraHizarrii

B3. 3parHicTs
JIOKYMEHTYBATH Ta
nepenaBaTy iHGOPMALiO
PO IHIMIAEHTH, SKI
MOXYTb CIIPHYHHUTH
IMOTOYHUH 1 HeTalH Ui
BIUIUB HA HABKOJIMIIHE
CEepeIOBHIIIE;
PEKOMEH/IyBaTH Ta

A1.35. ITpuHImnY NIMOAHHOTO 3aXHCTY T
apXITEKTYPH MEpeKeRoT Oe3nexy

A1.38. ITpouecu yrnpapiiHHs pU3HKaMU
(METOIM OLIHIOBAHHA Ta 3MEHIICHHS PU3HKY)
A1.310. KonkpeTHi onepaiiiiHi BIUTHBH 3a
HEJIOCTATHOCTI 3aXOMiRB 3 KibepOe3neku
A1.312. KiGep3arposu Ta Bpa3auBOCTi
A1.318. [Tonituxu, npolieaypn Ta NpaBHiIa
kibep3axucry Ta inpopmaiitHoi Oe3mexu

A2.¥1. Po3nizHaBaty T2
KJjlacu(pikyBaTH THIIHA
BPa3NHBOCTEH 1

OB’ I3aHUX 13 HUMU aTaK
Bb7.¥1. [IpoextyBaty,
IHTErpyBaTH anapaTHi Ta
NpOrpaMHi pilieHHS
B2.Y2. BuxopucToByBaTu
CTPYKTYpY Ta NpOLECH
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IUI2HYBaTY 3aXO0H 3
YCYHEHHS BpPa3JIMBOCTEH
KOMII I0TEPHOTO
CepeOBHIIA 3a
pe3ynsTaTaMy OLIHIOBAHHS
HasgBHHX 3aXO/iB T2/ab0
MIOBEAIHKH CHCTEMHOTO
cepeJloBHIIA

A1.322. 3aK0oHH, HOPMATUBHI aKTH, IO THKK
Ta €THKA, SIKi CTOCYIOThCA Kibepbesnekn Ta
Kou(imeHIiAHOCT

A1.323. 3akonu, crarytu (Ykasu [pesuaenta,
KEPiBHi NPUHIUIIA BHKOHABYOI BlIaM Ta/ato
aAMIHICTPaTHBHAX/ KpHMIHAJIGHUX PABOBKX
IHCTPYKIi# Ta npouenyp)

A6.35. [Ixepena nomnpenus iHGopMaiii mpo
BPa3/MBOCTI (ITONepeKeHHs, pekoMeHani,
IIOMUJIKU Ta DIONETH])

A6.36. Metozornorii pearysasss Ha
IHIMJIEHTH T4 1X 00poOKu

3BITHOCTI TOCTaYaAIbHUKA
ITOCAYT Kibep3axucry y
BJIacHIH opranizanii
B3.Y1. Buznayartu, sik
Mae MpaIioBaTH CUCTEMa
Oe3neKH 3a HAsABHOCTI
¢$axTopiB, SIKi MOXYTh
CHPUYHUHHUTH ITOTOYHUH 1
HeTraWHWH BIUIMB HA
HaBKOJIMIIHE CepeNOBHINE

B4. 3maTHICTH BHKOHYBATH
KOPETAIII0 O/,
BHKOPUCTOBYIOUH
indopmariro, 3i6pany 3
PI3HHX JDKEpeI Ha

I ATPUEMCTBI, 06
JOCATTH YCBLIOMJICHHS
CUTYyallil Ta BU3HAYUTH
eheKXTUBHICTE
CIOCTEPEIKYBAHO! aTaKu

A1.34. Ilpusnunm ta Meroau Ge3nexy IT
(6panaMayepH, NeMiNiTapu3oBaHi 30HM,
mudpyBasHs )

A1.38. Tlpouecn yrnparniHus pu3nkamMu
(MeToa¥ OIIHIOBAHHS Ta 3MEHIICHHS PU3KKY)
A2.34, CTpyKTypH 3BITHOCTI MOCTAYAIbHUKA
IoCIIyr Kibep3axucTy Ta IPOLECiB y BIaCHii
opraHizatiii

A8.33. MeTononorii i npuifOM# BUSIBJICHHS
BTOPIHEHB U1 BUABNCHHS BTOPTHEeHb Ha 0asi
X0CTa Ta Mepexi

b2.V¥1. 36uparn naxi 3
pI3HOMAHITHHX PECYpPCiB
kibepzaxucry

b5.Y1. Bukonysaru
aHanizypaHHs Tpadiky Ha
PIBHI [AKETIB

BS. 3natHiCTh IPOBOIMTH
TecTyBaHHS KibepOezneku
PO3pOONEHHX T0JATKIB
Ta/260 CUCTEM, HalaBaTH
BX1JH] JaHi A8
TEXHOJIOTTYHHX NPOLECIB
CHCTEMHU YIIPABIiHHS
pH3UKaMU

A1.35. llpuriwny riabHEHOTO 3aXHCTY Ta
apXiTEKTYpH MepekeBol Oe3nexn

Al.38. IIponecu yrnpaBmiHHS pU3UKaMU
(MeTORH OLIHIOBAaHHS Ta 3MEHUICHHS PU3HKY)
A1.310. KorkpeTHi onepauiiiui BIuMBY 3a
HEIOCTATHOCTI 3aXO/IiB 3 KibepOesneku
A1.312. Kibep3arposu Ta Bpa3usocTi
A1.313. Onepauiiini cucremMu

B2.Y1. 30uparu naui 3
PI3HOMaHITHUX pecypciB
Kibep3axucry

BS5.Y1. Busensatn
BTOPrHEHB Ha 6a3i xocTa
Ta MEPeXi [IIIXOM
TECTYBaHHS KibepOesneku
po3pobaeBHX JOJATKIB
Ta/abo cHCTEM
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A1.318, Ionitiky, mporenypu Ta IpaBuIa
kibep3axucty Ta inpopmauiiinoi Gesnexu
A1.327. KoM 1oTepHi MOBH, 1O
IHTEPIPETYIOTHCS Ta KOMITLTIOIOTECS

A2.34. CTpyKTYpH 3BITHOCTI MOCTAYANBHUKA
HoCTyr Kibep3axucTy Ta MpoLeCiB y BIACHIH
oprasxisanii

A3.31. Cuctemu ynpagsinHs 6a3amu JaHAX
A3.32. 3arpo3u i Bpa3anBocTi 6e3nexu
CHCTEMH Ta HOAATKIB (epenoBHeHus 6ydepa,
MOOITEHUH KOJI, Mi’KCaHTOBI CKPHITTH, MOBa
NpoLEeAyp/CTPYKTYpOBaHA MOBa 3aIIUTiB
[PL/SQL] Ta in'ex1il, yMOBH mpoTH i,
HIPUXOBAaHMI KaHANl, IOBTOPEHH, aTakHy,
ODIEHTOBAHI Ha MIOBEPHEHHS, IUKi/UIHBHH KOJI)
A6.31. MexaHi3MH KOHTPONIO JOCTYILY
X0CTa/Mepexi (CIIUCOK KOHTPOJO AOCTYY,
CIMCKH NPUBINEIB)

A6.34. IrcTpymerTH Kibep3axucTy T1a
OL{HIOBAHHS BPa3/IMBOCTEM, IX MOXKIHBOCTEH
A6.35. [Ixepena nowmnpesns inpopMauii npo
BPA3NIKBOCTI (NONEPeKEHHS, PEKOMEH IAllil,
IIOMUJIKH Ta Or0NIeTHI)

b3.31. TToHATTa MepeKeBOT ATAKH i 3B 30K
MEPEXEBOI aTaKH 13 3arpo3aMHu Ta
BpPa3NIMBHMH MiCISMU

b5.33. Komn’roTepHi anroputmu

b5.34. Ilporpamua irxeHepis

B6. 3raTHICTE nepeBipaTH
Ta OHOBJIIOBATH
JIOKYMEHTAIIO 3 Oe3meKH,
axa Bigobpaxkae

A1.322, 3aKOHH, HOPMATHBHI aKTH, IO THKA
Ta €TUKA, AKI CTOCYIOTHCS KiOepOesneku Ta
KOH}IAeHUIAHOCTI

Al1.Y1. Buznauarn, ax
Mag MpaIioBaTH CUCTEMA
Oe3nexu (BKIIFOMHO 3 il
CTIMKICTIO 1 HARIHRICTIO) 1 |
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0co0IMBOCTI
MPOEKTYBaHH O€3MeKH
IPOrpamMu/CUCTEMH

A4.31. [acTpymeHTH, METOIH Ta TPUHOMHE
MPOEKTYBAHHS CHCTEM O€3IeKH

BIUIAB 3MiHH YMOB,
onepauiit abo
cepeoBHIIa Ha I
pe3yIbTATH

B2.Y2. BukopuctoByBatu
CTPYKTYPY Ta IpOLecH
3BITHOCTI IOCTAYAILHHKA
HOCIYT KiOEep3axHucTy y
BNacHiii opranizanii

B7. 3narHicTs BU3HAYATH
nporpaMse 3abe3neyeHHs
Ta OINepaliiiHi CHCTEMU
MEpEIKEBOT0 PUCTPOIO Ha
OCHOBI] MEPEXEBOTO
Tpadiky, BU3HAYATH
Bio6paskeHHS Mepexi Ta
Iii onepartiitnol cucTeMu

Al1.31. Kormennii KoM I0TepHHX Mepex i
IIPOTOKOJIB, & TAKOX METOI0NOTIT MepexkeBol
Oesnexu

A1.34, Ipunmmnu ta metoau 6esnexu IT
(6bpannmayepu, geMiniTapu3oBaHi 30HH,
mudpyBasHa)

A2.33. Hosi IT ta TexHonorii kibepbesneku
A8.33. Metomonorii i IpruAOMHU BHABICHHS
BTOPrHEHb JUIst BUSBJICHHS BTOPrHEHB Ha 6a3l
XOCTa Ta MEepPexi

B7.31. Meroau dopmanizanii BigoGpaxeHHs
MEpEXi Ta BIATBOPEHHS MePEKEBUX
TOIIONOT1H

B7.32. InctpymeHTH KOMaHAHOTO pAIKa
omnepariftHol CHCTeMHU

AS.V1. BaxopuctoByBaTH
aHAII3aTOPH MPOTOKONIB
bS.Y1. BukonyBatu
aHaTI3yBaHHA Tpadiky Ha
PpiBHIi akeTiB

B8. 3narHicts
BiJICTEX)XYBATH 30BHIIIH]
JUKepena JaHux (CalTh
[IOCTa4YanbHUKIB OCTYT
Kibep3axucTy, KOMaH[u
pearyBaHHS Ha
KOMII'JOTEPHI Hax3BUYalHi
noxii, doxyc Ge3nexu) s

A1.31. Konuenmii KoM fFOTEpHUX MEPeK i
IIPOTOKOIIIB, @ TAKOX METOLOJNOTIT MepexeBol
Hesmnexu

A1.38. Ilponecu ynpapniHHS pH3NKaMK
(MeToH OIIHIOBAHHS Ta 3MCHILEHHS PU3HKY)
A1.310. Koukpersi onepaniitsi Biusu 3a
HEAOCTATHOCTI 3aX0/iB 3 KibepOe3neku
A1.312. KiGep3arposu Ta BpasiuBoCTi

Bb2.Y1. 30upatu AaHi 3
Pi3HOMAaHITHHX PECYpCiB
Kibep3axucTy

B3.¥1. lIpoBoauTu
aHAaJII3yBaHHs TeHICHIIIN
B8.Y1 Bu3nauaru, sk Ma€
IpalOBaTH CHCTEMA
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HiITPUMAaHH AKTYATbHOCTI
CTaHy CHCTEMH 3
ypaxyBaHHAM 3arpo3
K16ep3axucTy Ta
BU3HAYaTH, K pobiemMu
0e3meKu MOXYTh BINIUHYTH
Ha Oprasi3arnito

A2.34. CtpyKTypH 3BITHOCTI MOCTAYAILHHKA
HOCHYT Kibep3axuCTy Ta NPONECIB y BIacHiH
oprauizaiiii

A6.34. lucTpymenTH Kibep3axucry ta
OLIHIOBAHHS BPA3JIMBOCTEH, iX MOXIIHBOCTEH
A6.35. xepena nomipesss iHpopMmarti npo
BPA3/IMBOCTI (TIONEPEIKEHHS, peKoMernanil,
IIOMUJIKY T2 OIONETHI)

B8.31. 3opHiumHi cucteMu 300py AaHuX,
BKJIFOYHO 31 300poM, (inkTpauicro 1a
BHOOpOM Tpadiky

6e3MeKH 3 ypaxyBaHHIM
3arpo3 Kibepzaxucry

I'. ITporenenns
MOHITOPUHTY Ta
OIIHIOBAHHS
IIANBHOCTI 13
3abe3neyeHHs
Oe3neku
iHpOpMaLiiiHO-
TENIeKOMYHIKaIHHHX
CHCTEM

HopmartuBHi akTH,
IIPOTOKONH, CTAHAAPTH T4
ceptudikaTH
BI/TIOBITHOTO
CIIPAMYBAHHS;
KOMII'FOTEPHE, IPOrpamMHe
Ta TEXHIKO-TeXHOJIOTiuHe
3abe3neueHHs; onepartiyi
CHCTEMHU; IHTEPIIPETOBAH]
1 KOMITITBEOBaHI

KOMIT 0TEPHI MOBH;
KOMIT FOTEPHI aJIFOPHTMH,
anrOpUTMH WU PYBAHHS;
0a3| JaHuXx;

¢izuuHi T2 NOrivHi
MEPEXEB1 IPUCTPOT Ta
iHppacTpyKTypa,
BKIIOYHO 3
KOHIIEHTPaTOPaMH,
KOMYTaTOpaMmH,
MapLIpyTH3aTOpaMH,

I'l. 3natHicTs po3pobasTH
KOHTEHT JUIst 3ac00iB
Ki0ep3axucry

A1.35. TTpuHIunu rimOUHHOrO 3aXUCTy Ta
ApPXITEKTYypU Mepexepol Ge3nexu

A1.310. KoukpetHi onepaiiitui BIIMBY 3a
HEJOCTATHOCTI 3aX0iB 3 KiOepbesnekn
A1.312. Kibep3arpos3u Ta BpasiBoCTi
A1.317. 3aranbhi BEKTOpH aTaK Ha
MEPEXXEBOMY PiBHi

A2.32. Pe3ynpTaTu AOCTIIKEHHSA BHYTPIILHIX
3arpo3, 3BITHOCTI, IHCTPYMEHTIB HOCTIHKEHHSA
Ta 3aKOHIB/HOPM

A3.31. Cuctemn ynpasninss 6a3aMu JaHUX
A6.34. IncTpymenTH Kibep3axucty Ta
OLiHIOBaHHSI BPa3JIMBOCTEH, iX MOKIHBOCTEN
A6.35. [Ixxepena noumpenns indopmaltii mpo
BPA3HBOCT] (IONEPEMKEHAS, PEKOMEH AT,
ITIOMMJIKH Ta OI0JIETH1)

b5.33. KoM’ totepHi anroputMu

b5.34. [Iporpamua iHKeHepis

B8.31. 3oBriwHi cucTeMu 360py naHux,
BKJIIOYHO 31 360poM, dinsTpauicro ta
BUOOpOM Tpadiky

AS.Y1. BuxopucToByBaTH
aHaI3aTOPH MPOTOKOIIB
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Opanamayepamu,
0e3poTOBI TEXHONIOTT TA
3acO0H 3B’ 43Ky
(CTIILHUKOBI,
cynyTHukoBi, GSM-
CUCTEMM);

[P-anpecu,
MapuIpyTH3alis Ha OCHOBI
Oeskrnacorux [P-anpec,
CHCTEMa HyMepaniii
TCP/UDP-noprig, Mozaeb
OSI 1 6a30B1 MepexeBi
IPOTOKOIH (IPOTOKOIH
TCP/IP), cucremu
YIIPaBIiHHSA KOHTEHTOM
Web-caiitis (CMS),
SCADA cuctemu, CIIHCKI
KOHTPOIIO JOCTYIY,
CITMCKY NOBHOBAXKEHb,
obaHaHHA anapaTHoro
3abe3nedeHds Mepex,
3acobu OGe3nexu Ha
XOCTax, IPUKIaIHI
nporpamu {Open Web
Application Security
Project Top 10 list)

I'2. 3xaTHICTh HataBaTH
INOZICHHI 3BEJEH] 3BITH PO
MepexeBi Ioxii Ta
TiSUTLHICTS, IO
CTOCYIOTHCS NIPAKTHYHUX
3axoniB Kibep3axucry

A1.31. Konnenuii KOMIT IOTEpHUX MEPEK |
IPOTOKOJIIB, & TAKOXK METOJONOTIT MEPEXKEBOT
Heanexu

A1.318. ITomiTiky, OPOIECAYPH Ta MpaByIa
kibep3axucry Ta inpopmaniinol 6e3neku
A8.33. Meroaoorii i npuiioMH BHSBIEHHS
BTOPI'HEHb JJIsi BUSBJICHHS BTOPrHEHE Ha Gasi
XO0CTa Ta Mepexi

AS.Y1. BukopuctoByBaTH
aHaTi3aTOpH MPOTOKOJIiB
Bb2.Y1. 36uparu nasi 3
PI3HOMaHITHHX pecypciB
Kibep3axucty

b5.Y1. Buxonysatu
aHaTi3yBaHHs Tpadiky Ha
PIBHI TIAKETIB

I'3. 3xatnicTs
BUKOPUCTOBYBATH
IHCTPYMEHTH Kibep3axucTy
JUTS TIOCTIHHOTrO
MOHITOPHHTY Ta
aHani3yBaHHA CHCTEMHOT
aKTHBHOCTI Ul BUSBJIEHHS
3MTOBMHMCHOT AisJIbHOCTL

Al.31. Konnenmi KOMIT FOTEPHUX MePeX i
IPOTOKOJIIB, @ TAKOX METOJOJIOTIT MepexeBol
Oe3nexu

A1.34. [Tpunimnm ta Mmetonu O6e3nekn IT
(bpanaMayepu, JeMiTITAPU3OBaHi 30HH,
wrQpyBaHHS)

A1.313. Onepauiiini cucremu

A6.34. [HcTpymeHTH Kibep3axHucTy Ta
OLIHIOBAHHS BPA3NIMBOCTEH, iX MOXIHBOCTEH
A8.33. Metonoorii i npuioMH BUSBICHHS
BTOPIHEHB AJisl BUSIB/ICHHS BTOPTHEHB Ha a3t
X0CTa Ta Mepexi

A8.35. Bekropu aTtaku Ha MEpeXeBOMY PiBHi
A8.36. Eranu xibeparak (po3siaka,
CKaHyBaHHs, BUOip BEKTOPY MPOHUKHEHHS,
OTPMMaHHs JOCTYILY, €CKaNallis IpuBieis,
MATPHMKA TOCTYNY, EKCIILyaTallis Mepexi,
IIPMXOBYBaHHS CIIIiB)

b2.31. 3acobu ynpapaiHHSL ZOCTYIIOM, IO
IPYHTYIOTECS Ha NONITHKAX Ta PU3HKAX
I'3.31. BuxopucraHHs METOAIB Ta IPOLEAYD
MOHITOPHHTY B paMKax MigMepexi

AS5.Y1. BukopucroByBati
aHaJT13aTOPH MPOTOKOJTIB
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I'4. 3gaTHicTh oninrOBaTH
e(EKTUBHICTD 3aXO/IB 3
KOHTPOJIO O€3MMeKn

A1.37. IlpuHiunu B3aeMoil JIIOAUHHM 3
KOMII IOTEPOM

A1.38. Ilponecu ynpapiiHHS pH3UKaMH
(MeTomy OUIHIOBAHES Ta 3MEHIUEHHS PH3UKY)
A1.310. KoHkpeTHI onepauiiHi BIUVIABY 34
HENIOCTaTHOCTI 3aX0/1iB 3 KibepOesnexku
A1.312. Kibep3arpo3u Ta Bpa3IuBoCTi
A1.318. Ilonituku, nponenypu Ta npabBuia
kibep3axucty 12 iHpopMauiiiHoi Oesznexku
A6.31. MexaHi3MH KOHTPOJTIO TOCTYITY
XocTa/Mepexi (CUCOK KOHTPOJTIO JOCTYIY,
CIIMCKH IIPHUBLIEIB)

A6.33. [IpyHIuUIH, IHCTPYMEHTH TA METOIM
TECTyBaHHS Ha NPOHUKHEHHS

A6.34. [ncTpyMenTH Kibep3axucry ta
OLIIHIOBAHHS BPa3UBOCTCH, IX MOKIMBOCTEMN
A7.31. Meroau TecTyBaHHS Ta OIIHIOBAHHS
Oe3nexu cucteM

A8.31. Meroau ayrenTudikauii, aBropusanii
Ta KOHTPOITIO IOCTYITY

I'4.31. Pi3ni kiacu atax (HaCHBHi, aKTHBHI,
1HCaHIePCEKI, CYMIXKHI, pO3IIOIIbHI ATAKH)

I'4.¥1. Ouinrosaru
aJIEKBaTHICTH [TPOEKTIB
Oe3nexn

I'4.Y2. Ouintopatu
cucreMu Oe3nexu
I'4.Y3. OninoBatu
3ac00U KOHTPOJIIO
He3rexu Ha OCHOBI
NpHHIUIIB KibepOeaneku.
(CIS, NIST SP 800-53,
Cybersecurity
Framework)

I'S. 3nathicTs omiHBaTH
BCI IIPOLIECH KePYBaHHS
KoHQirypariiero

A1.38. ITponecH ynpaBniHHS pA3HKAMH
(METOMH OIIHIOBAHHA TA 3MCHILEHHS PU3UKY)
A1.312. Kibep3arposu Ta Bpa3iuBoCTi
A1.313. Onepauiitsi cuctemu
A2.31.Kosuenuii B ynpapningi 6e3mekor0
(Release Management, Patch Management)
A2.33. Hosi IT Ta Texunonorii xibep6Ge3nexku
b5.33. KoM’ rotepHi anropatvu

I'4.¥Y3. Ouinroparty
3aC00H KOHTPOITIO
Ge3nexy Ha OCHOBI
NPHHIMIIB KibepbesnexH.
(CIS, NIST SP 800-53,
Cybersecurity Framework)
I'5.¥Y1. OninoBatu
aIEKBATHICTD IIPOEKTIB
Be3nexu CTOCOBHO
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MpOLECiB KepyBaHHS
KOHbIrypalieo

I'6. 3gaTHiCTH OLIHEIOBATH
aJexBaTH1 3acodu
KOHTPOJIIO JJOCTYITy Ha
OCHOBI IPUHIIHTIIB
Ha¥MEHIUUX IPUBLIEIR 1
HeoOX1IHOCTI OTPHMAHHA
BiANOBIAHOT iH(opManii

A1.315. Mopeni 6e3nekn (Momens Bernna-
Jlallanynu. monens ninicocTi bibu, Moaens
uinicnocti Knapka-Bincona)

A1.325, AnropuT™MH IM(PPYyBAHHSA JaHHX
A3.31. Cuctemu ynpasninss 6azamu JaHAX
A6.34. [HcTpyMeHTH Kibep3axucTy Ta
OUIHIOBaHHS BPA3JIUBOCTEH, X MOXIMBOCTEH
A8.31. Metoan ayrenTrdirauii, asropusarii
Ta KOHTPOJIKO JOCTYITY

Bb7.32. Kpunrorpadis Ta xoHuenmii
YIPaBIiHHA KPANTOTpadiuHUMHU KIFOUYaMHu
I'4.31. Pi3Hi xiacy atax (macuBHi, aKTHBHI,
iHCaliepChKi, CYMIXKHI, pO3MO/IiIBH] aTaku)

I'4.Y1. Ouigrosatu
aJCKBATHICTH IPOEKTIB
Oesrnexu

I'4.¥Y3. OuinroBatH
3acOoOM KOHTPOJIEO
Oe3lexy Ha OCHOBI
IPHHIUIIB KibepOesnexy.
(CIS, NIST SP 800-53,
Cybersecurity
Framework)

I'7. 3xarnicTs onidioBaTH
Ta KOHTPONIOBATH HPOLECH
kibepOe3nekH, nos’s3ani 3
BIIPOBAKCHHAM CUCTEMHU
Ta 11 TECTYBaHHAM

A1.38. [Tponecy ynpaBmiHHS pU3UKAMK
(METOM OLIHIOBAHHS Ta 3MEHIIEHHS PH3UKY)
A1.310. KonkpeTHi onepaniiidi BIJIHBH 3a
HEJOCTAaTHOCTI 3ax0/iB 3 KibepGeaneku
A1.312. Kibep3arpo3u ta Bpa3auBOCTi
A1.322, 3akoHM, HOPMATUBHI aKTH, IO THKH
Ta €THKA, AKI CTOCYIOThCs KibepOe3neku Ta
KOHQIIEHIIAHOCTI

A6.33. [IpuHIMNy, iIHCTPyMEHTH Ta METO 11
TECTYBaHHA HA IIPOHUKHCHHS

A6.34. IucTpymeHTH kibep3axucTy Ta
OLiHIOBAaHHS BPa3IHBOCTEH, iX MOMKIHBOCTEMN
A7.31. Metony TecTyBaHHS Ta OIIHIOBAaHHS
Oe3NeKu CHCTEM

I'4.Y1. Ouixrosarn
aJCKBATHICTH MPOEKTIB
besnexku

I'7.¥2. OuixroBaru
3acobH KOHTPOITIO
0e31eKkH Ha OCHOBI
TIPHHUMITB KibepOe3nekH.
(CIS CIS, NIST SP 800-
53, Cybersecurity
Framework)

1. Koopamrauis
JMiSNBHOCTI 13
3abe3neyenHs

HopmarusHi akTy,
HPOTOKOJIH, CTAHAAPTH Ta
ceprugikary

1. 3natHicTs
KOOPAUHYBAaTH pobOTY 3

IIEPCOHANIOM i3

A1.310. KosxpeTHi onepariiisi BIIHBY 32
HEJIOCTATHOCTI 3aX0/iB 3 Kibepbesnexu

B2.Y2. BukopucroBysaTu

CTPYKTYPY Ta IPOLECH
3BITHOCTI NOCTAYAJILHUKA
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Oe3neku
iHdopmarriiHo-
TEeJIEKOMYHIKalliHHUX
CHCTEM

BLINMOBIAHOTO
CIIPSIMYBaHHS;
KOMII'IOTEpPHE, MPOTrpaMHe
Ta TEXHIKO-TEXHONOTIYHE
3abe3neyeHHs; onepariifni
CHCTEMH; IHTepIpeTOBaHi
1 KOMTIIEOBAHI

KOMIT FOTEPHI MOBHY;

KOMII FOTEPHI aJITOPHTMH,
ITOPUTMHM NP PYBAHHS,
0asy gaHuX;

dbi3uuni Ta j0TivHI
MEpEeXeBi MPUCTPOi Ta
iH(ppacTpyKTYpa,
BKJIIOYHO 3
KOHIIEHTPATOPaMH,
KOMYyT4ropamy,
MapIIpyTH3ATOpaMH,
Opanamayepamu,
0e31pOTOBI TEXHOJIOTII Ta
3aco0U 3B’ 3Ky
(CTITBHUKOBI,
cynyTHukoBi, GSM-
CHCTEMH);

[P-anpecn,
MapIIpyTU3allig Ha OCHOBI
Oe3knacoBux IP-aapec,
CHCTEMA HyMepauii
TCP/UDP-noprtiB, Mmonens
OSI i 6a30Bi Mepexesi
IIPOTOKOINH (IIPOTOKOIH

3abe3neueHHs
KiepOe3nexy Beiel
oprauizauii s GepeBipKu
MEPEKEBUX CIOBIIIECHD

A1.315. Moneni 6e3nexn (Moaens Benna-
Jallagymm, mozens mimicrocri bibu, mogens
uinicHocti Kimapka-Bisicona)

A1.322. 3aKOHH, HOPMATHBHI AKTH, TOMITHKA
Ta €THKA, 8KI CTOCYIOThCA Kibepbesnexn Ta
KoHpI eI HOCTI

A1.323. 3akonn, craryti (Yxasu [Ipe3unenra,
KEPIBHI IPUHLMITK BUKOHABYO] BNaM Ta/abo
aAMIHICTPATUBHHX/ KPEMIHAGHUX [IPABOBHX
IHCTPYKIIIH Ta Iponenyp)

I'4.31. Pi3ni knacu arak (IaCHBHi, aKTUBHI,
1HCalIePChKi, CyMKHI, pO3NOALIBH] aTaKy)
A1.31. [Tpouecu ynpasmiHHs 6e311E€K010

HOCIIyT Kibep3axucry y
BJIACHIH oprasizawil
I'7.¥2. OuintoBati
3aC00H KOHTPOJIIO
Besmexy Ha OCHOBI
IPUBIHIIB KibepOesrieky.
(CIS CIS, NIST SP 800-
53, Cybersecurity
Framework)

J2. 3naTHicTh HagaBaTu
KepiBHHKaM peKOMeHJawii
111010 Kibepbesnexn

A1.33, [Tpunuunu KiGepOe3nexu Ta
IIPUBATHOCTI/KOHYI NeHNiHHOCTI

Al.34, lpusuumnu ta meroawm 6esznexu [T
(6bpanmayepu, neMUTITapU30Bati 301U,
MUGPyBaHHs)

A1.38. Ilpouecy yupaBiliHHS pASHKAMU
(MeTO/H OLIHIOBAHHY TA 3MEHIIEHHS PU3HKY)
A1.310. KonkpeTHi onepauiiiti BILIHBH 3a
HEIOCTATHOCTI 3aXO0/IB 3 Kibepbesnexu
A1.312. Ki6ep3arposu Ta Bpa31gsocCTi
A1.315. Mogxeni 6e3nexu (Mozens benna-
Jlallanysnu, Moaens uimicrocti Bi6w, Moaens
nimicrocti Kiapka-Bincona)

A1.322. 3ax0oHH, HOPMATUBHI AKTH, IO THKH
Ta €TUKA, AKi CTOCYIOThCA KibepGesneku Ta
KoHQIneHiHHOCTI

A1.323. 3axonwy, crarytn (Ykasu Ilpesunesra,
KepiBHI IPUHIKMIKM BUKOHABYO] BjaIy Ta/abo

B7.¥1. IlpoextyBaty,
iHTErpyBaTH anapaTHi Ta
IpOrpaMHi pillieHHs
I'4.¥1. Ouminrosatu
a/ICKBATHICTD [IPOEKTIB
be3nexu
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TCP/IP), cucremu aJMIHICTPATUBHAX/ KPUMIHATEHUX IIPABOBHX |
YIIPaBIIiHHES KOHTEHTOM IHCTPYKL# Ta mporeayp)
Web-caittis (CMS), A3.32. 3arpo3u i BpazimBocTi Gesnexu
SCADA cucremu, coucku CHUCTEMH Ta JOJATKIB (IepenoBHeHHS Bydepa,
KOHTPOIIO JOCTYIY, MOOLITBHHHN KOJI, MIXCAMTOBI CKPHIITH, MOBA
CIIHCKH TOBHOBAXKEHD, NpOLEXyp/CTPYKTYpOBaHa MOBA 3aIIMTIB
o0azHaHHA arapaTHOro [PL/SQL] Ta ig'exuii, yMOBY mMpOTHIIi,
3abe3medeHHs MEPEXK, PHXOBaHHH KaHall, IOBTOPSHHS, aTaKHu,
3acobu Ge3nexu Ha OpIEHTOBAHI HA NOBEPHEHHS, IIKIIJIHBHI KOX)
XOCTax, IPUKIIaIHI A8.31. Metoan ayrenTupikamnii, apTopu3anii
nporpamu (Open Web Ta KOHTPOJIIO JOCTYIY
Application Security I"'4.31. Pi3Hi ki1acy atax (nacHBHI, aKTHBHI,
Project Top 10 list) 1HCaMIepChKi, CyMIXHi, PO3IOALIEHE] aTaku)
A1.31. ITpouecu ynpasninus 6€3mekoro
3. 3narnicts HagaBatn  |Al.34. IIpuHuwna Ta Metoay 6e3mexu [T B2.Y1. 36uparu jgani 3
KepiBHHKaM pekoMeHalil [(OpaHaMayepH, AeMiiTapH30BaHi 30HH, PI3HOMAHITHHUX pecypciB
oo Kidepbesreku Ha wudpyBaHHS) kibep3axucry

OCHOBI iH(popMalil mpo
3HAYHI 3arpo3H Ta
Bpa3IHUBOCTL

A1.38. [Iporecu ynpaBliHHI pH3HKAMH
(METO/Iu OLIHIOBAHHA T4 3MCHIICHHA PHU3HKY)
A1.310. KonkpeTHi onepauiiiHi BILMBY 3a
HEJJOCTaTHOCTI 3aX0iB 13 KibepGesneku
A1.312. Kibep3arposu Ta Bpa3MBOCTI
A1.315. Moperni 6e3nexu (Moaens bena-
JlalTagynu, Mmoaens ninicHocti biou, Mogems
uimicHocti Knapka-Bincoua)

A1.322. 3axoHH, HOPMATUBHI AKTH, MO THKH
Ta €THKA, KI CTOCYIOThCA KibepOesnmeku Ta
KOHGIIeHIIHHOCTI

A1.323. 3akonu, crarytu (Ykasu [IpesupenTa,
KEpIBHi IPUHUHIIA BUKOHABYOI BiIaaHN T2/a00
a/MiHICTPaTHBHUX/ KPUMIHAILHHX IPABOBHX

IHCTpPYKILii Ta npoLexyp)

b7.V1. IlpoexryBaru,
iHTerpyBaTy anaparHi Ta
IpOTpaMHi PillIeHHS
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A8.31. Meroan ayrenTudikarii, aBTopu3ariii
Ta KOHTPOITIO NOCTYIY

I'4.31. Pi3Hi xnacu arax (IaCHBHI, aKTUBHI,
1HCalAePChKl, CYMDKHI, PO3NIO/IIbH] aTaKH)

4. 3patHicTE NpaloBaT
13 3aiHTEpECOBAHUMM
CTOPOHaMHU I YCYHCHHS
IHOUAEHTIB Kibepbesnexu
Ta 3a0€e3IIeYeHHs 3aXUCTY
BIIMOBIIHO A0 BUMOT
00 YCYHEHHSA
Bpa3JINBOCTEN

A1.310. KonkpeTHi onepaliini Bi¥sy 3a
HENMOCTATHOCTI 3aX0iB 3 KibepOesnexu
A1.312. KiGepaarposu 1a BpasmMBoCTi
A1.322. 3aKoB1, HOPMATHBHI aKTH, JIOJITHKY
Ta eTuKa, Ki CTOCYIOThes Kibepbesneky Ta
KOH(IIEHIIMHOCTI

Bb2.Y1. 36uparu naui 3
PI3HOMAaHITHHX PeCypciB
kifep3axucry

B2.¥2. BuxkopuctoByBaTH
CTPYKTYpPY Ta MPOUECH
3BITHOCTI NOCTAYANBHUKA
HOCHYT Kibep3axucTy y
BJIaCHi{ opraxizawil

5. 3naTHICTE HagaBaTH
PEKOMEHALIIT 110 TIaHiB
aBapiHOTO BiAHOBIEHHS,
HenepeadauyeHUX BUITAIKIB
Ta 3a0e3Mmeye i
Ge3nepepBHOCTI onepauii

A1.38. [Tpouecu ynpaBniHES pU3HKAMH
(MeTO/¥ ONiHIOBAHHS TA 3MEHLICHHS PU3HKY)
A1.310. KonkpetHi onepaniiiHi BIVIHBH 3a
HEJIOCTATHOCTI 3aX0iB 3 Kibepbe3nexu
A1.312, Ki6Gepaarpo3u Ta Bpa3auBoCTi
A1.322. 3aKoHu, HOPMATHBHI aKTH, HOMTHKH
Ta €THKa, IKi CTOCYIOTECH Kibepbesnekn Ta
KoHGigeHITIHOCTI

J1.31. [Ipouiecu ympanniaHs 6e3mneKor0

B7.Y1. llpoextyBary,
iHTerpyBaTU anapaTHi Ta
TIpOTpaMHi pillleHHsI
I'4.Y1. OninroBaru
aICKBaTHICTh IPOEKTIB
Oesnexy
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7. lani moao po3poGieHHs Ta 3aTBep/LKeHHs npodeciitHoro cranjapTy
7.1. Po3po0HHKH NPOEKTY NpodeciiiHoro cranaapTy
JlepxaBHa cinyx0a crelianbHOro 3B’ 3Ky Ta 3aXMCTy iHhopMami YKpaiHH.

Cxnanx po6o4oi rpynu:

Ierpymxesuu Ouexcanap BosoauMHpOBHY, KEPIBHHK po60OYOl rpyny,
3aCTYITHHMK HaYaJlbHHKa JlepkaBHOrO HEeHTPY Kibep3axucTy Jlepskenenss’ a3Ky;

Beswtanbko Biraniii MuxaiyioBHY, TONOBHHH cuemiamsicT 5 BiguTy
HenapTameHTy kibep3axucty Aaminictpauii Jepxcneuss’ 3Ky,

I'aatiok Cepriii  JleoHigoBHY, TOJOBHHMHA  KOHCYJBTAHT  BIAAUTY
inpopmanininoi Oesneku Ta KibepOesmeku LleHTpy Oe3NEKOBUX HOCHIIXKEHD
HaiioHaTbHOTO IHCTHTYTY CTPATETIYHUX JIOCIIKEHB,

HaBuaeHko AHatouiii MuKoJaHoBHY, TIPOBIAHUH HayKOBUH CHIBPOOITHHK
IHcTHTyTY mpo6iaeM MopenioBaHHsA B eHepretuin iM. [.€. ITyxoBa HauioHausHOI
akajeMii HayKk Y Kpainuy;

HMaBumiok Aupapiii BikropoBuu, 3acTynmHHK HavaldpHWKa 1 Bigguty 4
ynpasniHHs Jlep)kaBHOTO HEHTPY Kibep3axucty Jlepxcrenss’ 3Ky,

Kunin Aprem BikropoBnu, HauaneHWK 6 ynpasBiaiaHA J{ep)XaBHOTO LIEHTPY
Kibep3axucry JepKcnenss’si3Ky;

IBanyenko Irop CepriiioBuu, noueHt kadeapu Oesnexu iHGOpPMALIHHUX
TexHojorii HaioHansHOTo aBiaillfHOTO YHIBEPCHTETY;

Kopuenko Onexcanap I'puroposuy, npesuaeHt ['pomaacekoi opranizauil
«Acomiamig cremianicTiB  Kidbepbe3nekw», 3acTYMHMK TOJOBH MPOQCIITKOBOT
opradizanii kadenpu Oesneku iHdbopmamiianx TexHoNori HamionanbHOro
aB1al[IHOTO YHIBEPCUTETY;

Jlebeaenko Kipa CepriiBra, mupektop TOB «CEK’IOPUTI EKCIIEPT
I'PYIT EKEJIEMI»;

Jlinincbkuii Bagum BojoauMupoBu4, roJIOBHHHA HayKOBUH CIIBpOOITHHK
HayxkoBo-mocaigHol ycraHoBH «IHCTHTYT KibepOe3mexku»,

Ma3zyp Harans BoJoaumupiBHa, 3aBiqyroua BiLIJIUIOM OpraHizalifHo-
npaBoBoi poboTtu [Ipodeninku npaniBHUKIB 3B’ 3Ky YKpainu (3a 3roA010);

Hesapa Jlinia MwxaiiyriBHa, KepiBHUK HaBYaJIHLHO-METOAUYHOTO IIEHTPY,
rojjoBa npodceninkoBoi oprawnizauii I'pomajncekoi opramizamii  «YkpaiHcbka
akazneMis kibepbesneku» (3a 3romoI0);

Onexcrox  Jlimia  BiraniiBaa, ronosa ['pomaacekoi  oprasizauil
«Bceykpaincpka acomniauis «Indopmartiiina 6esneka ta iHQopManiiHI TEXHOIOTI;

IMazyox AHapid BaunepiiioBu4, Bine-npesugedt I'pomaacekoi opranizamii
«YKpalHCpKa akajeMis KibepOe3neku»;

Cynpyn Oabra MukosaisHa, npogecop xadenpu kiGepdesnekn Haykoro-
HABYAILHOTO IHCTUTYTY iH(pOpMauidHOi Oe3nekH Ta CTpaTeriyHuX KOMYHIKallii
Harionansnoi akagemii Cyx0Ou Oesnieku YKpainu;

@ininoBa Onwra BaneHTHMHiIBHA, KOMEPUIHHMEA AMpEKTOpP KOMIMaHii
SAYCOM;

Yepapain Buaaucaas €preHiiioBnY, HavyanbHUK Kadeapu kiGepOesrieku
BiificbkOBOTO IHCTHTYTY TeleKOMYHIKalik Ta iHhopMauiiHux iMeHi repois KpyT;
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YerBepikoB IBan OuexcangpoBud, [OLEHT Kadeapu Kibepbesmexu
HaykoBO-HaBUaJIBHOTO IHCTUTYTY iH(popmManiiiHoi Oe3nexkd Ta CTpaTeridyHux
xoMmyHikauii HartionansHoi akagemii Ciry)x6u Ge3nekn Ykpainmy;

HOnin Ouaexcanap KocranTuaoBu4, yueHHit cexperap JlepxkaBHoro
HAyKOBO- JOCHIIJHOrO iHCTUTYTY TeXHOJOrii KibepOe3neku Ta 3axucry iHdopMaIiii;
' KOzin Ounexcifi ¥OpiiioBn4, nepumi 3acTynHMK HadajbHuKa JlepkaBHOrO
HayKOBO-JIOCIIZHOIO IHCTUTYTY TEXHOJOTi# kibepOe3neku Ta 3axucTy iHpopMalii.

7.2. Cy®’ekT nepesipku npodeciiiHoro cranaapry
HamionanpHe areHTCTBO KBanidhikamiii.

7.3. aTa 3aTBepaKeHHs npodeciiiHOrOo cTAHAAPTY

L4 ‘g!%%% %g _ 2022 poky.

7.4. PexoMeHIOBaHA [aTra HACTYNHOro meperasiyy mnpodgeciiiHoro
cTaHJapTy

J&ZMMQ{% 2027 poxy.

3actynHUK [ 'onoBH Jlepkcnenss’ 13Ky,

KEpIBHUK KOMILTEKCHOI pofo4oi rpynu

3 po3pobxu npodeciiiHnx cTaHaapTiB

GpuragHuil reHepan Onexcanap [TOTIH



