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BCTYII

MeTor0 MpOEKTHO-TEXHOJIOTTYHOI MPAKTUKU € O3HAMOMIICHHS 13 ICHYIOUMMU
METOJMKAMH  €(PEKTUBHOTO 3aCTOCYBaHHS KOMIT'IOTEPHHX Ta MEPEKHHX
TEXHOJIOTIA JJI1 BUPIIICHHS 3a7a4 KOMIUICKCHOI aBTOMAaTH3allii MiANMPUEMCTB 1
YCTAaHOB, a CaM€ PEMOHTHO-MOHTa)KHOT'O BLIJIUTY IHTEpHET-IpoBaiifiepa Ha 0a3i
nignpuemctBa TOB IaTenext ['pym.

[lin yac mNPOXOKEHHS TMPOEKTHO-TEXHOJOTIYHOI MPAKTUKH BHUKOHAHO
HACTYITHI 3aBJIaHHS:

* TOCJIIJKEHO CTPYKTYpy Ta (YHKIII MIIPO3IUTIB 1HTEpHET-poBaiijepa Ha
6a31 mignpuemctBa TOB InTenexr ['pym;

* TOCJTIJDKEHO armapaTHe 1 mporpamMHe 3a0e3MeueHHsT KOMIT FOTEPHUX CUCTEM 1
Mepex, K1 BUKOpUCTOBYIOThCs B TOB Intenext ['py;

* BUKOHAaHO TIOCTaBJE€HE I1HAMBIAYyajdbHE 3aBlIaHHS Ta O(OPMIEHO 3BIT
MPOXOKEHHS MMPOCKTHO-TEXHOJIOTIYHOI MPAKTUKH.

Tpusanicts npakTtuku 3 1.07.202_ 10 21.07.202_0 (3 TrxHI).
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1. BAT'AJIBHI BIIOMOCTI ITPO BA3Y ITPAKTUKUA

[IpoeKkTHO-TEXHOJIOTIYHA TMpaKTUKa Mpoxoawina Ha mianpuemMctsi TOB

«IaTenext ['pym» 3a aapecoro: m. YepniBii, Byna. [Ipocnexkt Hezanexxnocti 103,
od. 502.

HismbHicTs mianpueMctba (IT-komnanii) xapakTepu3y€eThCsl HACTYITHUM:

1. 15-piynmii 1ocBig poOOTH B MIAKIIOYEHHI A0OHEHTIB A0 II100aIbHOT MEpexi
[HTEpHET Ta opraHizallii BHyTPIIIHIX KOPIIOPATUBHUX MEPEK.

2. KopoTki TepMiHM BUKOHAHHS i’ €JHaHb a0OHEHTIB (TI0 peryiiaMmenty: a0 10-
TH pOOOYHX JHIB).

3. [TopsiAHICTH 1 BIAMOBIAAIBHICTD, THYUYKICTh MIAXOAY IO 3aMOBHUKA.

4, [ToBHMI makeT mocnyr: BiA miA’€IHaHHS aOOHEHTa J0 Mepexi Internet mo
TexHosorii «Buta mapa», TexHosorii FTTH, E-PON, Ta Ge-PON, no
OHOBJICHHS CHEKTPY MOCIAYr — HaJaHHS KIHIIEBOMY aOOHEHTY TMOCIyTU
«IHTepHer TenebaueHHs» no texnomorii OTT.

5. SIkicHMIt caifT: 31 3py4yHUM 1HTEepdercoM Ta OULITIHTOBOIO CUCTEMOIO.

2. XAPAKTEPUCTHUKA POBOYOI'O MICIIA
Ha poGodoMy wMiciii BHUKOPHUCTOBYBAJIOCA TaKe armapaTtHe 1 MporpamHe
3a0€3MeUeHHS:

1. Hoytoyk ASUS X540L (mucrnineit 15.6", 1366 x 768; nmpoueccop: Core 13,
4005U, 1.7 I'Tu; onepatuBHa niam’a1h : 8 I'b; HakonmuyBau: SSD, 500 I'b) 3
BCTaHOBJIEHOIO onepaliifHor cucremoro Windows 10.

2. Mepexesuit komyrtatop (network switch) TP-Link TL-SF1005D Ta

aHaJIOT1YHE MEpPEeKeBe 00JIaTHAHHS.
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2. KAJJEHIAPHUH I'PA®IK ITPOXO/XKEHHS ITPOEKTHO-

TEXHOJIOTTYHOI MIPAKTUKHU

[TpOEeKTHO-TEXHOJIOTIYHA TPaKTHKa BHKOHYBajdacs 3a TaKuM Tpadikom
(Tabm.2.1):

Tabmums 2.1.
['padik npoxoKEHHS MPAKTUKH
Ne 3aBOaHHS TPAKTUKH TepMmin BUKOHAHHS
1 OBHaI/IOMJIeHH.}I 3 TEXHIKOIO 0e3IeKu Ha 96.06.2020
H1AIPUEMCTBI.
XapakrepucTuka nianpueMcrsa. OTpuMaHHs 97 06.2020
3aBJIaHb IIPAKTHUKH.
O3HalloMJIEHHS 3 KOMYTaTOpaMHu Ta
2 poytepamu Bij BupoOHuKa TP-LINK 29.06.20
3 HanamryBanns PPPOE 3 eI[HE_lHHH Ha 30.06.20-01.07.20
Mmapipytuzaropax TP-Link
4 Hanamrysannus WiFI 3 €IHAHH Ha 01.07.20-02.07.20
Mmapiipytuzaropax TP-Link
5 O3HaifomiieHHs 3 TexHouoriero «Bura napay, 02.07.20-03.07.20
O6xum koHekTopa RJ-45
O3HallOMJIEHHS 3 TEXHOJIOTIE0 MiIKIIFOUEHHS
6 «OIITUKA B JIM» 03.07.20-07.07.20
Po3srinsn Ta mopiBHSHHSA pOOOTH TEXHOJIOT1M
7. ETTH ta PON 07.07.17-09.07.20
8. JliarHoCTHKa HECTIPAaBHOCTI IHTEPHET MEPExKi 09.07.20-10.07.20
FTTH.
OdopmiieHHs 3BITY 3 TPAKTUKH 11.07.20-14.07.20
9. [TpencraBieHHs SBITY 3 NIPAKTHKH KEPIBHHKY 16.07.20
NPAKTUKY BiJ MiIPUEMCTBA
10. i i
[IpencraBieHHs 3BITY 3 TPaKTUKK KEPIBHUKY 17.07.20
npakTtuky Big BH3
11. 3axUCT NPaKTUKU 31.08.20
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3. PE3YJIbTAT BUKOHAHHSA IHAUBIAYAJIBHOI'O 3ABJIAHHSA

3.1. O3HaiioM/IeHHS 3 HEKEPOBAHMMH KOMYTAaTOpPaMH Ta

Mapupyruzatopamu Bix BupooHuka TP-LINK

MepesxkeBuii komytarop (anri. network switch) a6o cBiry (Big aHrIL
switch — «mepemukau») — NPUCTPiil, NMPU3HAYCHUH M 3'€HAHHS JIEKUIBKOX
BY3J11B KOMI'TOTEPHOT MEpEXki B MEXax OJJHOTO CErMEHTA.

Mepexepuii komytatop TP-Link TL-SF1005D mae Taki XapakTepUCTHKH

(puc. 3.1).

e
( )
IThox.ua
- —
T o
)
IThox.us
L
XapaKTepucTuku
Tun HEKEPOBaHWIA
DopmM-dakTop HaCTiNbHUA
Kinekicts noprie 5
Mopty Fast Ethernet
Bumoru FoE Be3 PoE
Cepenoeuiie nepenayi AaHux 100BASE-TX: HeekpaHoeaHa enTa napa karteropii 5, 10BASE-T: HeekpaHoBaKa BXTa Napa
kateporin 3,4, 5
MeToq nepeaaui Store-and-Forward (36epirakHa | nepenaua)

MoxnueicTb BiA3NEHOT0 YNPABNIHHA  HEKEDOBaHWIA
KomyTauiika 3aaTtHicTs HA.

Pozmip tabnuui MAC-agpec 4 Kb

Puc. 3.1. Xapakrepuctuku MepexkeBoro komyraropa TP-Link TL-SF1005D


https://uk.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D1%96%D0%B9%D1%81%D1%8C%D0%BA%D0%B0_%D0%BC%D0%BE%D0%B2%D0%B0
https://uk.wikipedia.org/wiki/%D0%9F%D1%80%D0%B8%D1%81%D1%82%D1%80%D1%96%D0%B9
https://uk.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%27%D1%8E%D1%82%D0%B5%D1%80%D0%BD%D0%B0_%D0%BC%D0%B5%D1%80%D0%B5%D0%B6%D0%B0
https://uk.wikipedia.org/wiki/%D0%A1%D0%B5%D0%B3%D0%BC%D0%B5%D0%BD%D1%82

7
TP-Link TL-SF1005D - komyraTop maiisi BHCOKOIIBHAKICHHX MEpEK

Ethernet, sxwii oOmamnanuéi 5 mopramu 10/100M6iT/c 3 aBTOMaTHYHHM
y3ro/pKeHHAM mBuakocTi (mim  koHekrop RJ45)  (puc. 3.2). Yci moptu
miaTpuMytoTh  QyHkuiro Auto  MDI/MDIX, wmo Bukmiouae HeoOXiJIHICTb
BUKOPHUCTaHHA KaOeliB 3 mapaMH, 110 MePeXpelryroThCs.

Komyrtarop noOymoBanuii Ha 0a3i crangapty Plug and-Play i koxkeH mopt
MO’XHa BHUKOPHUCTOBYBATH SK B SIKOCTI MOPTY OCHOBHOTO INPHU3HAYEHHS, TaK 1 B
SAKOCT1 TOPTY, LIO0 KacKajaye. 3aBAsKUA I[bOMY JJIg TMOYATKy POOOTH TPHUCTPIii
JIOCUTh 0€3MoCepeIHhO MIAKIIOUUTH O cepBepa, Xxaly abo KomyTaTopa 3a
JIOTIOMOT'O0 MPSAMOro ad0 KpOCOBOTO KaOEIIo.

TL-SF1005D Bin xommanii TP-LINK € exoHOMiYHUM, NpOCTHUM Yy
BUKOPUCTaHHI, BUCOKONPOAYKTUBHUM PIIIEHHSAM /JI1 MOJEpHI3alli MEpexi Ta
nepexony Ha piBeHb 100MOGiT/c 6e3 HA0JaTKOBHMX BUTpAT 1 HajlamTyBaHb. llei
NPUCTPIA Hajlae yci MIBUAKICHI MEpeBard MOBHOAYIIEKCHOTO PEXUMY Tepenadl
JIAaHUX, a 3aBJISIKA MPOJAYKTUBHOCTI, SIKa BIJIMOBIAA€ CEPEIOBUIIY Mepeaadi TaHuX,
MaKeTH TMepeaBaTUMYThCS HAa THUX JK€ MIBUJKOCTAX, Ha SKUX OOPOOJISIOTHCS
MEPEKEIO.

Komyratop Fast Ethernet TP-Link TL-SF1008D npusnauenuit st
BUKOPHUCTAaHHS BJOMa ab0 B HEBEIMKOMY odici, a TaKOXK y pobounx rpymax. Bei
8 moptiB  miaTpuMyroTh TexHojoriro aBTo-MDI/MDIX, Tomy ycyBaeTbes
mpo0sieMa BUKOPUCTAHHS IPSIMOTO 200 KPOCOBOTO KaOEto.

3aBAsSKA 1HHOBALIWHIA eHepro3zOepiratoyoi TexHoJorii komyrtatop TL-
SF1008D no3Bomute 30epertu 10 70% cmoxuBaHoi enektpoeneprii, a 80%
MaKyBaJIbLHOTO Martepiaay MoKe OyTH BHUKOPUCTaHO BApyre. ToMy KoMyTaTop €

€KOJIOTTYHO O€3MEeYHUM PILICHHSIM JJI MEPEexKI.
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ATAPATHE 3ABE3NEYEHHA

IEEE 802.3, |EEE 802.3u, |IEEE 802.3x
CTaHoapTy Ta NpoTOKONM

CSMAICD
[HTEpdenc 8 noptie 10/100 Méit/c 3 aeToyaromseHHAM, 3 poa'emanin RJ45 (aeTo-MDI/MDIX)
KineKicTe BEHTWAATORIE Bes BeHTUNATOPA
HMBNEHHA 30BHIWHIA aganTep wWBneHHA (Buxig: 5.0VDC / 0.64)
EHeprocnoxveaHHA Makcunyn: 2.2 Br (220 B/50 Tw)
30BHILHE AMEepena MUENEHHA 30BHIWHIA aganTep wWBneHHA (Buxia: 5.0 VDC/0.6 A)
Poamip 6ydepy T68K6

) 10/100 MéiTic B HaniBOYNNEKCHOMY PEXMMI;
WenakicTe nepegaqi AaHux PR ) )
20/200 MeiTic B NOBHOZYNNEKCHOMY DEXMMI

CeiTnogiogHi iHguKaTopu ower, 1,2,3,4,5,6,7,8
Poamip (W xAxB) 140 x 87 x 27,5 mm
MakcumansHe CoXKMEaHHA eHapril 2.05B7(2200/50Tw)
MakcumansHe Tennosignaqa 6.996TM

Puc. 3.2. Xapakrepuctuku MepexeBoro komyratopa TP-Link TL-SF1008D

Mepexesuii komytatop TL-WR841N 3abe3neuye 6e3apoTOBHI 3B 530K 3
mBuakictio 300 MOiT/c, sKka BIANOBia€ BHUMOraM JOJATKiB, YYTJIHUBUX O
nepepuBanns (neperyisg HD Bimeo ta iH.) (puc. 3.3.). 'ocThOoBa Mepexka Hajaae
OKpeMHUH JJOCTYI 10 MEPEXK1 I TOCTel 1 OAHOYACHO 3a0e3Ieyye 3aXUCT OCHOBHOI
noManiHboi Mepexi. Komyratop cymicHuit 3 IPv6 (iHTepHET-TIpOTOKOJI BEpcii 6).

Knonka WPS 3abesneuye mBHAKE  HaJalITyBaHHSA  3aXHUILIEHOTO
0€31pOTOBOTO 3'€THAHHS HATHCHEHHSIM KHOIIKH, MATPUMYEThCS TpoTokon [GMP
Proxy / Snooping, Bridge 1 Tag VLAN nns onTumizaiii nepenadl moTOKOBOTO

IPTV. BukoHye€ThCs KOHTPOJIb MPOITYCKHOI 3IaTHOCTI JIsl BUOPAHUX TIPUCTPOIB.



AMNAPATHE 3ABE3MNEYEHHA

Mpouecop

Ethernet nopTe!

Buttons
Power

BESAPOTOBA MEPEXA

Standards

WiFi Speeds

WiFi Range

WiFi Capacity

Working Modes

OpHospepHWii npouscop

1= 10/100 Méitic WAN nopt
45 10/100 Méitic LAN nopTu

HHonxa Reset

9B=06A

Wi-Fi 4
IEEEB02.11n/b/g 2.4 Ty,

N300
2.4 Mu: 300 Méit/c (802.11n)

2 kiMHaTHa KBapTHpa
2= Heg'emHi aHTeH

MonepegHe nokonivua (2acTapine)

Pesiam MapLupyTuzaTopa
PesimM TaHKM noctyny
Pessoum Wi-Fi nigcwniosada
Pesxum WISP

3AXUCT

WiFi Encryption

Network Security

Guest Network

VPN Server

NPOrPAMHE 3ABE3NEYEHHA

MpoTokonn

Parental Controls

WAN Types

Quality of Service

NAT Forwarding

BTV

DHCP

WEP

WPA

WPA2

WPAIWPAZ2-Enterprise (802.1x)

SPI Bpakgmayep
KonTtpone goctyny
Mpue'azxa IP 1a MAC
Lintoz MpuknagHoro pieHa

1= 2.4 [Tu TocTboBa Mepea

OpenVPN
PPTP

IPvd
IPv6

URL dinstp
HoHTpons yacy

NuHamiqnHa [P
CratnuHa [P
PPPoE

PPTP

L2TP

QoS Ha NpucTpo

BipTyansHuid cepeep
Mepeagpecauia nopTy
ABTOBIAKPUTTA NOPTY
DMZ

UPnP

IGMP Proxy
IGMP Snooping

Pesepealin agpec
Cnwcok kniexTis DHCP
Cepeep

Puc. 3.3. XapakTepucTuku MepekeBoro komyraropa TL-W

besaporosuit mapmipytuzatop TL-WR941IN 450 M6it/c cepii N mae Taki

xapakTepucTuku (puc. 3.4). MapuipyTuzatop OCHaUIeHUH TpbOMa aHTEHAMHU 3

niarpuMkoro  TexHosorii 3x3 MIMO 1 103BoJis€ BCTAaHOBUTH O€3pOTOBE

3'elHAHHSA 31 IIBUIKICTIO 1 JalbHICTIO CHUTHATY, 301IbIICHUMH BIAMOBIIHO B

18 pa3iB i B 6 pa3iB MOPIBHIHO 31 3BHUAWHUMHU TPUCTPOSMHU Ha 0asi CTaHAAPTY

11g. OcoGauBOCTI JAaHOTO MPHUCTPOIO JTO3BOJSIOTh 3MEHIIUTHA KOE(IIIEHT BTPATH

CUTHAJly MpU IMepedadl MOoro Ha Jajneki BIJCTaHI 1 Yepe3 MEpeliKoaud MpH

BUKOPUCTAaHHI B Majux odicax 1 OaraTOKIMHATHUX KBapTupax (HaBITH 3a

HAsSIBHOCTI O€TOHHHWX CTiH). KpiM 11bOTO, 32 JOTOMOTOK JaHOi MOJEN MOXHa

HajamTyBaTh O€3pOoTOBE 3'€IHAHHS Ha BEJIWKIM BiACTaHI Tam, J€ Oe3Cul

3BUYAMHI MpUCTpoi Ha 6a3i cranmapty 11g.



10

Ceptudikat CE, FCC, RoHS

TL-WR941ND

3 2HIMHI aHTEHM
YnaKoBKa MiCTUTE AnanTep MUENEHHA

Kabens Ethernet

IHCTPYKLIA

Microsoft Windows 98SE, NT, 2000, XF, Vista ™ a6o Windows 7

CHCTEMHI BUMOTW
UNIX abo Linux

Pobo4a Temneparypa: 0 °C ~ 40 °C (32 °F ~ 104 °F)
Temnepatypa 36epiranHa: -40 °C ~ 70 *C (-40 °F ~ 158 °F)
BonoricTs (poBoqmi pexm): 10% ~ 80% Gez konpeHcauji
BonoricTs (Npu 36epiranHi): 5% ~ 90% Ges koHasHcauil

Nosxinna

ATAPATHE 3ABE3NEYEHHA
repaeiic 4 noptu LAN 10/100 Méitic
: 1 nopt WAN 10/100 Méit/c

KHonka WPS/Reset

KHonxm KHonka BrAKYSHHABMKNKHEHHA 6230pOTOB0r0 MOBNEHHA
KHonka BKNDHEHHA/BUKNKIMEHHRA MUENEHHA

30BHILUHE [KEPENo XUBNEHHA 12B/1.0A

CrannapTi 6e3gpoToBoi Nepenayi AaHMx IEEE 802.11n, IEEE 802.11g, IEEE802.11b

Poamip (W xOxB) 200 x 140 x 28 mm

AHTeHa 3 % 5 abi 3HiMHI BceHanpaeneHi aHTeHn (RP-SMA)

MAPAMETPW BE3APOTOBOIO 3B8'A3KY
YacToTa 2.4-2.4835My

11n: go 450 M6it/c [ guHamiyuHa)
PieeHs curkany 11g: go 54 Méit/c (amHamisHa)
11b: go 11 Méit/c (guHamisHa)

270M: -68 obm npw 10% PER
130M: -68 obm npw 10% PER
108M: -68 obm npw 10% PER
Yy TAMEicTs MpuAcKy S4M: -68 abm npu 10% PER
11M: -85 abm npu 8% PER
6M: -88 nbm npr 10% PER
1M: -90 nbm npw 8% PER

EIRP (MoTy#HicTe GesgpoToBoro

<20 pbm abo <100 mB
curHany)

Pesumu poGoTti

BrnroHeHKABUKNOYERHA Ge30poTOBOrO MOBNEHHA, MicT WDS,

DyHKUil Be3gpoToBol Mepaxi )
NigKMeHeHHA

3axucT GeznpoTosol Mepexi 64/128-bit WEF, WPA / WPA2 WPA-PSK / WPA2-PSK

Puc. 3.4. Xapakrepuctuku 6e3apotoBoro Mapupyrtuzaropa TL-WR941N
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3.2. HanamryBanus PPPoE 3’ennannsi Ha MmapmpyTusaTopi
TP-LINK 841N

PPPoE (aurn. Point-to-point protocol over Ethernet) — mepexuwuii mpoTOKOI
nepenaui kaapiB PPP uyepe3 Ethernet. B ocHoBHOMY BukopuctoByeThesi XDSL-
cepBicaMu. Hamae nomatkoBi MOXIUBOCTI (aBTeHTHdIKAIlS, CTHUCHEHHS,
muppyBaHHS).

PPPOE — tyHenbHuH TpOTOKOJN, SAKHIl 03BOJIIE HAIAIITOBYBaTH (abo
inkancysroBatr) [P (abo iHII mPOTOKONHM), SIKI HamapoBylOThes Ha PPP, uepes
3'emnanas Ethernet, ane 3 mporpamamMu MokimBocTssmu PPP-3'eqnans. Tomy
MIPOTOKOJ BUKOPUCTOBYETHCS /ISl BIpTyallbHUX «JI3BiHKIB» Ha cycimHio Ethernet-
MallMHy 1 BCTAHOBJIOE 3'€JHAHHS TOYKA-TOYKA, SIKE BUKOPHUCTOBYETHCS IS
TpaHcnopTyBaHHs [P-makeriB, mo mnpamoe 3 MoxiauBocTsmMu PPP. Bxin Ha

MapIIpyTU3aTOp BUKOHYEThCS Yepe3 Opaysep (puc. 3.5).

42 TL-WR841N x +
BBIO IP apgpeca poyTepa

& > @ Y A Hecoudizenuidinwi | 192.168.01

$ Nomatkw [ Bxin - UserSide A\ Intelekt ISP Billing

N300 Wi-Fi poyTep

19 tp-link Mogenk TL-WRS41N

< admin |

Puc. 3.5. Bxing Ha mapmpytuzaTop depe3 Opaysep:
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3amicTb [P — anpecu MmoxxHa BBOIMTH TeKcTOBHIA BapiaHT: tplinkwifi.net abo

tplinklogin.net (puc. 3.6).

Puc. 3.6. [TapameTrpu goctymy 10 MapuipyTuzaTopa

Jlai BUKOHYETHCS BBEJCHHS OOTIKOBHX JIaHKMX (Hazae mpoBaiinep) (puc. 3.7).

CocToAaHue

BLICTPaA HAcTpolika

PaGoyni pexium WAN

CeTb

- WAN
_LAN TN NOJKMIGNEHNEA: |PPPOE v|

-IPTV
- KnoHuposaHue MAC-afpeca

BecnpoBoHON peskm - 2.4 Iy PPP naporns:

PPP ¥MA NoMb308aTens: nexus test

[ocTesan ceTe MogTeepAMTE Naponk:

DHCP ] i
BropuuHoe nogknioveqne: @ OtkmoueHo () Ouaamuueckui IP-agpec () Cratuueckmi IP-agpec

Mepeagpecauua

Jawmra P NOSKMIOYEHUA. (@) Brerna akTWEHO

PoauTenbCkuil KOHTPONb (O MofknioumTs No TpeGoBaHMIo

KoHTpons AocTyna (O MoKMOYMTL BRYUHYO

JlONONHUTENBHBIE HACTPOMKM MapLIPYTH3ALM MaKCUMANEHOE BPEMA NPOCTOR! MUHYT

KOHTpOMb NponyckHOW CNocoBHOCTH Tun aytesmadukayn  [ABTO_AYTEH "

Mpueazka IP- u MAC-agpecoB

OuHaMuuecknit DNS Mogkntoumts | | OTknounts |
IPvE

CHCTEMHBIE MHCTPYMEHTEI

BIATH

Puc. 3.7. Beenenus 0011KOBUX JaHUX

[Ticns poOOTH 3 KOKHUM ITyHKTOM 00OB’SI3KOBO MOTPIOHO 30epertu KoHQIryparito

KHOTIKOIO «30eperTu.
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HamamryBanns 6e3nposignoi mepexi (WIFI) monsirae B HactymHOMY (puc. 3.8).

COCTORAHWE
BLicTpan HacTpoiKa
PaBouuit pewum
CeTb

BecnpoBoAHOA pexumM - 2.4 Ty BecnposonHoi pexom - 24 T @ BrmiounTs () OTEMOUNTE

- OCHOBHEIE HACTPOKM VA BecnposonHoi caT: |HASBA MEPEXI

Peiii: | {11bgn cMeLaRHEIR v
WnpnHa kaHana: | AgTo v

BrniounTe WHpokoeewaHue SSID

| (Takke HasklgaeTcA SSID)

[ocTeBan ceTh
DHCP

Mepeanpecauus CoxpaHnTs

Puc. 3.8. HanamryBanHs 6e3mpoBiTHOT MEPEKI

[Ticyis 1bOro BUKOHYETHCS BCTAHOBJICHHS MepcoHanbHoro mapoito WIFI (puc.3.9):

CoCToRHWE
BLICTpas HacTpolka
Paboumi pesum
CeTb

BecnposoaHOil pewnM - 2.4 Ty © OTKNKOHUTL 3auuTY

@ WPA/WPAZ - Personal (pekomeHgyeTcA)

BepcuA | \WPAZ-PSK v

- 3awuTa GecnpoBOAHOTD peEXUMa
. poson P LWnthposanne: | AES ~

MNapone GecnpoBofHoi ceT: | I MEPCOHANBHWA NAPONb|

Mepuon 0GHOENEHWA TPYNMNOE0TD KITHWA:

I

[ocTesad CeTh .
WPA/WPAZ - Enterprise

DHCP BepcuA:  AgTo A
Mepeagpecalls

peagpecal| LWuchposaHne: | AgTo v
3awura

|P-agpec Radius-cepeepa:

PoaMTENBCKMA KOHTPOMb

Mopt Radius-cepeepa: 1812 (1-65535, 0 4NA 3HAYSHUA NOPTA N0 YMONuUaHuo 1812)
KoHTponk AocTyna
- MNaponke Radius-cepeepa:
OOonoNHUTENEHLIE HaCTPOWKEW MapLUpyTH3alHK
Mepuon, 0GHOENEHWA TDYTINOBOTD KMoua: | [

KOHTpONb NponycKHOM CnocoGHOCTU

Puc. 3.9. Bcranosnenns nepconansaoro napoio WIFI

Buxopucrano WPA/ WPA2 (anrn. Wi-Fi Protected Access) — oauwn 3
MIPOTOKOMIB OE3MeKH NSl 3aXUcTy 0e3ApoToBUX Mepex. CTBOpeHUU Ui 3aMiHU
3actrapinoro nporokony WEP. 3acuoBanmit Ha TKIP (anrn. Temporary Key
Integrity Protocol — nmpoTokos1 THMYacoBOi LIJTIICHOCTI KJIFOYiB), SKUH e()EKTHBHO
O6opeThest 3 MpobIEeMOIo, M0 JEKUTh B 0CHOBI BpaznuBocti WEP, — moBTopHOTO

BUKOPHUCTAHHS KJIIOUIB IIU(PPYyBaHHS.



B ocnoBHoMmy mianmoroBomy BikHI « COCTOSAHUEY nepeBipsieTbest cTan

migkroueHHs (puc. 3.10):

CocToaHue

BbiCTpan HACTponKa

Pabo4ni pexim

CeTtb

BecnposogHoi pexim - 2. 4 Iy,
[oCTEBAA CETh

DHCP

Mepeagpecauus

3awura

POOWTENBCKMA KOHTPONb

KoHTpons gocTyna
[onoNHUTENBHEIE HACTPOWKM MapPLWPYTH3IALNK
KOHTpOnNbL NPONYyCKHOA cnocobHOCTH
MpueAska IP- 1 MAC-agpecoB
OuHamuyeckuin DNS

IPvE

CHCTEMHBIE MHCTPYMEHTBI

BrIATH

14

LAN

MAC-anpec:
IP-agpec:

Macka nogceTu:

BecnpoeoaHoil pexum - 2.4 [Ty

Pabounil pesimM:

BecnposonHoe BEWEHKE

VimA GecnpogogHon cetk (SSID):
Pexuim

KanHan:

LWwpuHa kaHana

MAC-agpec:

WAN

MAC-anpec:
IP-appec:

Macka nogcetu
OCHOBHOW LLNHD3:
DMS-cepeep:

BpemA B ceTu:

BpemA padoTel:

D4:6E:0E:3D:F2:2E

192.168.0.1

.255.0

o

IEE JE
Ftalal¥an

Poytep
BrnioueHo

TP-Link_F22E

11ban cMEWaHHGIR

AgTo(Kanan 2)

ABTO

D4.6E:DE3DF2:2E

D4:6E:0E:3D:F2:2F

OnHer0D:24:40

Puc. 3.10. CtaH miaKorO4YeHHS

Komanmgoro PING nepeBipsieThest HasiBHICTB 3B’ 513Ky 3 [HTepHeToMm (puc. 3.11):

DOBHOBWTE

0ermen
OTBET
OTBET
OTEET
OTBET
OTEET
OTBET
OTBET
OTEET
OTBET
OTEET
OTBET
OTeEET
OTBET
OTBET
OTEET
OTBET
OTEET
OTBET
OTeEeT

YHC AD
YHCAD
YHC AD
YHCAD
YHC AD
YHCAD
YHCAD
YHC AD
YHCAD
YHC AD
YHCAD
YHCAD
YHC AD
YHCAD
YHC AD
YHCAD
YHC AD
YHCAD
YHCAD

NN CaCo oo Co 0 CaCoCoaacacocan

C:~Uzers-User>PING 8.8 8.8

g.8.8.8 no c 1000 sakiTamu
salT=bH8
calT=b8
gaiT =68
calT=b68

gauT =68

BN AgmunnncTparop: C\Windows\system32icmd.exe - PING 8.8.8.8 -t -11000

-t -1 1000

{oTnpaBKa
{oTnpaeka
{oTnpaBKa
{oTnpaeka
(oTnpaBka
{oTnpaeka
{oTnpaeka
{oTnpaeKa
{oTnpaeka
(oTnpaeBKa
{oTnpaeka
{oTnpaska
{oTnpaBKa
{oTnpaeka
{oTnpaBKa
{oTnpaeka
(oTnpaBka
{oTnpaBkKa
{oTnpaska

TTL=119
TTL=119%
TTL=11%
TTL=11%
TTL=11%
TTL=119
TTL=119
TTL=11%
TTL=119%
TTL=11%
TTL=119
TTL=11%
TTL=119
TTL=119
TTL=11%
TTL=11%
TTL=11%
TTL=119
TTL=11%

=/ 5 |5

Puc. 3.11. IlepeBipka 3B’s13Ky 3 [HTEpHETOM
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3.3. Hinkaouyenuda 3a TexuoJoricio «BUTA ITAPA»

Buta napa (anrJj. twisted pair) — Bun mepexxeBoro kabemto, 3 ogHie0 abo
JeKUTbKOMa TIapaMd 130JIbOBAaHUX IPOBIJIHHMKIB, CKPYYEHHUX MDX cobow (3
HEBEJIMKOIO KIJTBKICTIO BUTKIB Ha OJMHMINIO JOBXHHHM) JJISI 3MCHIIICHHS B3a€MHUX
HaBeJCHh MpH Tiepeladyi CHTHATY 1 TMOKPUTHX TUIACTUKOBOIO 00OJIOHKOIO
(puc. 3.12). BukopucToBy€eThCs IS MOOYIOBH MEpPEX y 0araTboX TEXHOJIOTIfAX,
Hampukian, Ethernet, ARCNet 1 Token ring. OctanHiM YacoM, 3aBISIKH CBOTH
JICIIeBU3HI 1 JIETKOCTI YCTAHOBKH, € HAUTTOMIUPEHIIINAM JIJIs1 TOOYI0BH JIOKATBbHIX

MEpEKX.

EIA/TIA-568B

" et
_—
R

\

Puc. 3.12. Buti napu

Kabenb npuegHyeTbes 10 MEPEKEBHUX MPUCTPOIB 3a JOTIOMOTOIO 3'€THyBadya
8P&C. IliaTpumye mepenauy manux Ha Biactanb Outs 100 merpiB. Ha Oinmbrmx
BIJICTAHSIX CHTHAJ Yepe3 3aracaHHs He PO3IMI3HAETHCS; SKIIO Tepenada JaHuX Ha
OUIBIITY BIJICTaHb BCE K TaKW HEOOXIiTHA, MOTPIOHO CKOPUCTATUCS TTOBTOPIOBAYEM,
a00 X 3a[1TH KOaKClaJIbHUH KaOelb.

Jlnst mig’eqHaHHS KOHEKTOPiB RJ-45 BUKOPUCTOBYIOTHCS IHCTPYMEHTH JJIs1

oOxHuMy Kabest «BuTa mapay (puc. 3.13).
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Puc. 3.13. IncTpyMeHT asist 00KUMy KaOessl «BUTa mapa»

3.4. ligkaouyennda no rexuojorii FTTH

FTTH (fiber to the home) — onrtrune BostokHO 10 *x)uTia (puc. 3.14). B ocemni
BCTAHOBIIIOETHCA TEepMiHA (MeIlaKOHEBEpTEp), a BIJ TepMiHATY Kabelb [0
KOMIT'IOTepa. JlaHe BHU3HAYEHHS BUKIIOYAE Ti apXITEKTYPH MEPEXKi, B SKHUX
ONTUYHE BOJOKHO 3aKIHUYETHCA JI0 JOCSTHEHHS JKUTJIOBHX TMPUMIIICHb a0o
0(iCHOTO MPOCTOPY 1 JIHISA IMPOJOBKYETHCA 1HIIOI (hi3UUHOI CEpEeIOBUILEM, HIK
OIITUYHOLI.

Opno3nayHo Ha kopucTh pimeHb FTTH Buctynmanm ekcneptu KommaHii
Motorola. BoHr MOpiBHIOIOTh TPUBAIICTh KUTTEBOTO LUKIY 1HBECTHULIN B OyJb-
Ky TEXHOJIOTIIO0 JOCTYIy 1 KOPEJIbOBAaHWUH 3pPOCTAaHHS BUMOT /O MPOMYCKHOI
3IaTHOCTI KaHamB gocTymy. [IpoBemeHuit aHaii3 IMOKa3ye, IO SKIIO TEXHIYHI
pIILICHHSI, SIKI 3aKJIaJIal0ThCsl B OCHOBY CErMEHTa JocTymy Mepexi B 2005-
2008 pokax, BUSBISATHCS HE3JaTHUMHU 3a0e3rneuntd mBuakicte 100 MOiT / ¢ B
2013 — 2015 pokax, TO MOpaJibHE€ CTapiHHS OOJagHAHHS BIAOYAETHCS [0
3aKIHYEHHS IHBECTHUIIHHOr0 HuKIy. Oneparop NOBUHEH 00OB'SI3KOBO BPaxOBYBaTH
Il J]aH1, 1HAKIIE BIH PU3HKY€E BUSIBUTHUCS YPa3JIUBUM IEpe] 0COO0I0 KOHKYPEHTIB y
MIpy MparHeHHs! KOPUCTYBAUIB 10 OTPUMAHHS MOCIYT BCE O1JIbII BUCOKOTO KJIACYy.

Excnieptu xommnanii Alcatel-Lucent nepepaxoByloTh HACTYINHI TNepeBaru
apxitektypu FTTH: 3 ycix BapiantiB FTTx BoHa 3a0e3nedye HalOLIbIIy CMYTy
MPOIMYCKAHHS; 1€ MOBHICTIO CTaHAAPTU30BAHMM 1 HANOUIBII MNEePCIEKTUBHUN
BapianT; pimeHHss FTTH 3a0e3neuyioTh MacoBe 00CIyroByBaHHs aOOHEHTIB Ha

BigcTtanl o 20 KM Big By3jia 3B'A3KYy; BOHHM JO3BOJIIFOTH ICTOTHO CKOPOTHUTH
M
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eKCIUTyaTalliiiHI BUTPATH — 3@ PaXyHOK 3MEHILIEHHS IOl TEXHIYHUX MPUMIIICHb
(HEOOX1MHMX I PO3MIIICHHS O0OJagHAHHS), 3HKEHHS CHEPrOCIIOXUBAHHA 1

BJIACHE BUTpAT HA TEXHIYHY MIITPUMKY.

Sw/

obonoHKa Moaa
BULLOIO NOPAAKY

Puc. 3.14. OnTuyHe BOJIOKHO

Jlist opranizaiii 3B’s13Ky MoTpiOHO MiHIMYM 2 MmemiakonBeprepa — 1310 Ta

1550 (puc. 3.15).

1310nm A Side 1550nm B Side

Puc. 3.15. Meniakonseptepu 1310 Ta 1550

MeniakoHBepTEepH 3’ €THYIOTHCS MiX c000r0 onTHYHUM TadykopgaoM SC-SC

(puc. 3.16).
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SC - KOHeKTop

Puc. 3.16. Konektopu AJis1 ONTUYHOTO BOJIOKHA

[MpakTryHa cxeMa minkitodeHHs Taka (puc. 3.17, puc. 3.18):

MeamakoHEepTEpD

MapwpyTuzaTop r‘f 4‘/&_5 \‘ KommyTartop
e = y, ntelekt

ABoHeHTCERe 0BnagHaHHA 06nagHaHHA 31 CTOpOHM NpoBaigepa

Puc. 3.17. Cxema niaxntodeHns : 1 - KomyraTtop, Tepminyrounii GpizuyHi
M1 IKITIOYeHHS a0OHEHTIB, 2 - MeniakoHBepTep, MPUCTPI 110 IEPETBOPIOE
CepeIOBUILIE MOIIMPEHHS CUTHAITY 3 OJHOTO TUIY B IHIIUI (ONTUYHUNA CUTHAJ/
CIICKTPUYHMIA), 3 - MapiipyTH3aTop, MEpeKeBHIA MPUCTPIH, IO T03BOJISIE
00'eIHATH KUJIbKA PO3PI3HEHUX MEPEXK B OJHY. Y pasl, SKILO Y € OlIbIlie OJJHOTO
KOMIT'FOTEPA, 1 MOTPiOHO 1100 Ha BCIX IIMX MPUCTPOSIX OYB AOCTYM B IHTEPHET,

MapuIpyTH3aTop 00'€THA€E TaKl MPUCTPOI.



Puc. 3.18. Ilix’eqnanHs MemiakoHBEpTEpa: 2 - MeIiaKOHBEPTEP BCTAHOBJICHUI HA
cTOpoHi aGoHeHTa, 7 , Me[iakOHBEepTEp BCTaHOBICHHIT Ha cToponi [IPOBAMJIEPA
(Intenekr), 4 1 5, 1e MOPTH HA MEIIAKOHBEPTEPAX JIJIS T KITIOUYEHHS
ONITOBOJIOKOHHOTO Kabeunto, 3 , BUTa mapa, MiAKITI09a€ThCS 10 aKTUBHOTO
oOjanHaHHs (MapUIpyTU3aTOpP, KOMIT'IOTEp, cepBep 1 TA.) Ha croponi abonenTa 6 ,
BUTA I1apa, M AKIIOUeHHs 10 KomyTtatopa [IPOBAMIEPA (Iutenext). 118,

Ka0eIb KUBJICHHS MEIIaKOHBEPTEPIB.

CraH MeIiaKkOHBepTOpa BU3HAYAEThCA iHuKaliero (puc. 3.19 — puc. 3.21):

Puc. 3.19. [nnukanis B MeiakoHBEPTOPI
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MegwakoHeepTEp

MapuipyTHaaTo
pLIpyT! P s ™ KommyTaTop

ASoxenTcexe ofnagkansa Ofnagrannn 3| croposs nposafigepa

Puc. 3.20. Cran memiakonBeptepa (Hemae curnany 1mo onToBOJIOKHY)

MeanaKkoHeepTep

MaplpyTu3aTop /—M KoMmyTaTop
N~ Ly — 6\
@ - X ¥ — ANERN

Hemae nidkmiodenHs onmosonoKoHHoz0 kabeno

Me gnakoHeepTep

MapwpyTtusarop /—H KommyTartop
= YR
S S = =y

Hemae nidKmoYeHHA No NOKAMBHID Mepexi

MeouakoHeepTEp

aplwpyTM3aTop KommyTaTto
y Ao -
m_u*ﬁ’x e = @uelekt

Hemae nidKmoYeHHA ONMOS0NOKOHHO20 KS6emo | NIBKMOYEHAA MO NOKSMLHID Mepesxi

Puc. 3.21. Ctanu meaiakonBepTepa
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3.5. linkaroyenns: mo rexnoJsorii PON

PON (anrm. Passive optical network) — TexHOJOTIS TAaCUBHUX ONTUYHUX
MEpeX, 3acHOBaHa Ha JEpPEBOMOAIOHINM BOJOKOHHO-KAaOeIbHIM apXiTeKTypl 3
NAaCHBHUMHU OINTUYHAMH pO3rally’)KyBadyamMu Ha By3iax (puc. 3.22). 3a3Buuail €
JIOCUTh EKOHOMIYHUM CIIOCOOOM 3a0e3leyeHHs] I[UPOKOCMYTOBOi mepenayl
1H(opMmarii.

OcHoBHa ines apxitektypu PON — BUKOPHCTaHHS JIMIIE OJHOTO MOIYJS B
OLT (optical line terminal) mana mepemaui iHdopmalii MHOXHHI a0OHEHTCHKHUX
npuctpoiB  ONT (optical network terminal B Tepminonorii ITU-T), sxi
HazuBaroTbcss ONU (optical network unit B Tepminonorii IEEE) 1 mpuiiomy
iHpopmarii Bix HUX. ONU — npuctpiil, 0 MEpPEeTBOPIOE CEPEIOBUIIE Tepenayl
JaHUX 3 ONTUYHO BOJIOKOHHOTO KaOemro 10 BHUTOI mapu. BUKOpHCTOBYETHCS B
TexHoJIoT1i macuBHOi ontuyHOi Mepexki PON. Ha Biaminy Biag MemiakoHBepTopa
ONU miaxmrogaerbest 10 PON  «romoBu» abo OLT, a wMeniakoHBEpPTOp
M1JKIF0YAETHCA B Mapi, I JBOHANIPABJICHHOI ITepeaayl JaHuX.

Yuciio abOHEHTCHKUX BY3I1B, MIAKIIOYEHUX A0 ogHoro Moayiisa OLT, moxe
OyTM HACTUIBKM BEJIMKUM, HACKUIBKA JI03BOJIAE OKOKET MOTYKHOCTI 1
MaKCUMaJibHa MIBUAKICTH anapatypu. s nepemadi notoky iHpopmairii Big OLT
10 ONT — mpsiMoro (HU3XIZHOTO) TOTOKY, SIK TPaBUIIO, BHUKOPHUCTOBYETHCS
norxkvHa xBwil 1490 uM. HaBmaku, mOTOKM JaHMX BiJ Pi3HUX aOOHEHTCHKUX
BY3JIIB y LIEHTPAIbHUI BY30J1 CIUIBHO YTBOPIOIOTH 3BOPOTHUMN (BUCX1IHMI) TIOTIK,
nepenatotbesi Ha jAokuHl xBwi 1310 am. B OLT ta ONT BOymoBani

MyJsbTHILIIEKCOpU WDM po3aiisitoTh BUXIJIHI W BX1JIHI TOTOKH.
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Cxema m m

ISP

Puc. 3.22. ITlinkmrouenns o texuosorii PON

Texnonorii PON (GePON — 64 abonenTa Ha mopt EPON — 128 aGoneHTiB

Ha MMopT) Mae psif rnepesar (puc. 3.23).

GPONONT
GPON OLT

GPONONT

Puc. 3.23. Bukopucranns texHosorii PON
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BUCHOBKU

VY pe3ynbTari BUKOHAHHS MPOEKTHO-TEXHOJIOTTYHOI MPAKTUKH OTPUMAHO
Taki pe3y’abTaTW: s HABUMBCS HamamroByBath MapmpyTtm3arop TP-Link-841,
HanamroByBatu PPPoE 3’ennannsi; OesmpoBimny WIFI  mepexi, ocBoiB
THCTPYMEHT JJi1 00KMMY MIAHMX MA4YKOP/IiB. 3a Mepioj MPaKTUKU 03HAWOMUBCS 3
PI3HUMHU METOJaMHU MiIKJItoueHHs a00oHeHTiB 110 riodanbHol mepexi IHTEPHET.

MoKy 3 BIIEBHEHICTIO CKa3aTH, 0 KEPIBHUKU MOET BUPOOHUYOT IPAKTUKH €
BUCOKOKBaTI()IKOBAaHUMH CIICIialicCTaMi B CBOiM Tally3i, a TOMy TIiJ u4ac
NPOXO/DKEHHS TPAKTHKH s TiepeOyBaB B CEPENOBHIN, SKE CTBOPWIO BCi
CIPUSTIIMB] YMOBH JIJIsl BAKOHAHHS IMOCTABJIEHUX 3aBJIaHb.

Ha Moro nymky, BUpOOHMYA TMpakTUKa IUCLHMILIIHYE, A€ MOXKIIUBICTh
BIIUyTH cebe CHeriagicToM cBO€l mpodecii 1 BIIYYTH BCl aCIEKTH OOpaHOl

npodecii.



24
CIIMCOK BUKOPUCTAHUX IKEPEJI

. CCNAVT: Beryn hi (o) Mepex (ITN). URL:
https://www.netacad.com/courses/networking/ccna-introduction-networks
. CCNAV7: OcHoBu KoMmyTallii, mapipytu3amii Ta 0e3aporoBux Mmepex (SRWE).
URL.: https://www.netacad.com/courses/networking/ccna-switching-routing-wireless-
essentials

CCNAV7: TlobymoBa, Oe3meka i aBToMaTu3allisi koprmopatuBHux Mmepek (ENSA).
URL: https://www.netacad.com/courses/networking/ccna-enterprise-networking-
security-automation.
. Mukutumua A.I'., Mutauk M.M., Cryxmak I1.[., Ilaciunuk B.B. Komm rotepHi

mepexi. Kuura.l. HapuanmbHuii MOCIOHMK I TEXHIYHMX cremianbHocTeir BH3
(pexomennoBano MOH VYkpainn). Marnomis 2006, 2021. 256 c.

. Mukutnmua A.I'., Mutauk M.M., Cryxmsak I[1J., [Maciunuk B.B. Kowmm’rorepni
mepexi. Kuura.2. HapuanmbHuil MOCIOHMK I TEXHIYHMX cremianbHocTer BH3
(pexomennoBano MOH VYkpainu). Marunomnis 2006, 2021. 328 c.

. Todd Lammle Understanding Cisco Networking Technologies, Volume 1. Sybex,
2019. 400 p.

. Cisco Networking Academy Switching, Routing, and Wireless Essentials Companion
Guide (CCNAV7). Cisco Press, 2020. 525 p.


https://www.netacad.com/courses/networking/ccna-enterprise-networking-security-automation
https://www.netacad.com/courses/networking/ccna-enterprise-networking-security-automation

	Навчально-науковий інститут фізико-технічних та комп’ютерних наук
	Мережевий комутатор TL-WR841N забезпечує бездротовий звʼязок з швидкістю 300 Мбіт/с, яка відповідає вимогам додатків, чутливих до переривання (перегляд HD відео та ін.) (рис. 3.3.). Гостьова мережа надає окремий доступ до мережі для гостей і одночасно...
	6. Todd Lammle Understanding Cisco Networking Technologies, Volume 1. Sybex, 2019. 400 p.
	7. Cisco Networking Academy Switching, Routing, and Wireless Essentials Companion Guide (CCNAv7). Cisco Press, 2020. 525 p.

